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Instructions required to modify the IEEE 802.22/D1.0
Introduction
This document is meant to combine modifications to the Security Sublayer proposed in 22-17/11r0 and proposed in 802.22b-2015.  While the goal of 22-17/11r0 was to streamline Security Sublayer, in this revision we attempt to accommodate some of changes proposed in 802.22b-2015.
Each section of this document reflects modifications to a specific section/sub-section in the base standard. Modifications to Clause 8 proposed in this document shall supersede modifications to clause 8 proposed in 802.22b-2015.

Modifications 1-??? are to be integrated into the LB1 draft.
Further modifications

Modifications to Section 7.7.11.3.3

1) Modify text in 7.7.11.3.3 in the following manner

-----------Start of text modification----------
7.7.11.3.3
Security parameters supported

These parameters are provided to negotiate some pre-authentication security parameters. These parameters may be renegotiated during the REG-REQ/RSP.  The “PN Window Size” IE (7.7.11.3.3.2) and “SCM Flow Control” IE (7.7.11.3.3.3) shall only be added if any other bits beside Bit0 (“Null SA” support) bit in “SCM Capability Setup” IE (7.7.11.3.3.1) is set to 1.
-----------End of text modification----------
2) Update text for "SCM version support" IE, section 7.7.11.3.3.1 in the following manner:
-----------Start of text modification----------
7.7.11.3.3.1
SCM version supportCapability Setup
This IE allows the BS and CPE to negotiate which SCM operational mode will be engaged in (see Clause 8). A bit value of 0 indicates that a particular mode is “not supported” while 1 indicates “supported”. If Bit2 (“Unicast Transport SA” support) or Bit3 (“Group SA” support) are set, Bit1 (“Unicast Management SA”) must be set.allows for negotiation of what version of the SCM protocol the BS and CPE support. Only one version of the SCM protocol may be employed at a given time.
Table 111 — SCM version supportCapability Setup
	Element ID
	Length

(bytes)
	Value
	Scope

	5
	1
	Bit0: Null SA support

Bit1: Unicast Management SA support

Bit2: Unicast Transport SA support

Bit3: Group SA support
Bit4-7: Reserved (set to 0)
0x00: SCM Version 1 (SCMv1)

0x01–0xFF: Reserved
	CBC-REQ, CBC-RSP, REG-REQ, REG-RSP


-----------End of text modification----------
Modifications to Section 8

1) Add the following text to the end the initial section in Clause 8, as follows:
-----------Start of text modification----------
The security concepts that are enabled by security sublayers 1 and 2 are also extended to the relay network for both A-CPEs and S-CPEs. The security model in the relay network is end-to-end. Authentication of MAC management and user data sent between the A-BS and S-CPE is handled at each end of the connection, i.e., by the A-BS and S-CPE. Centralized and distributed scheduling A-CPEs are responsible only for authentication of MAC management messages exchanged between them and the A-BS. Centralized and distributed scheduling A-CPEs shall not be involved in initial authentication or reauthentication or keying of attached S-CPEs, other than to forward SCM-REQ/RSP messages between any attached S-CPEs and the A-BS. Centralized and distributed scheduling A-CPEs do not maintain or store any of the authentication information (e.g., AK Context) related to any attached S-CPEs.
The authentication phase of the security sublayer is started after the CBC-REQ/RSP exchange, when the “SCM Capability Support” IE (7.7.11.3.3.1) has, at a minimum,  the “Null SA” and “Unicast Management SA” support bits set to 1. If the “Unicast Management SA”, in addition to the “Unicast Transport SA” and/or “Group SA” support bit are set to 1, the “PN Window Size” (7.7.11.3.3.2) and “SCM Flow Control” (7.7.11.3.3.3) shall be included in the CBC-REQ/RSP. The authentication phase can also be started if the “SCM Capability Support” IE is omitted during the CBC-REQ/RSP exchange. If this happens the BS assumes the CPE supports the “Unicast Management SA”, and sets default values for “PN Window Size” and “SCM Flow Control” IEs.
-----------End of text modification----------
Modifications to Section 8.1.x

1) Modify the text in section 8.1.1, to add that data is protected by the TEKs if authentication is completed and “Unicast Transport” SA is enabled, as follows:
-----------Start of text modification----------
8.1.1
Secure encapsulation of MAC PDUs

Encryption services are defined as a set of capabilities within the MAC security sublayer. MAC header information specific to encryption is allocated in the generic MAC header format. 

Encryption is always applied to the MAC PDU payload when required by the selected ciphersuite; the generic MAC header is not encrypted. MAC management messages sent to the cell SID for broadcast and initial ranging, as well as the basic FID for a CPE SID, shall be sent in the clear to facilitate such functions as network entry, basic capability negotiation, and authentication exchange. All other management messages shall be protected by the MMP_Key that is setup during the authentication exchange. Multicast MAC management messages shall be protected by the GTEK setup for the GSA.  Data messages are protected by TEKs when “Unicast Transport” SA is enabled.
The format of MAC PDUs carrying encrypted or un-encrypted packet data payloads is specified in 8.4.2.1.
-----------End of text modification----------
2) Modify the text in section 8.1.2, 1st paragraph, to indicate that this happens if “Unicast Transport” SA is enabled, as follows:
-----------Start of text modification----------
The SCM’s authentication protocol establishes a shared secret (i.e., the AK) between the CPE and the BS. The shared secret is then used to secure subsequent SCM exchanges of TEKs, if the “Unicast Transport” SA is enabled. This two-tiered mechanism for key distribution permits refreshing of TEKs without incurring the overhead of computation-intensive operations.
-----------End of text modification----------
3) Modify the text in section 8.1.3, pg 252, to update how data/management messages are mapped to SAs in the following manner:
-----------Start of text modification----------
8.1.3
Mapping of connections to SAs

The following rules for mapping connections to SAs apply: 

a)
All transport connections shall be mapped to “Unicast Transport” SAan existing SA. 

b)
Multicast management connections shall be mapped to any Static or Dynamic GSAs. 
c)
The primary and secondary management connection shall be mapped to the “Unicast Management” SAnull SA, i.e., the Null SAID. 
d)
Multicast data connections are mapped to the Null SA
The actual mapping for transport connections is achieved by including the SAID of an existing SA in the DSA-REQ/RSP and DSC-REQ/RSP messages together with the FID.

-----------End of text modification----------
4) pg, 8.1.4, change text here to two suites exist, but only one is usable by A-CPEs, 

-----------Start of text modification----------
8.1.4
Cryptographic suite

A cryptographic suite is the SA’s set of methods for data encryption, data authentication, and TEK exchange. The available cryptographic suites are specified as described in 8.4.1. The cryptographic suite shall be one of the ones listed in Table 193. Of the suites defined in Table 193, only one of them is usable by A-CPEs.
-----------End of text modification----------
Modifications to Sections 8.2.1, 8.2.2
1) section 8.2.1, change to reflect that there is a Null SA, the unicast MGMT, unicast Transport (instead of primary/secondary), and GSA. Modify text as follows:
-----------Start of text modification----------
A security association (SA) is the set of security information a BS and one or more of its client CPEs share in order to support secure communications across the IEEE 802.22 network. There are fourthree basic types of SAs: Null, Unicast Management, Unicast Transport, and Group, that can be defined. The Null SA and Unicast SAs shall only be static, i.e., they remain persistent for as long as the CPE is operational. Group SAs shall be either static or dynamic. GSAs are made dynamic by use of the SCM GSA Remove message.

Each CPE establishes the Null SA. The SAscryptographic suites that are to be used are negotiated during the basic capabilities exchange and/or during the registration exchangeauthentication exchange that happens before the CPE registration during CPE initialization. If the BS configures the CPE for no other no other cryptographic suites (see 8.2.2.6 and 8.4.1) besides “no protection,” SAs besides the Null SA, then no Unicast and Group SAs shall be setup on the CPE. If other cryptographic suites, besides “no protection,” are configured for the CPE during the CPE authentication process, then at most two Unicast SAs that are distinct and unique to the CPE will be used. These SAs are known as the Primary and Secondary SAs.
The If the Unicast ManagementPrimary SA hasshall been installed, the cryptographic suite using the 3byte PN (see 8.4.1 and 8.4.2) isif the “authentication only” or “authentication+encryption” cryptographic suites are selected for the CPE to use for protecting MAC management messages. The SecondaryIf the Unicast Transport SA shallhas been only be installed on the CPE, if the “encryption only” cryptographic suite is to be supportedused by the CPE shall be configured during the authentication exchange. Legacy CPEs shall only be capable of being configured to use the 3byte PN suite, where as A-CPEs can be configure for either the 3byte PN or 4byte PN suites (see 8.4.1 and 8.4.2). For complete description of the cryptographic suites, refer to 8.2.2.5. All of the unicast data traffic going to/coming from the CPE shall be protected by the keying material provided by the Primary and/or Secondary Unicast Transport SA. All of the unicast management traffic, e.g., on the primary/secondary management FIDs, shall be protected by the Null Unicast Management SA.

Establishment of Group SAs (GSAs) is optional. Group SAs are to be used for providing keying material for multicast transmission of management message traffic. GSAs are installed on a CPE using the SCM GSA Add message. A CPE is configured for a GSA, when the BS transmits the GSA add message to it. After assigning a CPE or group of CPEs to a multicast group (see 7.17), the BS may transmit the SCM GSA Add message to those CPEs to install the GSA on them. The SCM GSA message shall only be transmitted to the multicast group if the group was configured to support multicast via the Multicast Group Type parameter of the MCA-REQ (see 7.7.9).

Only after the GSA is established at the CPE, is it allowed to receive DS traffic on the multicast management FID mapped to the multicast group associated with the GSA. A GSA will only be established after the process to join a multicast group (see 7.17.1) has concluded. After the BS issues a MCA-REQ asking the CPE to leave the multicast group, it shall send a SCM GSA Remove message to CPE, requiring the CPE to delete any context information relating to the GSA associated with multicast group it was previously asked to leave. 
An SA’s shared information shall include the cryptographic suite employed within the SA. The shared information may include TEKs. The exact content of the SA is dependent on the SA’s cryptographic suite. 

SAs are identified using SAIDs. The Primary SA shall be identified by an SAID that is equal to the Basic FID of that CPE. The SAID of a GSA will be the Multicast FID of the group to which the CPE is assigned. 
-----------End of text modification----------
2) 8.2.1.2, clear up text in this section.  Null SA has multicast data, GSA has multicast management mapped up. Modify text as follows:

-----------Start of text modification----------
When creating a new DS multicast service flow for a multicast transport connection, the BS shall map this traffic to the nNull SA. Prior to When scheduling traffic on a DS multicast management connectiongroup (see 7.17), the and BS checks the CPEs authentication context for the GSA that is assigned to the multicast group.
-----------End of text modification----------
3) Change the preliminary text of 8.2.2 as follows, as follows:
-----------Start of text modification----------
The Authentication state machine (ASM) adopts an authentication framework similar to the model specified in IEEE Std 802.16-2009. The ASM incorporates EAP authentication and is made up of four states and thirteen events and messages that are used to communicate with other aspects of the SCM framework. The ASM has to interoperate with the TEK state machine (TSM, 8.2.3) and the EAP Process. In 8.2.2.1 through 8.2.2.7, the term “CPE” refers to S-CPEs as well as A-CPEs.
-----------End of text modification----------
4) 8.2.2.4, for the "[TEK] Stop" and “[TEK] Authenticated” events, change to unicast transport SA or GSA. Modify text as follows:
-----------Start of text modification----------
· [TEK] Stop: Sent by the ASM to stop the TEK state machine governing the key management for Unicast Transport, Primary and Secondary SAs, as well as GSAs set up on the CPE.

· [TEK] Authentication Complete: Sent by ASM to TEK state machine to tell TEK state machine to continue operation from the Op Reauth Wait and Rekey Reauth Wait states, when authentication is pending.

· [TEK] Authentication Pending: Sent by ASM to TEK state machine to halt TEK state machine while ASM conducts reauthentication. This event is sent to the Op Reauth Wait and Rekey Reauth Wait states when reauthentication is initiated.

· [TEK] Authenticated: Sent by ASM to start a TEK state machine for either the Unicast Transport, Primary and Secondary SAs, as well as any configured GSA.

-----------End of text modification----------
Modifications to Sections 8.2.2.7

1) Several modifications are required to update new SA paradigm and configuration options:
· In Section 8.2.2.7, table 187 change loop to reflect suites for Legacy CPEs and A-CPEs
· In Section 8.2.2.7, Table 188 change loop to reflect suites for Legacy CPEs and A-CPEs
· In Section 8.2.2.7, Table 188 in third line of for-loop, change values types to reflect NULL SA, Unicast MGMT SA, Unicast Transport SA, and GSA
· indicate that some suites are only available to the A-CPE
· pg 258 8.2.2.7, 3rd paragraph: change 1st sentence to say that the basic capability/registration configures PN windows size, flow control, while authentication configures and other parameters for the unicast MGMT SA, Unicast Transport SA, and any GSAs (when they're used)
· pg 259 8.2.2.7, 1st paragraph:
· 1st paragraph: change 1st sentence to say each SA-Descriptor identifies configuration of the crypto suite used in SA
· 1st paragraph: remove second sentence starting with "The selection of a static SA's..."
· 2nd paragraph: 1st sentence, change reference to Unicast Mgmt, and unicast transport
· 3rd paragraph: remove paragraph or change text to indicate if SCM setup ie not sent during initial network entry, causing authentication to be triggered, and subsequently unicast transport SA or GSA not enabled, no TEK state machine is started
· pg 260 8.2.2.7, 1st paragraph: change to indicate that EC bit is set to 0 if and when PDU is mapped to null SA or for mulitcast transport data, or for unicast transport inf [?] unicast transport SA is not enabled. EC bit is set to 1 for Unicast management SA, and for unicast transport data when unicast transport SA is enabled.

Modify the text of section 8.2.2.7 as follows

-----------Start of text modification----------
8.2.2.7 Security capabilities negotiation

As part of their EAP Process, the Supplicant (CPE) provides the BS and Authenticator (AAA service) with a list of all the cryptographic suites (pairing of data encryption and data authentication algorithms) the CPE supports during initiation of initial authentication or reauthentication. The Supplicant may also provide the Authenticator negotiate values for SCM-related parameters (Table 187) that it will use. This information is carried in Attribute Value Pairs (AVPs) of EAP packets encapsulated in either an SCM EAP-Start or EAP-Transfer message.

The format of the data that is exchanged between the Supplicant and the Authenticator shall conform to the methods specified by the AAA service (e.g., RADIUS/RFC 2865 [B26] DIAMETER/RFC 3588 [B1]) that operator will deploy. The parameters that describe the cryptographic suite options are in 8.4.1. Other SCM-related parameters are described in Table 187. If these items are not negotiated during the authentication procedure, then the default valuescryptographic suite that is selected is ‘No Protection’ and the default values for other SCM-related parameters in Table 187 are used.

Upon verifying the Supplicant’s credential (e.g., EAP Success event), the Authenticator sets the default cryptographic suite for the Unicast Management, the default cryptographic suite for GSA, as configures the cryptographic suite for Unicast Transport SA (see 8.4.1). Cryptographic suites are set for SAs whose support was indicated in during basic capability and/or registration exchange. selects from this list a single cryptographic suite to employ with the requesting CPE’s Primary and Secondary SA, as well as the (default) cryptographic suite to be applied to multicast management traffic assigned to any GSAs the CPE may be a part of in the future. This information will be carried in the SCM EAP-Transfer message that carries the MSK to the BS and CPE (upon completion of EAP authentication). Table 188 defines the format of the CPE’s SCM configuration information that the Authenticator provides to the Supplicant. The Authenticator shall reject the authentication request if it determines that there is a mismatch between the SA support setup during basic capability or registration exchange and SA support configuration being requested during authentication exchangenone of the offered cryptographic suites are satisfactory. 

Each static SA-Descriptor identifies the cryptographic suite employed within the SA. The selection of a static SA’s cryptographic suite is typically made independent of the requesting CPE’s cryptographic capabilities. An Authenticator may include in its EAP-Transfer message, SA-Descriptors identifying the cryptographic suites for SAs for which the AAA authenticates the CPE. The CPE shall not start TEK/GTEK state machines for static the Unicast Transport SA or GSAs, unless Unicast Transport SA or GSA support was previously configured for cryptographic suites that the CPE does not support, nor if “no protection” is the suite chosen for the SA.

SA-Descriptors for the Primary and SecondaryUnicast Management and/or Unicast Transport SAs shall only be provided in EAP-Transfer messages. SA-Descriptors for GSAs shall not be provided for in EAP-Transfer messages. Only the default cryptographic suite to be employed by GSAs shall be sent in an EAP-Transfer message. One or more GSAs may be installed on the CPE via the SCM GSA-Add message, following addition of that CPE to a multicast group (see 7.17). 
If the “no protection” suiteUnicast Management SA is the only SA that a CPE supports, then no Unicast Transportunicast or groupGroup SAs shall be configured for the CPE, and no TEK/GTEK state machines shall be started and any traffic that the CPE transmits will be mapped to the Null SA when a service flow is defined. 

Table 187 gives an example of how the list of cryptographic suites and SCM-related parameters that the IEEE 802.22-based Supplicant supports can be signaled to the Authenticator.

Table 187 — CPE SCM configuration request

	Syntax
	Size
	Notes

	Num_crypto_suites
	8 bits
	Number of cryptographic suites supported.

	for (i=1; i < Num_crypto_suites; i++){
	
	

	   Cryptographic Suite
	8 bits
	See 8.4.1

	}
	
	

	EAP Authentication Timer
	24 bits
	Timeout period between sending SCM EAP-Start or EAP-Transfer, in seconds (see 8.2.2.5)

	Authentication Grace Timer
	24 bits
	Amount of time after authentication is complete that must pass before reauthentication is complete, in seconds (see 8.2.2.5)

	Max # of EAP Authentication attempts
	8 bits
	Maximum # of attempts a CPE can attempt EAP authentication (see 8.2.2.5)

	Operational Wait Timeout
	24 bits
	Timeout between sending of Key Request messages from the Op Wait state, in seconds (see 8.2.3.2.4)

	Rekey Wait Timeout
	24 bits
	Timeout between sending of Key Request messages from the Rekey Wait state, in seconds (see 8.2.3.2.4)

	GTEK/TEK Grace Time
	24 bits
	Time interval, in seconds, before the estimated expiration of a GTEK/TEK that the CPE starts rekeying for a new GTEK/TEK.

	SCM Version Support
	8 bits
	Version of SCM protocol the CPE supports.

	SCM Flow Control
	8 bits
	Number of ongoing SCM transactions the CPE will allow.

	PN Window Size
	8 bits
	Size of PN_WINDOW (see 8.4)


	Syntax
	Size
	Notes

	CPE Type
	8 bits
	0x00: Legacy S-CPE

0x01: S-CPE

0x02: Distributed Scheduling A-CPE

0x03: Centralized Scheduling A-CPE

0x04-0xFF: Reserved

	SA support bitmap
	8 bits
	See 7.7.11.3.3.1, SCM Capability Setup

	If “Unicast Transport” SA bit == 1 {
	
	

	   Cryptographic Suite for Unicast Transport SA
	8 bits
	See 8.4.1

	}
	
	

	EAP Authentication Timer
	24 bits
	Timeout period between sending SCM EAP-Start or EAP-Transfer, in seconds (see 8.2.2.5)

	Authentication Grace Timer
	24 bits
	Amount of time after authentication is complete that must pass before reauthentication is complete, in seconds (see 8.2.2.5)

	Max # of EAP Authentication attempts
	8 bits
	Maximum # of attempts a CPE can attempt EAP authentication (see 8.2.2.5)

	Operational Wait Timeout
	24 bits
	Timeout between sending of Key Request messages from the Op Wait state, in seconds (see 8.2.3.2.4)

	Rekey Wait Timeout
	24 bits
	Timeout between sending of Key Request messages from the Rekey Wait state, in seconds (see 8.2.3.2.4)

	GTEK/TEK Grace Time
	24 bits
	Time interval, in seconds, before the estimated expiration of a GTEK/TEK that the CPE starts rekeying for a new GTEK/TEK.

	SCM Version Support
	8 bits
	Version of SCM protocol the CPE supports.

	SCM Flow Control
	8 bits
	Number of ongoing SCM transactions the CPE will allow.

	PN Window Size
	8 bits
	Size of PN_WINDOW (see 8.4)


Table 188 gives an example of how the Authenticator can signal the Supplicant with the values for SCM parameters as well as the cryptographic suite configuration for any SAs for which the CPE is configured.

Table 188 — CPE SCM configuration reply

	Syntax
	Size
	Notes

	Num_SA_Descriptors
	8 bits
	Number of SAs being configured

	for (i=0; i < Num_SA_Descriptors; i++){
	
	

	   SAID
	16 bits
	SAID of SA

	   SA-Type
	1 bit
	Type of SA:

0: Primary (Unicast) SA

1: Secondary (Unicast) SA

	Cryptographic Suite
	8 bits
	Cryptographic Suite to be employed by the SA, see Table 193. Only suite = 0x05 can be selected for the Secondary (Unicast) SA.

	}
	
	

	Default Cryptographic Suite for GSAs
	8 bits
	Either 0x03 or 0x04, see Table 193

	Default Cryptographic Suite for GKEK/GTEK Generation
	8 bits
	Either 0x06 or 0x07, see Table 193

	EAP Authentication Timer
	24 bits
	Timeout period between sending SCM EAP-Start or EAP-Transfer, in seconds (see 8.2.2.5) 

	Authentication Grace Timer
	24 bits
	Amount of time after authentication is complete that must pass before reauthentication is complete, in seconds (see 8.2.2.5)

	Max # of EAP Authentication attempts
	8 bits
	Maximum number of attempts a CPE can attempt EAP authentication (see 8.2.2.5)

	Operational Wait Timeout
	24 bits
	Timeout between sending of Key Request messages from the Op Wait state, in seconds (see 8.2.3.2.4)

	Rekey Wait Timeout
	24 bits
	Timeout between sending of Key Request messages from the Rekey Wait state, in seconds (see 8.2.3.2.4)

	GTEK/TEK Grace Time
	24 bits
	Time interval, in seconds, before the estimated expiration of a GTEK/TEK that the CPE starts rekeying for a new GTEK/TEK.

	Max # of Key Request Attempts
	8 bits
	Max number of attempts a CPE can attempt a Key Request.

	SCM Version Support
	8 bits
	Version of SCM protocol the CPE supports.

	SCM Flow Control
	8 bits
	Number of ongoing SCM transactions the CPE will allow.

	PN Window Size
	8 bits
	Size of PN_WINDOW (see 8.4)


	Syntax
	Size
	Notes

	CPE Type
	8 bits
	0x00: Legacy S-CPE

0x01: S-CPE

0x02: Distributed Scheduling A-CPE

0x03: Centralized Scheduling A-CPE

0x04-0xFF: Reserved

	Num_SA_Descriptors
	8 bits
	Number of SAs being configured

	for (i=0; i < Num_SA_Descriptors; i++){
	
	

	   SAID
	16 bits
	SAID of SA

	   SA-Type
	8 bit
	Type of SA:

0x00: Null SA

0x01: Unicast Management SA

0x02: Unicast Transport SA
0x03: GSA

	Cryptographic Suite
	8 bits
	Cryptographic Suite to be employed by the SA, see Table 193. 

	}
	
	

	EAP Authentication Timer
	24 bits
	Timeout period between sending SCM EAP-Start or EAP-Transfer, in seconds (see 8.2.2.5) 

	Authentication Grace Timer
	24 bits
	Amount of time after authentication is complete that must pass before reauthentication is complete, in seconds (see 8.2.2.5)

	Max # of EAP Authentication attempts
	8 bits
	Maximum number of attempts a CPE can attempt EAP authentication (see 8.2.2.5)

	Operational Wait Timeout
	24 bits
	Timeout between sending of Key Request messages from the Op Wait state, in seconds (see 8.2.3.2.4)

	Rekey Wait Timeout
	24 bits
	Timeout between sending of Key Request messages from the Rekey Wait state, in seconds (see 8.2.3.2.4)

	GTEK/TEK Grace Time
	24 bits
	Time interval, in seconds, before the estimated expiration of a GTEK/TEK that the CPE starts rekeying for a new GTEK/TEK.

	Max # of Key Request Attempts
	8 bits
	Max number of attempts a CPE can attempt a Key Request.

	SCM Flow Control
	8 bits
	Number of ongoing SCM transactions the CPE will allow.

	PN Window Size
	8 bits
	Size of PN_WINDOW (see 8.4)


IfFor the Null SA, defines use of authentication only or “no protection” method, all MAC PDUs sent with FIDs linked to this SA must have EC bit set to ‘0’ in the generic MAC header. For unicast/multicast MAC management traffic mapped to the Unicast Management SA and GSAs, and unicast transport connections mapped to the Unicast Transport SA, Otherwise, if only “authentication+encryption” or “encryption only” is supported the EC bit must be set to ‘1’ in the generic MAC header. Other combinations are not allowed; MAC PDUs presenting other combinations should be discarded. 

The capabilities defined in an SA are not applicable to management messages transmitted on the Initial Ranging, Basic, as well as Broadcast connections. Only data traffic mapped to the Null SA will be allowed to be transmitted without any authentication or encryption information.

Some rules should be taken under consideration when configuring SAs and cryptographic suites for CPEs:considered for selecting which Cryptographic Suites listed in Table 193 are applicable to CPE:

· Legacy CPEs shall not be capable of being cryptographic Suites that use a 4-byte PN value, e.g., suites 0x01-0x02 0x0C–0x14.

· All CPEs shall make use of the 3byte PN value suite (e.g. 0x00) related to DS multicast GSA MAC management messages sent on the Multicast Management FID.
· All CPEs shall make use of 3byte PN value suite (e.g. 0x00) related to Unicast Management SA for MAC management messages sent on the Primary/Secondary Management FIDs.
-----------End of text modification----------
Modifications to Sections 8.2.3.1
1) in 8.2.3.1, modify the section, in the following manner: 
-----------Start of text modification----------
The CPE and BS shall not perform the Key Request/Key Reply handshake in either of the following cases:
· If support for the “Unicast Transport” SA has not been configured.

· The A-CPE is configured to operate as a distributed or centralized scheduling A-CPE.
. In thise first case, target SAID value, which may be included in DSA-REQ/RSP messages, shall be Null SA’s SAID.
Upon achieving authentication, if the CPE has been configured to use the “Unicast Transport” SA, a CPE starts a separate TEK state machine for each of the “Unicast Transport” SA’s SAIDs identified in the Authentication Reply message. Configuration of support for GSAs doesn’t immediately trigger the start of a TEK state machine. A unique TEK state machine for a multicast group’s GSA is started when the CPE is added to a multicast group via the SCM GSA-Add during setup of the multicast group. Each TEK state machine operating within the CPE is responsible for managing the keying material associated with its respective SAID. TEK state machines periodically send Key Request messages to the BS, requesting a refresh of keying material for their respective SAIDs.
TEK state machines periodically cause the CPE to send Key Request messages to the BS, requesting a refresh of keying material for their respective SAIDs. The BS responds to a Key Request with a Key Reply message, containing the BS’s active keying material for a specific SAID.
The TEK is encrypted using appropriate KEK derived from the AK. For AES-GCM, the TEK is a 128 bit key and the KEK is derived from the AK using a 128 bit key and 128 bit block size.
For the “Unicast Transport” SA and GSAs, both of which use AES-GCM mode, nNote that at all times the BS maintains two active sets of keying material per SAID. The lifetimes of the two generations overlap so that each generation becomes active halfway through the life of its predecessor and expires halfway through the life of its successor. A BS includes in its Key Replies both of an SAID’s active generations of keying material.
For SAs using a ciphersuite employing AES-GCM mode, tThe Key Reply provides the requesting CPE, in addition to the TEK, the remaining lifetime of each of the two sets of keying material. The receiving CPE uses these remaining lifetimes to estimate when the BS will invalidate a particular TEK and, therefore, when to schedule future Key Requests so that the CPE requests and receives new keying material before the BS expires the keying material the CPE currently holds. For AES-GCM mode, when more than half the available PN numbers in the 24-bit or 32-bit PN number space are exhausted, the CPE shall schedule a future Key Request in the same fashion as if the key lifetime was approaching expiry.
The operation of the TEK state machine’s Key Request scheduling algorithm, combined with the BS’s regimen for updating and using an SAID’s keying material (see 1099HError! Reference source not found. and 1100HError! Reference source not found.), provides for the CPE to be able to continually exchange encrypted traffic with the BS. 

A TEK state machine remains active as long as 

1) The CPE is authenticated and allowed to operate in the BS’s security domain, i.e., it has a valid AK, and 

2) The CPE is configured to participate in that particular SA, i.e., the BS continues to provide fresh keying material during rekey cycles. 

The parent Authentication state machine stops all of its child TEK state machines when the TEK state machine sends a [TEK] Stop message during a reauthentication cycle. Individual TEK state machines can be started or stopped during a reauthentication cycle if a CPE’s Static SAID authentications changed between successive reauthentications. 

Communication between Authentication and TEK state machines occurs through the passing of events and protocol messaging. The Authentication state machine generates events (i.e., Stop, Authenticated, Authentication Pending, and Authentication Complete events) that are targeted at its child TEK state machines. TEK state machines do not target events at their parent Authentication state machine. The TEK state machine affects the Authentication state machine indirectly through the messaging a BS sends in response to a CPE’s requests: a BS may respond to a TEK machine’s Key Requests with a failure response (i.e., Stop or Authentication Pending events) to be handled by the Authentication state machine.
-----------End of text modification----------
Modifications to Sections 8.2.4.x
1) 8.2.4.3 change to indicate GKEK generation method is up to operator, remove reference to both 0x05 and 0x06 suites. Modify the text in the following manner:
-----------Start of text modification----------
There are two methods for GKEK generation. If 0x05 is among the cryptographic suites (see Table 193) that is selected for a particular GSA, then The GKEK is randomly generated at the BS or a network entity (for example, an ASA server) and transmitted to the CPE encrypted with the KEK. If 0x06 is among the cryptographic suites (see Table 193), then a pre-arranged an operator specific method can be used to drive GKEK derivation. When using the operator specific method, the KEK is used to transport the keying material or any other data the operator specific method requires for GKEK generation. There is one GKEK per Group Security Association. GKEK is used to encrypt the GTEKs sent in the Key Reply message by the BS to the CPEs in the same multicast group.
-----------End of text modification----------
2) 8.2.4.4, remove reference to multiple suites in this section. Modify text as follows:

-----------Start of text modification----------
The TEK is generated as a random number in the BS and is encrypted using the corresponding TEK encryption algorithm (e.g., AES key wrap [IETF RFC 5649] for SAs with TEK encryption algorithm identifier in the cryptographic suite is equal to 0x01–0x04), keyed with the KEK and transferred between BS and CPE in the TEK exchange.
-----------End of text modification----------
2) section 8.2.4.5, change text to indicate GTEK is randomly generated by the BS. Modify text as follows:
-----------Start of text modification----------
The GTEK is used to encrypt data packets of the multicast management service and it is shared among all CPEs that belong to the multicast group. There are two GTEKs per GSA. Just as with TEKs, GTEKs will have overlapping lifetimes. Regardless of the cryptographic suite selected for GTEK generation (e.g., 0x05 or 0x06),The GTEK is randomly generated by the BS. Tthe GTEK is encrypted by the GKEK using same algorithms applied to encryption for TEK and transmitted to the CPE in broadcast or unicast Key Request/Reply broadcast or unicast messages. 

-----------End of text modification----------
Modifications to Sections 8.2.7

1) section 8.2.7, update to reflect new null SA, unicast mgmt SA, unicast transport SA, and GSA. Modify the text of this section as follows:
-----------Start of text modification----------
8.2.7 Security associations

Keying material is held within associations. There are three four types of associations: Null, Unicast Management, Unicast Transport, and Group Security associations (GSA)the security associations (SA) that maintain keying material for unicast connections; group security associations (GSA) that hold keying material for multicast groups; and the Null SA. If CPE and BS do not configure support for the Unicast Transport SAdecide “No protection” as their only cryptographic suite, the Null SAID shall be used as the target SAID field in DSA-REQ/RSP messages.

8.2.7.1
Null security association

The Null SA is the default SA that shall be established when the CPE enters the network. This security association does not contain any keying material. contains keying material (e.g., MMP_Key) that is used to protect unicast management connections. Unicast management and transport connections are mapped to this SA when the “No protection” cryptographic suiteUnicast Management andUnicast Transport SAs (respectively) is are not selected for operation on the CPE. The contents of an SA are as follows:

· The SAID (a 16-bit identifier for the SA): = 000|CPE SID0x0000. The SAID shall be unique within a BS.

· The KEK, a 128-bit key encryption key, derived from the AK.

· MMP Key, for encryption of US and DS management traffic

· MMP_PN, 24 bit packet numbers for use by link cipher to protect US and DS management messages

· RxMMP_PN, 24-bit receive sequence counter, for use by link cipher to protect US and DS management messages
8.2.7.2
Unicast Management security association
The Unicast Management SA is the SA that shall be established when the CPE enters the network, and both the CPE and BS/NMS support CPE authentication services. This security association contains keying material (e.g., MMP_Key) that is used to protect unicast management connections. The contents of an SA are as follows:

· The SAID (a 16-bit identifier for the SA): = 001|CPE SID. The SAID shall be unique within a BS.

· The KEK, a 128-bit key encryption key, derived from the AK.

· MMP Key, for encryption of US and DS management traffic

· MMP_PN, 24 bit packet numbers for use by link cipher to protect US and DS management messages

· RxMMP_PN, 24-bit receive sequence counter, for use by link cipher to protect US and DS management messages
8.2.7.23
Unicast Transport security associations
A security association contains keying material that is used to protect unicast connections. The contents of an SA are as follows:

· The SAID, (a 16-bit identifier for the SA):. = 010|CPE SID (9bits). The SAID shall be unique within a BS.

· Unicast SA type, either Primary or Secondary,

· TEK0 and TEK1, 128-bit traffic encryption keys, generated within the BS and transferred from the BS to the CPE using a secure key exchange.

· The TEK Lifetimes TEK0 and TEK1, a key aging lifetime value.

· PN0 and PN1, 24-bit packet numbers, for use by the link cipher. Legacy S-CPEs shall use a 24-bit packet number, while Advanced S-CPEs may be configured to use a 24- or 32-bit packet number.
· RxPN0 and RxPN1, 24-bit receive sequence counter, for use by the link cipher. Legacy CPEs shall use a 24-bit sequence counter, while Advanced S-CPEs may be configured to use 24- or 32-bit sequence numbers.
· Size of PN/sequence counter, 24 bit if suite 0x01 or 32 bit if suite 0x03 is configured for this SA (see Table 193) 
8.2.7.34
Group security association

The Group Security Association (GSA) contains keying material used to secure multicast transmissions.  These are defined separately from SAs since GSA offer a lower security bound than unicast security associations, since keying material is shared between all members of the group, allowing any member of the group to forge traffic as if it came from any other member of the group.

The contents of a GSA are as follows:

· The SAID (GSAID) , (a 16-bit identifier for the SA):. = 011|Multicast Group SID. The SAID shall be unique within the BS

· The Group Key Encryption Key (GKEK). Serves the same function as a KEK but for a GSA.

· The Group Traffic Encryption Key (GTEK). Served the same function as an SA TEK but for a GSA. 

· GTEK0 and GTEK1, 128-bit traffic encryption keys.
· The GTEK Lifetimes for GTEK0 and GTEK1, a key aging lifetime value.
· GPN0 and GPN1, 24-bit packet numbers for use by the link cipher.
· RxGPN0 and RxGPN1, 24-bit receive sequence counter, for use by the link cipher.
-----------End of text modification----------
Modifications to Section 8.4.1

1) pg  281-282, section 8.4.1, update to indicate use of AES_GCM with 128bit key TEK/GTEK, and three suites. Modify text of 8.4.1 as follows:
-----------Start of text modification----------
8.4.1
Selection of Data Encryption and Authentication methods

Only one Data Encryption and Authentication algorithm is supported in IEEE 802.22, AES in GCM mode, therefore no specific configuration item is required to define the use of AES GCM. The parameters in Table 252 are associated with how AES GCM is to be applied in order to provide authentication and/or encryption for MAC PDU payloads. The cryptographic suite configuration is made up of selecting an Authentication method, and Encryption method, and a TEK Encryption methodfor an SA takes into account the purpose of the SA and the type of CPE the SA is being configured for. Cryptographic suite configuration for an SA is negotiated during initial authentication and re-authentication via the exchange of SCM EAP-Transfer messages (see 8.2.2.7).

Possible values for Authentication method are as follows:

· No Authentication

· Authentication for Unicast

· Authentication for Multicast

Possible values for Encryption method are as follows:

· No Encryption

· Encryption for Unicast

· Encryption for Multicast/Broadcast

Possible values for TEK/GTEK Encryption Method are as follows:

· AES-128 key wrap of TEK/GTEK using KEK/GKEK (IETF RFC 5649)

The cryptographic suite types are list is defined in Table 193. is a 1-byte construct defined in the following table:
Table 193 — Cryptographic Ssuite Applicability & Description
	Cryptographic Suite value
	Key Type
	PN Size (bytes)
	ICV Size (bytes)

	0x00
	No Protection (No Authentication, No Encryption)
	0
	0

	0x01
	Authentication only for Unicast, AES-128 key wrap of TEK using KEK, 3-byte PN, 4-byte ICV
	3
	4

	0x02
	Authentication and Encryption for Unicast, AES-128 key wrap of TEK using KEK, 3-byte PN, 4-byte ICV
	3
	4

	0x03
	Authentication only for Multicast, AES-128 key wrap of GTEK with GKEK, 3-byte PN, 4-byte ICV
	3
	4

	0x04
	Authentication and Encryption for Multicast, AES-128 key wrap of GTEK with GKEK, 3-byte PN, 4-byte ICV
	3
	4

	0x05
	Encryption only for Unicast, AES-128 key wrap of TEK using KEK, 3-byte PN
	3
	0

	0x06
	BS random generation of GKEK and GTEK
	N/A
	N/A

	0x07
	Operator-specific function for GKEK and GTEK generation
	N/A
	N/A

	0x08
	Authentication only for Unicast, AES-128 key wrap of TEK using KEK, 3-byte PN, 8-byte ICV
	3
	8

	0x09
	Authentication and Encryption for Unicast, AES-128 key wrap of TEK using KEK, 3-byte PN, 8-byte ICV
	3
	8

	0x0A
	Authentication only for Multicast, AES-128 key wrap of GTEK with GKEK, 3-byte PN, 8-byte ICV
	3
	8

	0x0B
	Authentication and Encryption for Multicast, AES-128 key wrap of GTEK with GKEK, 3-byte PN, 8-byte ICV
	3
	8

	0x0C
	Authentication only for Unicast, AES-128 key wrap of TEK using KEK, 4-byte PN, 4-byte ICV
	4
	4

	0x0D
	Authentication and Encryption for Unicast, AES-128 key wrap of TEK using KEK, 4-byte PN, 4-byte ICV
	4
	4

	0x0E
	Authentication only for Multicast, AES-128 key wrap of GTEK with GKEK, 4-byte PN, 4-byte ICV
	4
	4

	0x0F
	Authentication and Encryption for Multicast, AES-128 key wrap of GTEK with GKEK, 4-byte PN, 4-byte ICV
	4
	4

	0x10
	Encryption only for Unicast, AES-128 key wrap of TEK using KEK, 4-byte PN
	4
	0

	0x11
	Authentication only for Unicast, AES-128 key wrap of TEK using KEK, 4-byte PN, 8-byte ICV
	4
	8

	0x12
	Authentication and Encryption for Unicast, AES-128 key wrap of TEK using KEK, 4-byte PN, 8-byte ICV
	4
	8

	0x13
	Authentication only for Multicast, AES-128 key wrap of GTEK with GKEK, 4-byte PN, 8-byte ICV
	4
	8

	0x14
	Authentication and Encryption for Multicast, AES-128 key wrap of GTEK with GKEK, 4-byte PN, 8-byte ICV
	4
	8

	0x15–0xFF
	Reserved
	N/A
	N/A


	Cryptographic Suite Identifier
	PN Value Size (Byte)
	ICV Value Size (Byte)
	SA’s Suite is used in
	CPE Type

	0x00
	0
	0
	Null SA
	All CPEs

	0x01
	3
	8
	Unicast Management SA, Unicast Transport SA, GSA
	Legacy S-CPE, S-CPE

	0x02
	3
	8
	Unicast Management SA, GSA
	Distributed Scheduling A-CPE, Centralized Scheduling A-CPE

	0x03
	4
	8
	Unicast Transport SA
	S-CPE

	0x04–0xFF
	Reserved
	Reserved
	Reserved
	


In Table 252, a configuration parameter for the list of Cryptographic SuitesSA’s supported will be transmitted to the AAA through the BS by the CPE in the SCM EAP-Start and/or EAP-Transfer messages.
-----------End of text modification----------
Modifications to Section 8.4.2.1

1) in the following manner to reflect new SA, PN format, and cryptographic suite definition. Modify text as follows:
-----------Start of text modification----------
8.4.2.1
PDU format

8.4.2.1.1
Packet number (PN)
8.4.2.1.1.1
PN Overview
A PN is prepended to a MAC PDU payload when a CPE is configured for a cryptographic suite other than 0x0. The PN value associated with a cryptographic suite selected for an SA can be 3 bytes or 4 bytes. An advanced S-CPE cannot be configured for a multiple cryptographic suites that support both 3-byte and 4-byte PNs simultaneously across the Unicast Transport SASAs for which it is configured. Subclause 8.4.2.1.1.2 describes how a CPE and BS handle the operation of a 3-byte PN, and 8.4.2.1.1.3 describes how a CPE and BS handle the operation of 4-byte PN.
8.4.2.1.1.2
3-byte PN Procedure 
The MAC PDU payload shall be prefixed with a 3-byte PN (Packet Number), when the cryptographic suite selected for the SA is 0x01-0x05 and when 0x08-0x0A, when cryptographic suite 0x01 or 0x02 is being used. The PN shall be encoded in the MAC PDU least significant byte first. The PN shall not be encrypted.

The PN associated with an SA shall be set to 1 when the SA is established and when a new TEK is installed. Upon completion of initial authentication or reauthentication and after the MMP_KEY has been derived has been derived, the MMP_PN is set to 1. After each PDU transmission made during single channel operation or each PDU transmission copied across all active BS/CPE-CHUs during multi-channel operation in Transmit Diversity mode, the PN and MMP_PN shall be incremented by 1. After each unique PDU transmission made on each active BS/CPE-CHU during multi-channel operation in Bulk Transmission mode, the PN and MMP_PN shall be incremented by 1 on each active CHU in succession.
When admitting a CPE to an existing multicast/broadcast group, the BS will take the current value of the PN related to the newest generation of material for that GSA, and increment by 1 when establishing. The maximum number of CPEs that can be admitted to a multicast/broadcast group simultaneously is one half the PN_WINDOW_SIZE (see 8.4.2.3).

On DS connections, the PN shall be XORed with 0x800000 prior to encryption and transmission. This effectively splits the PN space into two ranges for DS (0x000000–0x7FFFFF) and DU (0x800001–0xFFFFFF); thereby avoiding collision of PN values when using a single PN for DS and DU. On DS connections, the PN shall be used without such modification. 

Any tuple value of {PN, KEY} shall be handled as per the receive processing rules for treating PN value as described in 8.4.2.3. This measure is known a protection against replay attacks. 

A new TEK shall be requested and transferred before the PN on either the CPE or BS reaches 0x7FFFFF. If the PN in either the CPE or BS reaches 0x7FFFFF without new keys being installed, transport communications on that SA shall be halted until new TEKs are installed. In the case of the MMP_KEY, if MMP_PN expires, then current AK is invalidated and shall start Reauthentication.
8.4.2.1.1.3
4-byte PN Procedure
The MAC PDU payload shall be prefixed with a 4-byte PN, when the cryptographic suite selected for the SA is 0x030x0C–0x14. The PN shall be encoded in the MAC PDU least significant byte first. The PN shall not be encrypted.

The PN associated with an SA shall be set to 1 when the SA is established and when a new TEK is installed. Upon completion of initial authentication or reauthentication and after the MMP_KEY has been derived, the MMP_PN is set to 1. After each PDU transmission made during single channel operation or each PDU transmission to be copied across all active BS/CPE-CHUs during multi-channel operation in Transmit Diversity mode, the PN and MMP_PN shall be incremented by 1. After each unique PDU transmission made on each active BS/CPE-CHU during multi-channel operation in Bulk Transmission mode, the PN and MMP_PN shall be incremented by 1 on each active CHU in succession.

When admitting a CPE to an existing multicast/broadcast group, the BS will take the current value of the PN related to the newest generation of material for that GSA, and increment by 1 when establishing. The maximum number of CPEs that can be admitted to a multicast/broadcast group simultaneously is one half the PN_WINDOW_SIZE (see 8.4.2.3).

On DS connections, the PN shall be XORed with 0x80000000 prior to encryption and transmission. This effectively splits the PN space into two ranges for DS (0x00000000–0x7FFFFFFF) and DU (0x80000001–0xFFFFFFFF); thereby avoiding collision of PN values when using a single PN for DS and DU. On DS connections, the PN shall be used without such modification.

Any tuple value of {PN, KEY} shall be handled as per the receive processing rules for treating the PN value as described in 8.4.2.3. These measures are a known protection against replay attacks.

A new TEK shall be requested and transferred before the PN on either the CPE or BS reaches 0x7FFFFFFF. If the PN in either the CPE or BS reaches 0x7FFFFFFF without new keys being installed, transport communications on that SA shall be halted until new TEKs are installed. In the case of the MMP_KEY, if MMP_PN expires, then the current AK is invalidated and shall start Reauthentication.
8.4.2.1.2
PDU format—Authentication onlyNo Protection (Suite 0x00)
When this cryptographic suite is used the PDU format shall follow the format already defined in Section 7.6.  PDUs using this suite shall the EC bit set to 0 in the GMH. The ciphersuites allow for authentication and/or encryption of MAC PDUs. If suites 0x01, 0x03, 0x08, 0x0A, 0x0C, 0x0E, 0x11, or 0x13 is assigned to the SA, then only authentication is provided for any MAC PDUs transmitted on service flows that are mapped to these SAs.

The AES in GCM protocol is applied in the following manner:

· The Plaintext Payload is processed, generating an Integrity Check Value (ICV) that is 8 bytes long (i.e., for suites 0x08, 0x0A, 0x11, and 0x13) or 4 bytes long (i.e., for suites 0x01, 0x03, 0x0C, and 0x0E).

· The PN value is either 4 bytes (i.e., for suites 0x0C, 0x0E, 0x11, and 0x13) or 3 bytes (i.e., for suites 0x01, 0x03, 0x08, and 0x0A). PN Maintenance is described in 8.4.2.1.1.

· Only the ICV is encrypted using the active TEK/GTEK, generating the Ciphertext ICV.

· The Authenticated PDU is formed by prepending the proper PN value to the Plaintext Payload and appending the Ciphertext ICV to the Plaintext Payload from the authenticated PDU (see Figure 120).

This requires the EC bit in the GMH to be set to 01. If EC bit is not set to 1, the PDU shall be discarded, as this would indicate a conflict between the configured cryptographic suite and how it is being applied. 

Figure 120 illustrates how MAC PDUs are processed and formatted when suite 0x01, 0x03, 0x08, 0x0A, 0x0C, 0x0E, 0x11, or 0x13 is configured and the EC bit in GMH is set to 1. The Ciphertext ICV is transmitted so that byte index 0 (as enumerated in NIST Special Publication 800-38D) is transmitted first and byte index 7 is transmitted last (i.e., LSB first) for suites 0x08, 0x0A, 0x11, and 0x13. The Ciphertext ICV is transmitted so that byte index 0 (as enumerated in NIST Special Publication 800-38D) is transmitted first and byte index 3 is transmitted last (i.e., LSB first) for suites 0x01, 0x03, 0x0C, and 0x0E.
[image: image1.wmf]Figure 121—Authenticated + encrypted PDU format


8.4.2.1.23
PDU format—Authentication and Eencryption, 3byte PN (Suites 0x01-0x02)
The ciphersuites allow for authentication and/or encryption of MAC PDUs. If suites 0x01 or 0x02, 0x04, 0x09, 0x0B, 0x0D, 0x0F, 0x12, or 0x14 is assigned to the SA, then authentication and encryption are provided for any MAC PDUs transmitted on service flows that are mapped to these SAs.

The AES in GCM protocol is applied in the following manner:

· The Plaintext Payload is processed, generating an Integrity Check Value (ICV) that is 8 bytes long (i.e., for suites 0x09, 0x0B, 0x12, and 0x14) or 4 bytes long (i.e., for suites 0x02, 0x04, 0x0D, and 0x0F). 

· The PN value is either 4 bytes (i.e., for suites 0x0D, 0x0F, 0x12, and 0x14) or 3 bytes (i.e., for suites 0x02, 0x04, 0x09, and 0x0B). PN Maintenance is described in 8.4.2.1.1.

· Then the ICV is encrypted using the active TEK/GTEK, generating the Ciphertext ICV.

· Then the Plaintext Payload is encrypted with AES using the active TEK/GTEK, generating a Ciphertext Payload.

· The encrypted PDU is formed by prepending the proper PN value to the Ciphertext Payload and appending the Ciphertext ICV to the Ciphertext Payload (see Figure 121).

This requires the EC bit in the GMH to be set to 1. If EC bit is not set to 1, the PDU shall be discarded, as this would indicate a conflict between the configured cryptographic suite and how it is being applied.

Figure 121 illustrates how MAC PDUs are processed and formatted when suite 0x01 or 0x02, 0x04, 0x09, 0x0B, 0x0D, 0x0F, 0x12, or 0x14 is configured and the EC bit in GMH is set to 1. The Ciphertext ICV is transmitted so that byte index 0 (as enumerated in NIST Special Publication 800-38D) is transmitted first and byte index 7 is transmitted last (i.e., LSB first) for suites 0x09, 0x0B, 0x12, and 0x14. The Ciphertext ICV is transmitted so that byte index 0 (as enumerated in NIST Special Publication 800-38D) is transmitted first and byte index 3 is transmitted last (i.e., LSB first) for suites 0x02, 0x04, 0x0D, and 0x0F.
[image: image2.wmf]Figure 121—Authenticated + encrypted PDU format
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Figure 121 — Authenticated and+ Eencryptioned, 3byte PN PDU format

8.4.2.1. 4
PDU format—Authentication and Encryption only, 4byte PN (Suite 0x03)
If suite 0x035 or 0x10 is assigned to an SA, then MAC PDUs associated with service flows mapped to this SA shall only be protected by authentication and encryption, and no other cipher suites can be mapped to this SA.

The AES in GCM protocol is applied in the following manner:

· The Plaintext Payload is processed, generating the Integrity Check Value (ICV) that is 8bytes longand encrypting the ICV to generate the Ciphertext ICV is skipped.

· The PN value is either 4 bytes (i.e., for suite 0x10) or 3 bytes (i.e., for suite 0x05). PN Maintenance is described in 8.4.2.1.1.

· Then the ICV is encrypted using the active TEK, generating the Ciphertext ICVPlaintext Payload is encrypted with AES using the active TEK/GTEK, generating a Ciphertext Payload.

· 3) Then the Plaintext Payload is encrypted with AES using the active TEK/GTEK, generating a Ciphertext Payload.
· 5) The encrypted PDU is formed by prepending the proper PN value to the Ciphertext Payload, and appending the Ciphertext ICV to the Ciphertext Payload.

This requires the EC bit in the GMH to be set to 1. If the EC bit is not set to 1, the PDU shall be discarded, as this would indicate a conflict between the configured cryptographic suite and how it is being applied.

Figure 122 illustrates how MAC PDUs are processed and formatted when suite 0x10 is configured and the EC bit in GMH is set to 1.

[image: image4.wmf]Figure 122—Encryption-only PDU format
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Figure 122 — Authentication and Encryption, 4byte PN-only PDU format
-----------End of text modification----------
Modifications to Section 8.4.2.2

1) Update text in 8.4.2.2 to reflect AES-GCM constraints for the 3byte and 4byte cryptographic suites. Modify text as follows:
-----------Start of text modification----------
8.4.2.2
GCM algorithm constraints

The GCM specification (NIST SP 800-38D) defines specific values for several parameters. 

The additional authenticated data (AAD) to be used in the GCM process shall be the GMH.

T represents the ICV (otherwise known as Message Authentication Code, MAC). This value, as stated in 8.4.2.1, shall be 64 bits (8 octets) long for suites 0x08, 0x09, 0x0A, 0x0B, 0x11, 0x12, 0x13, and 0x14. This value, as stated in 8.4.2.1, shall be 32 bits (4 octets) long for suites 0x01, 0x02, 0x03, 0x04, 0x0C, 0x0D, 0x0E, and 0x0F.
Consistent with the GCM specification, the IV or Initialization Vector is used to initialize the Authenticated Encryption function of GCM. The IV shall be 128 bits (16 octets) long for suites (0x01 and 0x02) that use a 3-byte PN or 136 bits (17 octets) for suites (0x03) that use a 4-byte PN. The IV shall be constructed according to the procedure defined Section 8.2.1 of NIST Special Publication 800-38D. The IV for suites using the 3-byte PN is described in Figure 123. The IV for suites using the 4-byte PN is described in Figure 123a.
IV construction for suites using the 3-byte PN is ordered as follows:

— The IV shall be 16 bytes long.

— Bytes 0 through 3 shall be set to the first 4 bytes of the generic MAC header (thus excluding the

HCS). The HCS of the generic MAC header is not included in the IV since it is redundant.

— Bytes 4 through 12 are reserved and shall be set to 0x000000000000.

— Bytes 13 through 15 shall be set to the value of the PN. The PN bytes shall be ordered so that byte 13

shall take the least significant byte and byte 15 shall take the most significant byte.

IV construction for suites using the 4-byte PN is ordered as follows:

— The IV shall be 17 bytes long.

— Bytes 0 through 3 shall be set to the first 4 bytes of the generic MAC header (thus excluding the

HCS). The HCS of the generic MAC header is not included in the IV since it is redundant.

— Bytes 4 through 12 are reserved and shall be set to 0x000000000000.

— Bytes 13 through 16 shall be set to the value of the PN. The PN bytes shall be ordered so that byte 13

shall take the least significant byte and byte 16 shall take the most significant byte.
	Field
	Fixed Field
	Invocation Field

	Byte
	0           3
	4           12
	13           15

	Data
	GMH
	Reserved
	PN

	Contents
	GMH (without HCS)
	0x000000000000000000
	PN field from Payload


Figure 123 — IV construction for suites with 3byte PN
	Field
	Fixed Field
	Invocation Field

	Byte
	0           3
	4           12
	13           16

	Data
	GMH
	Reserved
	PN

	Contents
	GMH (without HCS)
	0x000000000000000000
	PN field from Payload


Figure 123a — IV construction for suites with 4byte PN
Consistent with the GCM specification, pre-counter block J0 is generated using the equations defined in Section 7 of NIST Special Publication 800-38D.
Consistent with the NIST GCM specification, the counter blocks CBj are formatted as shown in Section 6.5 of NIST Special Publication 800-38D. 
-----------End of text modification----------
Modifications to Section 8.6

1) Add qualifier to the beginning 8.6.2, between paragraphs 4 and 5 to define what is meant by “BS” in this section. Modify text as follows:
-----------Start of text modification----------
CBP Authentication makes use of implicit certificates given their smaller size and faster processing advantages. Given these advantages, it must be noted that there is one drawback. Any set of random data for the public reconstruction data and the certificate authority public key can be used with a device identity to generate a public key. This can be mitigated in one of two ways. First, if a device can provide knowledge of the private key that is bound to the reconstructed public key, it assures that the certificate authority has bound that public reconstruction data to that device’s identity. Second, if a malicious user makes use of random data to generate a public key, it is not feasible to recompute the associated private key.

Throughout this sublcause “BS” refers to legacy BS, Advanced BS (A-BS), as well as distributed scheduling A-CPE. Throughout this subclause, “MAC Address” refers to the IEEE 48-bit MAC address that identifies the BS, A-BS, or distributed scheduling A-CPE for which a CPE is forwarding the CBP MAC PDU.
The organization of this subclause is as follows:
In this subclause, “MAC Address” refers to the IEEE 48-bit MAC address that identifies the BS or A-BS for which a CPE is forwarding the CBP MAC PDU. The organization of this subclause is as follows:

-----------End of text modification----------
2) Modify text in the beginning for 8.6.2.4, to include references to A-BS and distributed scheduling A-CPE. Modify text as follows:

-----------Start of text modification----------
Certificate generation requirements, as well the certificate validation and generation processes shall follow the process as described in Section 2.2, 2.3, and 2.4 of SEC 4. In this section “BS” refers to legacy BS, Advanced BS (A-BS), as well as distributed scheduling A-CPE.
-----------End of text modification----------
3) Modify text in 8.6.2.4.1, to include references to A-BS and distributed scheduling A-CPE. Modify text as follows:
-----------Start of text modification----------
8.6.2.4.1 ECQV certificate generation requirements

1)
Infrastructure as described in Figure 125 for certificate generation and distribution

2)
Recommended EC domain parameters to be used shall be for binary fields on either 223-bit random or Koblitz curves. Example domain parameters can be found in:


i) K-233 or B-233 elliptic curves defined in [FIPS 186-3], 

ii) sect233k1 and sect233r1 curves defined in SEC2 [B64]

iii) In the EC domain parameters, elliptic curve points shall be represented in compressed form

3)
BS/A-BS/Distributed Scheduling A-CPE shall be identified by its 48bit MAC Address

4)
‘to-be-signed certificate data’, IU construction is as follows:

— For BSIC: BSIC = IU || BEU, where IU = KeyID || BS/A-BS/Distributed Scheduling A-CPE MAC Address || CA ID || Key Validity Date (Not Before) || Key Validity Date (Not After) || Version, and BEU = BS/A-BS/Distributed Scheduling A-CPE Public Key Reconstruction Data;

— For CARC: CARC = IU || BEU, where IU = KeyID || MAC Address || CA ID || Key Validity Date (Not Before) || Key Validity Date (Not After) || Version || EC Domain Parameters, and BEU = CA Public Key Reconstruction Data

— NOTE — BS MAC Address comes from the BS, the operator NCMS, or the SCH data in the CBP burst respectively. In addition the A-BS MAC Address comes from the FCH PHY-OM2. The Key ID, Key Validity Date (Not Before) and Key Validity Time Period are assigned by the CA and are contained in the Implicit Certificate.

53)
The CA shall have a public-key pair that selected from the EC domain parameters in Requirement 2 and bound to the CA ID. Entities shall have access to the CA implicit certificate (with the CA’s public key reconstruction data), but no the private key associated with the implicit certificate.

64)
SHA-256 shall be used as a Hash function.

75)
If each operator is allowed to maintain its own BS implicit certificates (i.e., act as its own Certificate Authority),
— Operator will register its Certificate Authority ID when registering its Operator ID. Mechanism by registration is executed is outside the scope of the standard.

— Operators may share their own CA Root certificate with other operators that have BSs/A-BSs that border or overlap with BSs/A-BSs in their own network. The mechanism for CA Root Certificate sharing is outside the scope of the standard.
-----------End of text modification----------
4) Modify text in 8.6.2.5, to include references to A-BS and distributed scheduling A-CPE. Modify text as follows:

-----------Start of text modification----------
8.6.2.5 Signature generation, processing, and validation requirements

In this section “BS” refers to legacy BS, Advanced BS (A-BS), as well as distributed scheduling A-CPE.
-----------End of text modification----------
5) Modify signature generation requirements in 8.6.2.5.1, to accommodate the newer PHY modes. Modify text as follows:
-----------Start of text modification----------
1) The ECSSR-PV signature scheme that is used to generated the signature, is based on the same scheme as used calculate signatures for the wireless microphone beacon (IEEE 802.22.1-2010). Requirements for the Elliptic Curve Signature Scheme with Recovery, Pinstov-Vanstone (ECSSR-PV) as applied to wireless microphone beacon authentication are defined in 7.5.4.1 of IEEE Std 802.22.1-2010. ECSSR-PV requirements for CBP authentication differ in the following manner:

i) EMSR2 shall be used as the message encoding method
ii) The padLen parameter for the EMSR2 encoding method shall be 14 octets

iii) The message representative of the RecoverableMessage (C) portion of the output of the signature in step 4 of 8.6.2.5.2 is an octet string of the octet ‘E0’ repeated padLen times (e.g., “E0 E0 E0 E0 E0 E0 E0 E0 E0 E0 E0 E0 E0 E0”).
iv) ECPSP-NR2/PV, ECSP-PV, ECVP-PV shall be used as the pre-signature, signature, and verification primitives respectively to be used in the application of the ECSSR-PV scheme

2) Prior to applying the ECSSR-PV signature scheme that is used to generate a signature, a BS transmitting the message shall use the Private Key Reconstruction Data (s) to reconstruct the private key associated with its BS implicit certificate. This is done according to the process as defined in section 2.4.1 of SEC 4.

3) Prior to applying the ECSSR-PV signature scheme to verify a signature in a received CBP MAC PDU (see Table 8 for PHY-OM1 or Table 8a for PHY-OM2), a BS that receives messages shall use the Public Key Reconstruction Data (BEU, see 8.6.2.4.1) to reconstruct the public key of each BS implicit certificate that it has installed.
4) The transmitting BS uses system clock (synchronized to GPS), to get time (to millisecond) for  “Time” field of Signature IE.
5) In this subclause, the “CBP MAC PDU header” can take on different data depending on the PHY operation mode on which the CBP MAC PDU burst is being transmitted. For CBP MAC PDU transmitted on PHY-OM1, the CBP MAC PDU header includes the Length, SCH Data Index, SCH Data, Frame Number, and HCS fields as defined in Table 8. For CBP MAC PDU transmitted on PHY-OM2, the CBP MAC PDU header includes the Length, FCH and Extended FCH Index, FCH and Extended FCH Data, Frame Number, and HCS fields as defined in Table 8a.

-----------End of text modification----------
Modifications to Section 7.7.21

1) update Table 168 that defines SCM GSA-Add message. Modify text as follows:
-----------Start of text modification----------
Table168— SCM GSA-Add attributes

	Syntax
	Size
	Notes

	Key Sequence Number 
	4 bits
	AK sequence number

	Multicast SID
	9 bits
	SID of multicast group

	SAID
	16 bits
	SAID for GSA applied to the multicast group

	Cryptographic Suite for GTEK application and transport
	8 bits
	Cryptographic suite that controls how GTEK is applied and transported to CPE. This can be either 0x03 or 0x04 (see 644H0).

	Cryptographic Suite for GKEK/GTEK Generation
	8 bits
	Cryptographic suite that controls how GKEK is generated at BS. This can be either 0x06 or 0x07 (see 645H0).

	GKEK
	128 bits
	GKEK for GSA used to protect GTEK when transported to CPE in Key-Reply. This field is protected with the KEK associated with the AK.

	Remaining GKEK Lifetime
	24 bits
	Remaining lifetime in which GKEK can be used to protect GTEKs in SCM Key-Reply messages. In units of 10 ms frames.


-----------End of text modification----------
______________________
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