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1 Introduction

The purpose of this document is to facilitate discussion on the state of database service primitives in 802.22 and how to resolve any issues in light of ongoing development of the TGa amendment. This document could also be used to provide feedback to to the IETF.

The IETF has an on ongoing effort to develop a protocol specification to facilitate acces with a TVWS database service operator. This effort is known as PAWS, “Protocol to Access White Space database”. There are two documents that the IETF PAWS working group has developed so far, that are of interest to the 802.22 standards development: [1] & [2]

Contained in this contribution is an in-depth review of both IETF PAWS documents and how 802.22 database service primitives in the M-SAP (see DCN 22-13/16r0). Following that are a few suggestions as to how to make 802.22 compliant.

2 Review of IETF PAWS Use Case Document [1]

Section 6 of [1] cover three sets of requirements that the IETF PAWS protocol must cover/meet. These areas include Data Model Requirements (Section 6.1), Protocol Requirements (Seciton 6.2), and Operational Requirements (Section 6.3). Each set of requirements has been reviewed against the definition of 802.22 database service-related primitives, as currently defined. 

For each IETF PAWS requirement, the followings labels have been assigned: MET, QUESTIONABLE, NOT MET, and PARTIAL. The “MET” label implies that 802.22 primitives meet this requirement. The “QUESTIONABLE” label implies that it is currently not understood how this requirement affects the actuall 802.22 standardization process versus implementation of 802.22 devices. The “NOT MET” label implies that the requirement is not currently met by 802.22 primitives. The “PARTIAL” label implies that the requirement is only partially met by 802.22 primitives, and some reasoning is provided.

2.1 IETF PAWS Data Model Requirements vs 802.22

What follows is the listing of each data model requirement in Section 6.1 of [1]. The numbering used matches the numbering in section 6.1 of [1].

· D.1 - MET

· D.2 – QUESTIONABLE, Each regulatory domain will have its own rules. And while PAWS can help facilitae configuration of any policy execution, it’s not mandatory. In fact, late in [1] and in [2], the IETF PAWS group states that using PAWS to facilitate configuration of policy enforcement is optional

· D.3 - NOT MET

· D.4 - MET

· D.5 - PARTIAL, we don't actually transmit the mask. Although we can assume that FCC/database provider can reference mask from standard given we're identifying technology of device. If the mask has to be transmitted, we would have to update our primitives accordingly

· D.6 - MET

· D.7 - PARTIAL, we can query channel availability, database service can update SM when a channel becomes available (see 10.2.5), but our database query itself doesn't indicate a timing for when the channel is actually available

· D.8 - PARTIAL, .22 primitives can be used to query for a specific location. Format of our primitives doesn't include query for an area, although multiple single point queries could be used to build an answer for querying an area

· D.9 - MET

2.2 IETF PAWS Protocol Requirements vs 802.22

What follows is the listing of each protocol requirement in Section 6.2 of [1]. The numbering used matches the numbering of sections in 6.2 of [1].

· P.1 - MET

· P.2 – QUESTIONABLE, we can specify the technology and device type, but does P.2 imply that the PAWS has to have a rule-set configured for each device/technology type? 

· P.3 - PARTIAL, .22 has device a method for CPEs and the BS/AAA server to authenticate each other. This authentication can be accomplished using EAP-TLS or EAP-TTLS, requiring a TLS compliant certificate as a credential. Since IETF is looking at using HTTPS (HTTP over TLS), it’s possible the same credential that 802.22 devices use, could be used for authenticating database access.

· P.4 - PARTIAL, if PAWS, database providers, and .22/WSA (.11af, .15.4m, .16, 3GPP) can all agree on a credential to use, then we can claim this as met. See response to P.3

· P.5/P.6 - PARTIAL, .22 CPE and BS support algorithms for integrity protection and encryption. These algorithms are AES-based, and should work with PAWS algorithms

· P.7/P.8 - MET

· P.9/P.10 - MET

· P.11/P.12 - NOT MET, We currently don't have a message that reports the current operation channel, although this could be added quite easily.

· P.13/P.14 - MET

· P.15 - PARTIAL, Existing channel availability primitive could be used to update the master device. However, we don't have an explicit message for the database to PUSH updates. Also, this protocol requirement implies a performance requirement, which can't be evaluated as of yet. 
2.3 IETF PAWS Operational Requirements vs 802.22

What follows is the listing of each operational requirement in Section 6.3 of [1]. The numbering used matches the numberin of section in 6.3 of [1].

· O.1 - MET

· O.2 - MET

· O.3 - PARTIAL, We can pre-configure an address (via the MIB), but we do not have an explicit discovery protocol. Maybe the main PAWS spec elaborates on this.

· O.4 - QUESTIONABLE, this operational requirement is not directly applicable. In our MIB and database primitives, we can configure access for multiple providers, and have a method to verify connectivity. Whether or not interaction with database is proxied through listing server is irrelevant (from the perspective of the TVWS master/slave device) as long as the device has the proper connectivity.

· O.5 - PARTIAL. Our policy table was orignally developed for US FCC, Industry Canada. We may have to add other tables, as time goes by... 

· O.6 - MET

· O.7 - MET

· O.8 - NOT MET. We do not have a message to tell DB of operational channel usage.

· O.9 - MET

· O.10 - MET

· O.11 - MET

· O.12 - MET

· O.13 - MET

· O.14 - MET

· O.15 - PARTIAL. Nothing in our MIB and primitives precludes this TYPE of operation, but it is not explicitly defined

· O.16 - PARTIAL. Nothing in our MIB and primitives precludes this TYPE of operation, but it is not explicitly defined

· O.17 - MET
3 Review of IETF PAWS Protocol Document [2]

What we describe here are comments to specific sections/subsections, that may or may not require more work from us. The # preceding the comment reflects the section of the PAWS protocol document [2] we're referencing. If a section/subsection isn't mentioned, it's because we already handing any functionality described in that section.

4.1 - (Protocol FUnctionalities->Database Discovery)

Looks like PAWS isn't sure how to handle automatic database discovery. For now we're safe with our support for static configuration of URI's of database service provider

4.2 - (Protocol Functionalities->Initialization)

The IETF is suggesting that the WSD master can automatically request the spectrum rules/policies for the regulatory domain of interest. Think of the WSD master being dumb, and then querying the Database service for the configuration of rules in our .22 policy table, as well as all relevant thresholds and timers. This would be facilitated with a initialization req/rsp handshake.

4.4 - (Protocol Functionalities->Available Spectrum Query)

We support a handshake for finding available channels at a single point location. In our primitives the available channel response doesn't indicate a "schedule" for when the time is available. We do not support a message, which is a request for a batch of locations or a polygon-defined area. We do no support a handshake to update database with current operating channel. 

4.5/5.12 - (Protocol Functionalities->Device Validation,Protocol Parameters->DeviceValidity)

The purpose of this functionality is for the master WSD to verify if the slave(s) can operate given the location for a specific request. Now this is an optional functionality from the perspective of the WSD master. However, I don't think it needs to be supported at all. The registration response should contain an error code barring a device from operating. From the spectrum request perspective, and the spectrum rsp should also contain an error code indicating not only if there are no channels available, but if the the device is still allowed to operate. If either case (registration or spectrum req), the slave would have to be reconfigured or moved, then re-registered, prior to resuming operation. 

5.1 - (Protocol Parameters->GeoLocation)

Currently we support definition of "location" as a single point location. We should consider adding definition of a location polygon (a set of single points that form and area). This section also considers defining a location area as an ellipse. Before supporting ellipses, we need more discussion (I personally don't see the use of ellipse-based locations). 

5.4 - (Protocol Parameters->DeviceCapabilities)

DeviceCapabilities entails the range of spectrum frequencies the master/slaves WSDs operation on. PAWS doesn't require this info, but notes it's useful. For example, the database won't return results outside the functional freq range of a device. This needs some discussion before we decide if we want to support this.

5.6 - (Protocol Parameters->RulesetInfo)

This parameter comprises sending parameters for the rule set of a regulatory domain. If used the following, included parameters are mandatory: the name of regulatory domain, location change threshold, max interval for polling DB, max time a channel rsp is valid for. Use of any other regulatory domain parameters in RulesetInfo is optional. Note use of RulesetInfo, i.e. obtaining contained info from DB, is optional. Need discussion if we need to support it. We have various parameters defined in our document and appendixes already.

5.7/5.8 - (Protocol Parameters->Spectrum,FrequencyRanges)

Spectrum availability queries return a list of channels defined by the frequency (in Hz) of the upper and lower band edge of the channel, and the max power of that channel. Identifying a channel by a channel # is optional. In our primitives we only define channels in terms of channel #. Implementing channel Ids to include the upper/lower band edge of channel in addition to channel # is not technically difficult and should be done.

5.9/5.10/5.11 - (Protocol Parameters->EventTime,SpectrumSchedule,GeoSpectrumSchedule)

When spectrum availability query is returned, the time the spectrum is available is provided. Time is define as a string of a specific format defined by IETF RFC 3339. We should definitely updated any time fields of our defined primitives to use this format. We should also discuss adding the timing of channel availability to spectrum query rsp's.

5.13 - (Protocol Parameters->Error Element)

This section defines the error codes for each of the message exchanges. We should definitely incorporate this into our primitives.

6 - Message encoding

This section describes how the various messages are to be encoded. As far as we're concerned, this is an implementation issue, that does not need to be (or should be) standardized by us. We can recommend in our document to use the encoding in the PAWS draft, and map our primitives to the defined PAWS protocol messages.

7 - HTTPS Binding

"HTTP over TLS" IETF RFC 2818, otherwise know as HTTPS is used to transport the message to/from database service. It is optional for the database service to authenticate the WSD master it communicates with. We should be able to use the same credentials we have defined in our standard for device to network authentication, for protecting the device to DB. However, how will certificates be obtained for master WSDs? this document doesn't cover this.

10 - Security Considerations

None of these affect our current standardization. Implementation and operation of WSDs devices/networks, will have to make sure credentials are properly handled, authentication (if used) is properly executed, and that messages are properly protected.

4 Suggested Actions

The following list is a set of suggested modifications to 802.22 database-service related primitives based on the review of [1] and [2] in section 3 and 4. This list is not prioritized in any way, and further discussion will be required before a finalized set of modifications are made against the current draft TGa amendment.

· add a spectrum update message to send the current operating channel to the database

· reformat all time fields to follow the same format as specified in [2]

· update spectrum req/rsp to handle a batch list, or polygon-defined area

· update spectrum req/rsp to handle include a time schedule for when channel available

· Define channels as a start and stop frequency

· Add sending/receiving/handling of PAWS error codes for primitives exchanged with database.

The following are issues that we (in 802.22) will elect to handle at a later date:

· add spectrum mask configuration to device enlistment/registration message. The current protocol document [2], doesn’t give indication as to how spectrum mask is identified. However, in the 802.22 standard we have defined the spectrum mask for classes of 802.22 devices on a regulatory domain-basis. We could indicate the country-code of the regulatory domain and device class instead.
It is suggested that the 802.22 do not support the device validation operation (see 4.5 and 5.12 in [2]). Validation of device should occur during registration/enlistment, and when spectrum availability is queried for the device. In these cases the state of the device, whether it’s currently authorized or not, could be be indicated in the response to registration or spectrum query, by indicating the apporiate error code. It is our suggestion to IETF PAWS to use this method of indicating an un-authorized device, rather that dedicated device validation messaging. 
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