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6-1 Comments are sought on the benefits that could be expected from making white space

available in Canada. See Page 8, Paragraph 1

First and foremost, we would like to commend Industry Canada for considering the license-exempt usage of Television Whitespaces (TVWS). License-exempt usage is the key driver that enables state-of the art services to be delivered to the masses, it results in innovation and economies of scale as a consequence, helps to keep the costs in check.
IEEE 802 is currently developing a number of standards that intend to provide opportunistic wireless communications services in the TV bands (WSD operation). Making the current spectrum license-exempt will greatly help the deployment of these standards based technologies. 
The IEEE 802.22 project (www.ieee802.org/22) on cognitive radio based Wireless Regional Area Networks (WRANs) seeks to bring wireless broadband access primarily to rural and remote areas using TVWS. The IEEE Standard 802.22-2011 (TM) was published in July 2011, is the First IEEE Standard to be completed for operation in the TVWS, it is the First IEEE Standard that is optimized to provide broadband access to rural, remote and hard to reach areas, thus helping in bridging the digital divide that exists today, and it is also the First IEEE Standard that has all the cognitive radio capabilities that will help to protect incumbent users from interference.  The IEEE 802.22 Working Group is the recipient of the 2011 IEEE Standards Association Emerging Technology of the Year Award. 

The WRANs for which this standard is being developed are expected to provide broadband access to data networks using vacant channels in the VHF and UHF bands allocated to the Television Broadcasting Service in the frequency range between 54 MHz and 862 MHz while avoiding interference to the broadcast incumbents in these bands.  The IEEE 802.22-2011 Standard specifies operation in 3 typical TV channel bandwidths: 6, 7, and 8 MHz, fixed and portable operation, thus making the standard suitable for all the countries in the world.

A typical WRAN application is a point-to-multipoint broadband access system covering an area within a radius of 10 km to 30 km from the Base Station (BS) depending on its EIRP and antenna height with the PHY implemented in this standard.  With the MAC implemented in this standard, WRAN systems can cover up to a radius of 100 km under favorable propagation conditions with proper scheduling of the traffic in the frame. A BS complying with this standard is able to provide high-speed Internet service for up to 512 fixed or portable WSDs or groups of devices per TV channel within its coverage, while meeting the regulatory requirements for protection of the incumbents. The standard includes cognitive radio techniques to mitigate interference to incumbents, including geolocation capability, provision to access a database of incumbent services, and spectrum-sensing technology to detect the presence of incumbent services, other WRAN systems and IEEE 802.22.1 wireless beacons. Special consideration was given to security for data transmission as well as cognitive functions in the standard. 

The other IEEE 802.22 Standards include

· The IEEE 802.22.1-2010 standard: Which is a standard for enhanced protection of low power licensed devices referred to as Low Power Apparatus (LPA) in the Canadian consultatoin. It was completed and published in Nov. 2010 and specifies a beaconing protocol to be transmitted in a bandwidth of 77 kHz to indicate the presence of wireless microphones to help protect their service. 
· IEEE P802.22.2 project is developing a recommended practice for the installation and deployment of wireless regional area networks in the TV bands.

· IEEE P802.22a Project is developing enhanced Management Information Base and Management Plane Procedures that will help in controlling and managing the 802.22 TV Band devices as well as access to a database service that is being proposed in many administrations
6-2 Comments are sought on the benefits of the above-mentioned innovation to manage

interference. Spectrum sensing and Hybrid database approach?

The IEEE 802.22 Working Group started its work in January 2005 following the first Notices of Inquiry (NOI) issued by the United States’ Federal Communications Commission (“FCC”)[1],[2] on the possible use of sensing techniques for operation of ‘unlicensed’ communication devices in fallow broadcast TV channels. Since the very beginning, when the United States Federal Communications Commission (FCC) issued its first Notice of Inquiry (NoI), IEEE 802.22, through the IEEE 802.18 Regulatory Regulatory Tehcnial Advisory Group has provided its inputs and helped shape the rules.

Investigation of various sensing technologies was undertaken in parallel with the development of a point-to-multipoint wireless broadband air interface standard optimized for operation in the VHF and UHF TV bands. Mechanisms for the BS to control sensing operation taking place at the CPEs and portable devices and to report sensing results to the base station (BS), as well as policies used at the BS to control the Dynamic Spectrum Access (DSA) under various conditions are embedded in the standard to cover all perceived situations.

In particular, recognizing the difficulty of reliably sensing wireless microphone operations in the TV bands, a parallel standardization activity was undertaken under the 802.22.1 Task Group to develop a related standard for an RF beacon to signal the presence of wireless microphone operation in a more reliable manner. This has resulted in the IEEE 802.22.1-2010 Standard published in November 2010[3].

As a result of the First Report&Order and Further NPRM[4] issued by the FCC in 2006, a standardized set of primitives and interfaces to an incumbent database service were developed and included in the IEEE 802.22-2011 standard.  Finally, with the issue of the final Report&Order[5] by the FCC in 2008, the RF sensing portion of the standard was made optional so that it can be applied in Administrations where RF sensing is required.

It should be noted that since the BS controls the DSA operation in this point-to-multipoint operation, it is used as the central point for querying the database service by acquiring the location of each CPE and portable terminal early in the process of association, querying the database service on behalf of these terminals and locally managing the responses from the database service to decide on the next DSA action for the entire network.
The IEEE Std. 802.22-2011, which was published in July 2011, includes cognitive radio techniques to mitigate interference to incumbents, including geolocation capability, provision to access a database of incumbent services, and spectrum-sensing technology to detect the presence of incumbent services, other WRAN systems and IEEE Std 802.22.1™-2010 wireless beacons. The 802.22 Standard includes all the necessary controls for the above opportunistic spectrum re-use techniques and policies.  More details on these various techniques are given in annexes.  An annex describes the different RF sensing techniques and their performance, another annex describes the way the 802.22.1 beacon can be detected, and a third annex deals with a terrestrial geolocation technique embedded in the standard that can be used in addition to the usual satellite-based geolocation schemes to collect the necessary information for access to the database services.

6-3 Comments are sought on the above proposed approach of setting technical standards now with respect to database dependent systems, and developing standards with respect to spectrum sensing devices when that technology has matured.

The IEEE 802.22-2011 Standard has all the hooks to interface to sensing technologies. The standard can schedule flexible quiet periods for sensing, it can sense other channels while operating on one and it deploy a variety of energy based as well as advanced sensing techniques as specified in the Annex in the Standard. IEEE 802.22 specified the required detection threshold (-116 dBm for DTV) has a 22 dB of safety margin at the edge of the coverage to avoid the hidden node problem. FCC Second Memorandum Report and Order later specified a threshold of -114 dBm for DTV.

Spectrum sensing could be useful in case when one suddenly needs a channel for operation (e. g.  In case when news that can happen anywhere at any time, and news crews use licensed wireless microphones). Sensing or use of beaconing as in IEEE Std. 802.22.1-2010 is a reliable way for spectrum sharing and co-existence while ensuring that the incumbents are protected. 

In some regulatory domains (e. g. CEPT, European Union) they are considering increasing the required spectrum sensing threshold  if there is collaboration between various sensors, based on their geographic placement.  
6-4 Comments are sought on these proposed provisions related to database performance and operation. Would these provisions provide sufficient capability to respond to interference cases or other problems that might occur once the white space devices are in use? Are there any additional provisions that Industry Canada should adopt?

We appreciate the considerable and carefully considered efforts of Industry Canada to evaluate the need for additional licence-exempt spectrum, and to properly assess the opportunities for sharing the under-utilised RF spectrum. We believe that the provisions have correctly specified how this can be done today with proper protection of the licenced operators in the band, with only a few exceptions.  We present these exceptions in the following paragraphs.

The determination of the location certainty (e. g. 95% as in UK OfCom) certainty of location accuracy should be verified by an official organization during device testing and certification of a WSD.  The location certainty should not be a variable dependent on individual WSD and determined autonomously by the WSD or WSD network. 
The ‘TV bands database system’ plan and operation should be augmented to allow online, near real time operation.  We believe that the database push functionality, as well as pull functionality, should be a requirement.  Many Internet transaction systems operate continuously, with redundant elements and very high reliability.  Our recommendation is to have each master mode device provide an Internet contact address, and the TV bands database push changes in channel availability to affected master devices. We believe that the 24 hour grace period as specified in the US Second MO&O for continued operation can lead to an extended duration of uncontrollable interference. In our recommendation, the requirement for daily contact with the TV bands database should be replaced by the requirement for master mode devices to verify their Internet connectivity hourly or cease operation. There are a broad range of standards-based paging and messaging technologies available that the TV bands database could use to push messages that reflect changes in channel availability to master mode devices for near real time updates.  

The WSD should be required to supply a certification of identity in order to be granted operational access by the database.  Reciprocally the database should be required to supply a certification of identity in order for the WSD to ascertain that the WSD is being controlled by an officially approved database. This will ensure mutual authentication to avoid spoofing or Denial of Service (DoS) attacks. 
Further conditions pertaining to location verification, possibly by technological capabilities or by legal certification of responsibility, should be specified so that a WSD can determine if it has moved.

We suggest that security related issues should be adequately considered in database implementation. The security aspects include ensuring database availability, authorization to access, authentication, encryption, data integrity, non-repudiation, confidentiality and privacy. As an example, the 802.22 Working Group has recommended the use of Extensible Authentication Protocol Transport Layer Security (EAP-TLS), for communication between the 802.22 device and the database.

6-5 Comments are sought on the above categories 
Mobility vs Portability
The FCC TVWS rules currently use the term portability and not mobility. The term mobility may imply high speed mobile operation which is an important value addition but may not allow robust protection of the incumbents. There are several issues in including mobility with cognitive radio operation such as reliable operation in fast fading and shadowing environments, ability to maintain connection with the database service and transmit pattern changing continuously with the location which is difficult to track. All these could hinder guaranteed protection of incumbents that fixed or portable devices can provide. Furthermore, at higher transmit powers, professional installation of the equipment can ensure that the incumbents suffer no interference issues. Hence the term ‘nomadic’ or ‘portable’ may be desired. 
6-6 Comments are sought on these proposals.

We have no comments at this time.
6-7 Comments are sought on the above proposal to broadly harmonize technical rules with

those in the United States. Considering the potential benefits of such harmonization, are

there areas where Canada should consider variations from the U.S. technical rules?

Although having harmonized technical rules may be desired, there are certain aspects that can be included which will enable wider and safer deployments of WSDs. These are specified below:
Spectrum Mask Considerations: Spectrum mask as proposed by Industry Canada which has been specified for Remote Rural Broadband Service (RRBS) for lightly licensed operation is more practical to meet than the one that has been proposed in the United States regulations. However, the fact that Canada does not allow operation on channels upto N+/- 2 is likely ro result in wasted spectrum. Hence some consideration is required here on the technology for transmission that exists today with what may be available in future. We support the idea of Industry Canada to put some intelligence in the database service that can take as an input, the device capability (e. g. Transmission mask) and geolocation and allow for variable power so as to allow for appropriate separation and avoid adjacent channel interference. 
Spectrum sensing: In United States spectrum sensing is no longer a requirement. The current US rules specify a class of low power sensing only devices where the transmit power has been restricted to 50 mW. However, as specified earlier it does have its benefits if the thresholds and requirements are appropriately defined.
HAAT: The Height Above Average Terrain (HAAT) at the ground level limit of 76 m as proposed in the FCC rules will preclude many parts of the US from enjoying the TVWS operation that would have desired it. Hence careful consideration of HAAT by perhaps putting that as an input parameters into the databse service is desirable.  
Variable Transmit Power: We support the idea of Industry Canada to put some intelligence in the database service that can take as an input, the device capability (e. g. Transmission mask) and geolocation and allow for variable power so as to allow for appropriate separation and avoid adjacent channel interference. IEEE 802 believes that a minimum occupied bandwidth should be specified.  IEEE 802 believes that a 2.5 MHz minimum bandwidth requirement would ensure that WSDs provide broadband.
6-8 Comments are sought on the interference protection criteria for TV broadcasting

operations. Are the provisions in Table 6.2 adequate to ensure the protection of

over-the-air TV broadcasting services? Should provision be made for white space devices

using power control to have additional flexibility in selecting frequencies, as has been

proposed in the United Kingdom?

We support the idea of Industry Canada to put some intelligence in the database service that can take as an input, the device capability (e. g. Transmission mask) and geolocation and allow for variable power so as to allow for appropriate separation and avoid adjacent channel interference. IEEE 802 believes that a minimum occupied bandwidth should be specified.  IEEE 802 believes that a 2.5 MHz minimum bandwidth requirement would ensure that WSDs provide broadband.
6-9 Comments are sought on the potential for improvements to the policy and technical

framework for RRBS, including the possibility of moving to a licence-exempt regime,

leveraging white space technology.

We support the idea of providing grandfather protection to the deployed RRBS systems in Canada, and treating them as licensed incumbents with their operation registered in the database service. This will ensure that the RRBS can continue to provide their services in rural areas without any disruptions. 

Note that, IEEE 802.22-2011 Standard has envisioned such a situation for self co-existence between various WRAN systems, and it provides mechanism for spectrum etiquette and frame contention between neighboring operating services for sharing of the resources. 
6-10 Should Industry Canada identify specific spectrum for use by LPA? If so, how much

should be identified and should the operation of licence-exempt LPA be restricted to this

spectrum?

The IEEE 802.22 WG believes that identifying a dedicated spectrum for wireless microphone operation is a good idea. However, the number of channels allocated for dedicated operation of LPAs may not be sufficient to accommodate licensed users in all markets. Hence, we recommend that channel allocation for LPAs be carried out based on the type of market.
6-11 Comments are sought on the options for the authorization of LPA in Canada. Provide

justification for this choice of option.

We believe that Option 1 is synonymous with granting amnesty to un-authorized microphone users. Option 2 has been recommended in the United States rules but there are issues with database registration where 24 hours is too long. We do not support Option 3 since that will result in license-exempt microphones operating on all possible channels and where WSDs and microphones will suffer from mutual interference. Option 4 is a new concept where LPAs will become new Whitespace Devices may be considred in future. 

Hence, out of all the options, we support the idea of Option 5 as the safest option.
6-12 If option 1, 2 or 5 is chosen, comments are sought on the proposal to collect “time and

location of use” data based on voluntary registration and the proposal that eligibility to

register for such protection be open to all users of LPA. Comments are also sought on the

appropriate protection criteria to protect LPA from interference from white space devices.

We believe that Option 1 is synonymous with granting amnesty to un-authorized microphone users. Option 2 has been recommended in the United States rules but there are issues with database registration where 24 hours is too long. We do not support Option 3 since that will result in license-exempt microphones operating on all possible channels and where WSDs and microphones will suffer from mutual interference. Option 4 is a new concept where LPAs will become new Whitespace Devices may be considred in future. 

Hence, out of all the options, we support the idea of Option 5 as the safest option.
6-13 Comments are sought on the above proposals. Should provisions for flexible out-of-band masks, similar to the U.K. rules, also be included? Is there a need for additional measures on adjacent channels to protect systems operating at the edge of the TV bands?

We support the idea of Industry Canada to put some intelligence in the database service that can take as an input, the device capability (e. g. Transmission mask) and geolocation and allow for variable power so as to allow for appropriate separation and avoid adjacent channel interference. 

6-14 On balance, do the potential benefits of permitting licence-exempt white space devices to operate in Canada outweigh their potential risks to other services?

The  IEEE 802.22 Working Group strongly supports the Industry Canada’ s move to harmonize their rules, so as to allow license-exempt operation in the TVWS. License-exempt usage is the key driver that enables state-of the art services to be delivered to the masses, it results in innovation and economies of scale as a consequence, helps to keep the costs in check.
7-1 Comments are sought on these proposed modifications to the Canadian Table of Frequency

Allocations.
We have no comments at this time.

8-1 Comments are sought on whether the measures of the FCC to protect Canadian licensees are adequate and whether Industry Canada’s proposed measures are adequate to protect U.S. licensees, including TV broadcasters. Provide supporting arguments for your

response.
We have no comments at this time.
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