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I. Introduction
This contribution provides resolution to Comment 63 against P802.22/D2.

II. Modified Text Proposals
[modify Table 16 as follows]
[Start of Text Modification]
	Syntax
	Size
	Description

	Signature_IE_Format {
	
	

	Element ID
	8 bits
	0x06

	Key ID
	9 bits
	Identifier of the key associated with the BS implicit certificate used to generate the signature.  This identifier is generated by the Certification Authority (CA) when the certificate is created.

	Time Stamp
	44 bits
	Derived from a NMEA 0183 ($..ZDA) string (each letter represents a digit, encoded by different numbers of bits):

· X: year= 2010+X, X is 6 bits
· M: month, e.g., 01-12, total is 4 bits

· D: day, e.g., 01-31, total 5 bits

· H: hour, e.g., 00-23, total 5 bits

· m: minute, e.g., 00-59, total 6 bits

· ss: seconds, e.g., 00-59, total 6 bits

· .ss: 10 ms boundary, e.g., .00-.99, 7 bits

· zZ: hours off of GMT; z is 1bit -/+ indication, 2nd Z is number of hours, e.g., 1-13, 4 bits, total 5 bits

	Version
	1 bit
	0: current

1: reserved

	Signature
	32 bytes
	Output of signature process. This includes the Recoverable Message part (C) and the Signature Data (d) as described in 8.6.2.5.2. The signature is calculated over the entire CBP MAC PDU. The signature process is detailed in 8.6.2.3.

	Padding
	2 bits
	All bits shall be set to 0.

	}
	
	


[End of Text Modification]
[modify Table 17 as follows]
[Start of Text Modification]
	Syntax
	Size
	Description

	CERT-REQ_IE_Format {
	
	

	Element ID
	8 bits
	0x07

	Destination BS ID
	48 bits
	ID of BS to which that request is directed.

	CA ID
	8 bits
	ID of Certificate Authority that issued the certificate to the BS that is initiating the certificate request.

	Key ID
	9 bits
	Identifier of public key associated with certificate as assigned by CA. This identifier is generated by the Certification Authority (CA) when the certificate is created.

	Key Validity Date (Not Before)
	31 bits
	Date that signifies the start of period for which the certificate of the BS that is making the request is valid. Derived from a NMEA 0183 ($..ZDA) string (each letter represents a digit, encoded by different numbers of bits):

· X: year= 2010+X, X is 6 bits
· M: month, e.g., 01-12, total is 4 bits

· D: day, e.g., 01-31, total 5 bits

· H: hour, e.g., 00-23, total 5 bits

· m: minute, e.g., 00-59, total 6 bits

· s: seconds, assumed to be 00, not actually encoded

· zZ: hours off of GMT; z is 1bit -/+ indication, 2nd Z is the number of hours, e.g., 1-13, 4 bits, total 5 bits

	Key Validity Time Period
	7 bits
	Amount of time, in 6 month increments, that the certificate is valid.

	Version
	1 bit
	0: current

1: reserved

	Public Key Reconstruction Data
	248 bits
	Key data used to reconstruct the public key, i.e., 31 bytes for 233 bit ECC keys.

	}
	
	


 [End of Text Modification]
[modify Table 18 as follows]
[Start of Text Modification]
	Syntax
	Size
	Description

	CERT-RSP_IE_Format {
	
	

	Element ID
	8 bits
	0x08

	Source BS ID
	48 bits
	ID of BS to which that Certificate Response is directed.

	CA ID
	8 bits
	ID of Certificate Authority that issued the certificate to the BS that is transmitting the certificate response.

	Key ID
	9 bits
	Identifier of public key associated with certificate as assigned by CA. This identifier is generated by the Certification Authority (CA) when the certificate is created.

	Key Validity Date (Not Before)
	31 bits
	Date that signifies the start of period for which the certificate of the BS, that is transmitting the certificate response, is valid. Derived from a NMEA 0183 ($..ZDA) string (each letter represents a digit, encoded by different numbers of bits):

· X: year= 2010+X, X is 6 bits
· M: month, e.g., 01-12, total is 4 bits

· D: day, e.g., 01-31, total 5 bits

· H: hour, e.g., 00-23, total 5 bits

· m: minute, e.g., 00-59, total 6 bits

· s: seconds, assumed to be 00, not actually encoded

· zZ: hours off of GMT; z is 1bit -/+ indication, 2nd Z is the number of hours e.g., 1-13, 4bits, total 5bits

	Key Validity Time Period
	7 bits
	Amount of time, in 6 month increments, that the certificate is valid.

	Version
	1 bit
	0: current

1: reserved

	Public Key Reconstruction Data
	248 bits
	Key data used to reconstruct the public key, i.e., 31 bytes for 233 bit ECC keys.

	Time Stamp
	44 bits
	Copied from Signature IE of the CBP MAC PDU in which the CERT-REQ IE was received.

	Reserved
	4 bits
	All bits shall be set to zero.

	}
	
	


[End of Text Modification]
[modify Table 195 as follows]
[Start of Text Modification]
	Item
	Size
	Description

	CA ID
	8 bits
	Id of CA that issued implicit certificate to BS

	Key ID
	9 bits
	Identifier of public key associated with certificate as assigned by CA. This identifier is generated by the Certification Authority (CA) when the certificate is created.

	Key Validity Date (Not Before)
	31 bits
	Derived from ZDA NMEA 0183 string (each letter represents a digit encoded by different # of bits):

· X: year= 2010+X, X is 6 bits
· M: month, e.g. 01-12, total is 4 bits

· D: day, e.g. 01-31, total 5 bits

· H: hour, e.g. 00-23, total 5 bits

· m: minute, e.g. 00-59, total 6 bits

· s: seconds, assumed to be 00, not actually encoded

· zZ: hours off of GMT; z is 1bit -/+ indication, 2nd Z is # hours 1-13 4bits, total 5bits

	Key Validity Time Period
	7 bits
	Amount of time in 6 month increments, that the certificate is valid.

	Version
	1 bit
	0:current

1: reserved

	BS Public Key Reconstruction Data
	31 byte
	Key data used to reconstruct public key:

· 31 bytes for 233 bit ECC keys


[End of Text Modification]
[modify Table 196 as follows]
[Start of Text Modification]
	Item
	Size
	Description

	Key ID
	9 bits
	Identifier of the key associated with the BS implicit certificate used to generate the signature.  This identifier is generated by the Certification Authority (CA) when the certificate is created.

	Time Stamp
	44 bits
	Derived from ZDA NMEA 0183 string (each letter represents a digit encoded by different # of bits):

· X: year= 2010+X, X is 6 bits
· M: month, e.g. 01-12, total is 4 bits

· D: day, e.g. 01-31, total 5 bits

· H: hour, e.g. 00-23, total 5 bits

· m: minute, e.g. 00-59, total 6 bits

· ss: seconds, 00-59, 6 bits

· .ss: 10 ms boundary, .000-.99, 7 bits

· zZ: hours off of GMT; z is 1bit -/+ indication, 2nd Z is # hours 1-13 4bits, total 5bits

	Version
	1 bit
	0: current

1: reserved

	Signature
	32 bytes
	Output of signature process. This includes the RecoverableMessage part (C) and the Signature Data (d) as described in The signature process is detailed in 8.6.2.5.2. The signature calculated over the entire CBP MAC PDU. 


 [End of Text Modification]
[modify Table 197 as follows]
[Start of Text Modification]
	Item
	Size
	Description

	CA ID
	8 bits
	Unique identifier of the CA

	Key ID
	9 bits
	Identifier of CA Root certificate as assigned by CA

	Key Validity Date (Not Before)
	31 bits
	Derived from ZDA NMEA 0183 string (each letter represents a digit encoded by different # of bits):

· X: year=2010 + X, X is 6 bits

· M: month, e.g. 01-12, total is 4 bits

· D: day, e.g. 01-31, total 5 bits

· H: hour, e.g. 00-23, total 5 bits

· m: minute, e.g. 00-59, total 6 bits

· s: seconds, assumed to be 00, not actually encoded

· zZ: hours off of GMT; z is 1bit -/+ indication, 2nd Z is # hours 1-13 4bits, total 5bits

	Key Validity Time Period
	7 bits
	Amount of time in 6-month increments, that the certificate is valid.

	Version
	1 bit
	0: current version, EC Domain parameters in compressed form & 233bit keys

1: reserved

	EC Domain Parameters
	162 bytes
	EC Domain parameters of the form D = (p, a, b, G, n, h) where G is expressed in compressed form

	CA Public Key Reconstruction Data
	31 bytes
	Data used to reconstruct CA public key


[End of Text Modification]
[Section 8.6.4.2.1, pg 301, lines 3-7 as follows]
[Start of Text Modification]
2) Recommended EC domain parameters to be used shall be for binary fields on either 163-bit random or Koblitz curves. Example domain parameters can be found in:

i) K-233 or B-233 elliptic curves defined in FIPS 186-3,  

ii) sect233k1 and sect233r1 curves defined in [SEC2] 

iii) In the EC domain parameters, elliptic curve points shall be represented in compressed form
[End of Text Modification]
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Abstract


This document contains modified text for various editorial comments that Ranga Reddy is proposing for P802.22/D2.
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