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I. Text Modification to Clause 6

 [modify table 17, section 6.8.1.3.1.7.1, pg 44 as follows]

[------------------------------------------Start of Text Modification----------------------------------]

	Syntax
	Size
	Description

	Signature_IE_Format {
	
	

	Element ID
	8 bits
	0x06

	Key ID
	9 bits
	Identifier of the key associated with the BS implicit certificate used to generate the signature.  This identifier is generated by the Certification Authority (CA) when the certificate is created.

	Time Stamp
	44 bits
	Derived from a NMEA 0183 ($..ZDA) string (each letter represents a digit, encoded by different numbers of bits):

· x: year=2010+x, x is 6 bits
· M: month, e.g., 01-12, total is 4 bits

· D: day, e.g., 01-31, total 5 bits

· H: hour, e.g., 00-23, total 5 bits

· m: minute, e.g., 00-59, total 6 bits

· ss: seconds, e.g., 00-59, total 6 bits

· .ss: 10 ms boundary, e.g., .00-.99, 7 bits

· zZ: hours off of GMT; z is 1bit -/+ indication, 2nd Z is number of hours, e.g., 1-13, 4 bits, total 5 bits

	Version
	1 bit
	0: current

1: reserved

	Signature
	23 bytes
	Output of signature process. This includes the RecoverableMessage part (C) and the Signature Data (d) as described in The signature process is detailed in 7.6.2.5.2. The signature calculated over the entire CBP MAC PDU.

	Padding
	2 bits
	Shall all be set to 0

	}
	
	


[------------------------------------------End of Text Modification----------------------------------]

[modify table 18, section 6.8.1.3.1.7.2, pg 45 as follows]

[------------------------------------------Start of Text Modification----------------------------------]

	Syntax
	Size
	Description

	CERT-REQ_IE_Format {
	
	

	Element ID
	8 bits
	0x07

	Destination BS ID
	48 bits
	ID of BS to which that request is directed.

	CA ID
	8 bits
	ID of Certificate Authority that issued the certificate to the BS that is initiating the certificate request.

	Key ID
	9 bits
	Identifier of public key associated with certificate as assigned by CA. This identifier is generated by the Certification Authority (CA) when the certificate is created.

	Key Validity Date (Not Before)
	31 bits
	Date that signifies the start of period for which the certificate of the BS that is making the request is valid. Derived from a NMEA 0183 ($..ZDA) string (each letter represents a digit, encoded by different numbers of bits):

· x: year=2010+x, x is 6 bits
· M: month, e.g., 01-12, total is 4 bits

· D: day, e.g., 01-31, total 5 bits

· H: hour, e.g., 00-23, total 5 bits

· m: minute, e.g., 00-59, total 6 bits

· s: seconds, assumed to be 00, not actually encoded

· zZ: hours off of GMT; z is 1bit -/+ indication, 2nd Z is the number of hours, e.g., 1-13, 4 bits, total 5 bits

	Key Validity Time Period
	7 bits
	Amount of time, in 6 month increments, that the certificate is valid.

	Version
	1 bit
	0: current

1: reserved

	Public Key Reconstruction Data
	176 bits
	Key data used to reconstruct the public key, i.e., 22 bytes for 163 bit ECC keys.

	}
	
	


[------------------------------------------End of Text Modification----------------------------------]

[modify table 19, section 6.8.1.3.1.7.3, pg 46 as follows]

[------------------------------------------Start of Text Modification----------------------------------]

	Syntax
	Size
	Description

	CERT-RSP_IE_Format {
	
	

	Element ID
	8 bits
	0x08

	Source BS ID
	48 bits
	ID of BS to which that Certificate Response is directed.

	CA ID
	8 bits
	ID of Certificate Authority that issued the certificate to the BS that is transmitting the certificate response.

	Key ID
	9 bits
	Identifier of public key associated with certificate as assigned by CA. This identifier is generated by the Certification Authority (CA) when the certificate is created.

	Key Validity Date (Not Before)
	31 bits
	Date that signifies the start of period for which the certificate of the BS, that is transmitting the certificate response, is valid. Derived from a NMEA 0183 ($..ZDA) string (each letter represents a digit, encoded by different numbers of bits):

· x: year=2010+x, x is 6 bits
· M: month, e.g., 01-12, total is 4 bits

· D: day, e.g., 01-31, total 5 bits

· H: hour, e.g., 00-23, total 5 bits

· m: minute, e.g., 00-59, total 6 bits

· s: seconds, assumed to be 00, not actually encoded

· zZ: hours off of GMT; z is 1bit -/+ indication, 2nd Z is the number of hours e.g., 1-13, 4bits, total 5bits

	Key Validity Time Period
	7 bits
	Amount of time, in 6 month increments, that the certificate is valid.

	Version
	1 bit
	0: current

1: reserved

	Public Key Reconstruction Data
	176 bits
	Key data used to reconstruct the public key, i.e., 22 bytes for 163 bit ECC keys.

	Time Stamp
	44 bits
	Copied from Signature IE of the CBP MAC PDU in which the CERT-REQ IE was received.

	Reserved
	4 bits
	All bits shall be set to zero.

	}
	
	


[------------------------------------------End of Text Modification----------------------------------]

II. Text Modification to Section 7.6.2

[modify section 7.6.2 as follows]
[------------------------------------------Start of Text Modification----------------------------------]

7.6.2
CBP Authentication Mechanism
This subclause discusses a method to provide protection over CBP bursts. The CBP authentication works through direct transmissions of CBPs between BSs over-the-air, through CPEs in overlap areas that will just blindly relay the received CBP burst, or via a network backhaul mechanism.  This method provides authentication and integrity protection for CBPs by using 
certificates to facilitate calculation of a signature over the CBPs.  The calculation of the signature does not hide, modify or transform the data in anyway. This signature is then added to the CBPs as an IE.  CBP bursts that include the signature IE can be decoded and processed by BSs that do not support the CBP protection mechanism. If the receiving BS supports the CBP protection, and has the key that can be used to verify the signature, the signature verification process is started
. If verification is successful the CBP burst is processed, if verification fails the CBP burst is dropped.

This method was derived from the method used to protect beacon messages transmitted by low powered, licensed devices operating in television broadcast bands as defined in the current IEEE  Std 802.22.1-2010.  The receiving station (CPE or BS) uses the certificate information to verify the signature.  CBP Protection can be provided using one of two options.  Figure 125 describes the process by which certificates used in CBP Protection are distributed for each option.  Subclauses 7.6.2.1-7.6.2.5 describe the options in detail. 7.6.2.6 describes a process by which BS can exchange their implicit cetificates.
CBP Authentication relies on certificates based on the Elliptic Curve Qu-Vanstone Implicit Certificate Scheme (ECQV) as defined in [SEC4]. Traditional certificates bind the identity of the device to a public key and a signature. The implicit certificate scheme define a more compact certificate by binding the identity to public reconstruction data. The tuple of the “device identity || public reconstruction data || certificate authority public key” is fed into a know function to generate a public key for the device. 
CBP Authentication makes use of implicit certifices given their smaller size and faster processing advantages.  Given these advantages, we must note that is one drawback. Any set of random data for the public reconstruction data and the certificate authority public key can be used with a device identity to generate a public key. This can be mitigated in one of two ways. First, if a device can provide knowledge of the private key that is bound to the reconstructed public key, it assures that the certificate authority has bound that public reconstruction data to that device’s identity. Second, if a malicious user makes use of random data to generate a public key, it is not feasible to recomputed the associated private key. 
The organization of this section is as follows:

· Section 7.6.2.1: Process for executing CBP Authentication Mode 1
· Section 7.6.2.2: Process for executing CBP Authentication Mode 2

· Section 7.6.2.3: Describes the format of implicit certificates and Signature IEs that are in CBP bursts

· Section 7.6.2.4: Prerequisites for and execution of certificate generation/verification processes
· Section 7.6.2.5: Prerequisites for and execution of Signature generation/verification processes

· Section 7.6.2.6: BS implicit certificate Exchange
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Figure 125 (a) —  CBP Authentication Mechanisms Mode 1
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Figure 125 (b) —  CBP Authentication Mechanisms Mode 2
7.6.2.1
CBP Protection Mode 1

Mode 1 of CBP Protection entails trasmission of BS ECC implicit certificates in CBP bursts on a regulat basis, and inclusion of the signatures to be transmitted every CBP bursts.  The format of the of the BS certificate and signature data is describe in 7.6.2.3.  Option 1 is executed in the following manner:
1) The BS uses the procedure in 7.6.2.4 to obtain a implicit certificate for the BS.

2) 
3) BS adds it’s implicit certificate to CBP as an IE.  This may happen only via a periodic broadcast or during a certificate request/response (CERT-REQ/RSP, seee 7.6.2.6). 
4) BS implicit certificate private key is used directly to calculate an ECSSR-PV signature over the CBP burst data (see 7.6.2.5.2).  
5) 
6) Receiving station receives a CBP burst with certificate & signature IEs.  If the receiving station already has cached the implicit certificate from a transmitting station, it can skip ahead to verifying the signature. The receiving station then validates the BS implicit certificate’s public key, Key Validity Date (Not Before), and Key Validity Time Period fields (see 7.6.2.4.3).  If this validation fails, the receiving station drops the CBP.  If successful, the receiving station attempts to verify the signature (see 7.6.2.5.3).  If this fails, receiving station will drop the CBP.  

7.6.2.2
CBP Protection Mode 2

Mode 2 of CBP Protection entails pre-distribution of BS ECC implicit certificates to receiving station.  This can be done when the CPE is activated, or via NCMS (for periodic certificate updates).
  BS calculates the signature value in the same manner as described in steps 3 of the execution of Mode 1.
  The format of the of the BS certificate data that is pre-distributed and the signature are defined in 7.6.2.3. Mode 2 is executed in the following manner:

7) The operator (via the NCMS) uses the procedures defined in 7.6.2.4.2 to obtains a implicit certificate and private key reconstruction data for each BS under its control.  Each BS receives its’ own implicit certificate and private key reconstruction data. The NCMS verifies each BSs implicit certificate public key, Key Validity Date (Not Before), and Key Validity Time Period fields.
8) The operator (via the NCMS) then distributes implicit certificates of BSs to each BS that it controls in the network. 
9) 
10) 
11) 
12) 
 BS implicit certificate private key is used directly to calculate an ECSSR-PV signature over the CBP burst data (see 7.6.2.5.2).
13) 
14) Receiving station receives a CBP burst with the Signature IEs. The receiving station attempts to verify the Signature (see 7.6.2.5.3).  If this fails, receiving station will drop the CBP.

15) 
7.6.2.3
CBP Protection Certificate and Signature Structures

The following subclauses describe the structures of the certificate and signature information.  For either mode, the Certificate Authority’s root certificate (CARC) in Table 7.6.2.3-3 is exchanged only between the BS or operator NCMS, and the the Certificate authority itself.  For Mode 1, BS implicit certificates (BSIC) are exchanged between BS (via an IE in CBP burst) in order to facilitate CBP authentication.  For Mode 2, the BSIC is not transmitted over the air.  For either mode, the signature structure is included in an IE whenever a CBP burst is transmitted. The certificate and signature structures defined in this section are encoded as IEs that are defined in  6.8.1.3.1.7.

Table 192 — Mode 1 and Mode 2 BS Implicit Certificate (BSIC)

	Item
	Size
	Description

	CA ID
	8 bits
	Id of CA that issued implicit certificate to BS

	Key ID
	9 bits
	Identifier of public key associated with certificate as assigned by CA. This identifier is generated by the Certification Authority (CA) when the certificate is created

	Key Validity Date (Not Before)
	31 bits
	Derived from ZDA NMEA 0183 string (each letter represents a digit encoded by different # of bits):

· x: year=2010 + x, x is 6 bits
· M: month, e.g. 01-12, total is 4 bits

· D: day, e.g. 01-31, total 5 bits

· H: hour, e.g. 00-23, total 5 bits

· m: minute, e.g. 00-59, total 6 bits

· s: seconds, assumed to be 00, not actually encoded

· zZ: hours off of GMT; z is 1bit -/+ indication, 2nd Z is # hours 1-13 4bits, total 5bits

	Key Validity Time Period
	7 bits
	Amount of time in 6 month increments, that the certificate is valid.

	Version
	1 bit
	0: current version

1: reserved

	BS Public Key Reconstruction Data
	22 byte
	· Key data used to reconstruct public key, 
· 22 bytes for 163 bit ECC keys


Table 193 — Mode 1 and Mode 2 Signature structure
	Item
	Size
	Description

	Key ID
	9 bits
	Identifier of the key associated with the BS implicit certificate used to generate the signature.  This identifier is generated by the Certification Authority (CA) when the certificate is created.

	Time Stamp
	44 bits
	Derived from ZDA NMEA 0183 string (each letter represents a digit encoded by different # of bits):
· x: year=2010 + x, x is 6 bits
· 
· M: month, e.g. 01-12, total is 4 bits

· D: day, e.g. 01-31, total 5 bits

· H: hour, e.g. 00-23, total 5 bits

· m: minute, e.g. 00-59, total 6 bits

· ss: seconds, 00-59, 6 bits

· .ss: 10 ms boundary, .000-.99, 7 bits

· zZ: hours off of GMT; z is 1bit -/+ indication, 2nd Z is # hours 1-13 4bits, total 5bits

	Version
	1 bit
	0: current

1: reserved

	Signature
	22 bytes
	Output of signature process. This includes the RecoverableMessage part (C) and the Signature Data (d) as described in The signature process is detailed in 7.6.2.5.2. The signature calculated over the entire CBP MAC PDU.


Table 7.6.2.3-3 — CA Root Certificate (CARC)
	Item
	Size
	Description

	CA ID
	8 bits
	Unique identifier of the CA

	Key ID
	9 bits
	Identifier of CA Root certificate as assigned by CA

	Key Validity Date (Not Before)
	31 bits
	Derived from ZDA NMEA 0183 string (each letter represents a digit encoded by different # of bits):

· x: year=2010 + x, x is 6 bits

· M: month, e.g. 01-12, total is 4 bits

· D: day, e.g. 01-31, total 5 bits

· H: hour, e.g. 00-23, total 5 bits

· m: minute, e.g. 00-59, total 6 bits

· s: seconds, assumed to be 00, not actually encoded

· zZ: hours off of GMT; z is 1bit -/+ indication, 2nd Z is # hours 1-13 4bits, total 5bits

	Key Validity Time Period
	7 bits
	Amount of time in 6-month increments, that the certificate is valid.

	Version
	1 bit
	0: current version, EC Domain parameters in compressed form & 256bit keys
1: reserved

	EC Domain Parameters
	162 bytes
	EC Domain parameters of the form D = (p, a, b, G, n, h) where G is expressed in compressed form

	CA Public Key Reconstruction Data
	22 bytes
	Data used to reconstruct CA public key


7.6.2.4
ECQV Implicit Certificate Generation, Processing, and Validation Requirements
Certificate generation requirements, as well the certificate validation and generation processes shall follow the process as described in Section 2.2, 2.3, and 2.4 of [SEC4].

7.6.2.4.1
ECQV Certificate Generation Requirements

16) Infrastructure as described in Figure 125 for certificate generation and distribution

17)  Recommended EC domain parameters to be used 
18) shall be for binary fields on either 163-bit random or Koblitz curves. Example domain parameters can be found in:

i) K-163 or B-163 elliptic curves defined in FIPS 186-3,  
ii) sect163k1, sect163r1, sect163r2 curves defined in [SEC2] 
iii) In the EC domain parameters, elliptic curve points shall be represented in compressed form
19) BS shall be identified by its 48bit MAC Address

20) ‘to-be-signed certificate data’, IU construction is as follows:

· For BSIC: BSIC = IU || BEU, where IU = KeyID || BS MAC Address || CA ID || Key Validity Date (Not Before) || Key Validity Date (Not After) || Version, and BEU = BS Public Key Reconstruction Data
· For CARC: CARC = IU || BEU, where IU = KeyID || BS MAC Address || CA ID || Key Validity Date (Not Before) || Key Validity Date (Not After) || Version || EC Domain Parameters, and BEU = CA Public Key Reconstruction Data
· NOTE -- BS MAC address comes from the BS, the operator NCMS, or SCH Data in the CBP burst respectively. The KeyID, Key Validity Date (Not Before) and Key Validity Time Period are assigned by the CA and are contained in the Implicit Certificate.

21) The CA shall have a public-key pair that selected from the EC domain parameters in Requirement 2 and bound to the CA ID. Entities shall have access to the CA implicit certificate (with the CA’s public key reconstruction data), but no the private key associated with the implicit certificate.
22) SHA-256 shall be used as a Hash function.
23) If each operator is allowed to maintain its own BS implicit certificates (i.e. act as its’ own Certificate Authority)

i) Operator will register it’s CAID when registering its Operator ID. Registration mechanism to be used is outside the scope of the standard.

ii) Operators may share the own CA Root implicit certificates with other operators that have BSs that border or overlap with BSs in their own network. The mechanism for CA Root certificates sharing is outside the scope of the standard.



7.6.2.4.2
ECQV Implicit Certificate Generation Process

24) In order to start certificate generation process (see Figure 125) a request from the BS (for Mode 1), or on behalf of BS (by the NCMS) for Mode 2, shall be made to CA. Along with the request an ephemeral public key is transmitted to the CA. (Step 1 of Section 2.4.1 of [SEC4].
· This process requires that an ‘ephemeral’ key pair using established ECC domain parameters.  ECC domain parameters used for 'ephemeral' key pair generation shall be the same parameters used by CA for its own certificate and BS implicit certificate generation. An ephemeral key pair generated for this step shall never be resued.

25) The CA processes this request according to the procedures outline in Section 2.4.2 of [SEC4].

· This process requires that CA generate its own ‘ephemeral’ key pair using established ECC domain parameters.  ECC domain parameters used for 'ephemeral' key pair generation shall be the same parameters it uses for its own certificate and BS implicit certificate generation. An ephemeral key pair shall never be reused.
26) The BS or operator NCMS receives a response from the CA and proceeds with generation of the implicit certificate according to the steps 2-12 in Section 2.4.1 of [SEC4].

· 
27) 

7.6.2.4.3
ECQV Implicit Certificate Validation Requirements
28) Whether certificate information for a BS is received in Certificate IE or is distributed through the NCMS, a BS received that certificate shall validate it or obtain proof of validation from the NCMS.


· 
· BS or NCMS operator may check a CA’s CRL during installation and validation of other BSs implicit certificates
· 
29) There Certificate/License authority shall have its own certificate with its own EC key pair, that is generated form the EC domain parameters that are selected

30) ECC domain parameters that CA uses for generation of its’ own certificate must be same as parameters used for BS implicit certificates and ‘ephemeral’ key pair generation
31) The CA certificate and its associated KeyId shall be delivered to BS through NCMS, and stored in a MIB entry, which happens offline and not part of WRAN operation
32) Certificates for all CA’s and a CA’s associated ECC domain parameters shall be shared between operator’s and distributed to all BSs within an operator’s network. The mechanism by which is done is outside the scope of the standard.

7.6.2.4.4
ECQV Implicit Certificate Validation Process
33) BS implicit certificates are validated according to the procedure defined in Section 2.3.1 of [SEC4]. This implies checking the validity of the implicit certificate’s public key, as well as the Key Validity Date (Not Before) and Key Validity Time Period fields of the certificate.
34) If a certificate fails validation when received in a Certificate IE of a CBP burst, the CBP burst shall be dropped. In this case the operator may either continue to attempt coexistence operation with the transmitter of the CBP burst (in the future) or discontinue coexistence operation with the transmitter of the CBP burst.
35) If a certificate fails validation during installing on a BS, then the certificate shall not be installed on that BS. 
· BS or NCMS operator may check a CA’s CRL during installation and validation of other BSs implicit certificates. Procedures describing the maintenance of a CRL for implicit certificates are out of the scope of the standard. 
7.6.2.5
Signature Generation, Processing, and Validation Requirements

7.6.2.5.1
Signature Generation Requirements


36) The ECSSR-PV signature scheme that is used to generated the signature, is based on the same scheme as used calculate signatures for the wireless microphone beacon [IEEE 802.22.1-2010]. Requirements for the Elliptic Curve Signature Scheme with Recovery, Pinstov-Vanstone (ECSSR-PV) as applied to wireless microphone beacon authentication are defined in 7.5.4.1 of [IEEE 802.22.1-2010]. ECSSR-PV requirements for CBP authentication differ in the following manner:
i) EMSR2 shall be used as the message encoding method,

ii) The padLen parameter for the EMSR2 encoding method shall be 1 octets

iii) The message representative of the RecoverableMessage (C) portion of the output of the signature in step 4 of 7.6.2.5.2, is an octet string of the octet ‘E0’ repeated padLen, times
iv) ECPSP-NR2/PV, ECSP-PV, ECVP-PV shall be used as the pre-signature, signature, and verification primitives respectively to be used in the application of the ECSSR-PV scheme
37) Prior to applying the ECSSR-PV signature scheme that is used to generate a signature, a BS transmitting the message shall use the Private Key Reconstruction Data (s) to reconstruct the private key associated with it’s BS implicit certificate. This is done according to the process as defined in section 2.4.1 of [SEC4].
38) Prior to applying the ECSSR-PV signature scheme to verify a signature in a received CBP MAC PDU, a BS that receives messags shall use the Public Key Reconstruction Data (BEU, see 7.6.2.4.1) to reconstruct the public key of each BS implicit certificate that it has installed.
39) The transmitting BS uses system clock (synchronized to GPS), to get time (to millisecond) for "Time" field of Signature IE.
7.6.2.5.2
Signature Generation Process

40) The M1 input into the signature process shall be an empty, null string.

41) The M2 input into the signature process shall be constructed as follows:

i) M2 = CBP MAC PDU header || CBP IE1 || CBP IE2 … || CBP IEn || EID || KID || Timestamp || V

ii) CBP IE1 – CBP IEn refer to the CBP IEs to be included in CBP

iii) EID refers to the Element ID field of the Signature IE, which is equal to 0x06.

iv) KID refers to the 9bit Key ID field of the Signature IE.

v) V refers to the 1bit Version field, either 0 or 1

42) The ECSSR-PV signature scheme is applied (see 10.5.2 of IEEE 1363a-2004), using the private key of the BS implicit certificate to generate RecoverableMessage Portion (C) and the Signature part (d) of the ‘to-be-sent signature data’, ‘to-be-sent signature data’ = C || d.

43) The ‘to-be-sent signature data’ value is inserted into the Signature field of the Signature IE, prior to transmission of the CBP burst










7.2.6.5.3
Signature Verification Process

1) The M1 input into the ECSSR-PV scheme is an empty, null string.
2) The M2 input into the ECSSR-PV scheme are derived from the fields in the received CBP burst as  described in step 2 7.6.2.5.2.

3) Execute the ECSSR-PV signature verification process (see 10.5.3 of IEEE 1363a-2004), using the public key associated with the BS implicit certificate of the BS that transmitted the CBP burst (see requirement 3 in 7.6.2.5.1).
i) If signature verification succeeds, the CBP burst is then processed. 
ii) If not, then the CBP burst is dropped. BS may attempt to re-acquire CBPs from the transmitting BS or may discontinue coexistence operation with the transmitting BS.





 
7.6.2.6
BS Implicit Certificate Exchange

CBP Authenticaiton Mode 1 requires that BSs exchange their implicit certificates in order to facilitate verification of CBP transmissions. In, CBP Protection Mode 2 allows for pre-distribution of CA Root and BS Implicit certificates between all BSs within an operator’s network. This would be accomplished using the NCMS. This may not be possible when BSs from different operators border/overlap with each other. This subclause defines a certificate exchange process to handle this case, that allows BSs to share their implicit certificates via CBP transmission during self-coexistence windows. 

If there is a single CA, then the CA Root certificate and single set of EC domain parameters are available to all operators. If each operator is allowed to sign/create their own certificates, then operators shall make available their CA Root Certificate and EC domain parameters available to other operators.

If a BS receives a CBP from a BS, for whom it does not have the BS implicit certificate, it cannot verify the signature in the 2nd symbol (1st data symbol) of CBP and must drop the CBP packet. Upon doing this the BS (Certificate Requestor) will initiate a Certificate Request directed towards the source BS (Certificate Responder) of the unverifiable CBP. The Certificate Requestor BS does this by adding a CERT-REQ IE (see 6.8.1.3.1.7.2), with its’ own BS implicit certificate, as an IE in the CBP MAC PDU.

When the Certificate Responder receives a CBP with a CERT-REQ IE from a Certificate Requestor it verifies the certificate and Signature data in the Signature IE of the CBP MAC PDU. If both BSs are under the same CA then the Certificate Responder already has the CA Root certificate and EC domain parameters it needs to verify the BS implicit certificate from Certificate Requestor. If they are not, e.g., each operator has its own CA or CAs exist on a regional basis, than the Certificate Responder shall use a mechanism to request the CA Root certificate and EC domain parameters of another CA. This mechanism shall be provided. The definition of this mechanism is outside the scope of the standard. 

After verifying the Certificate Requestor’s certificate and signature over CBP in which CERT-REQ IE was received, the Certificate Responder initiates a Certificate Response directed towards the Certificate Requestor. The Certificate Responder does this by adding a CERT-RSP IE (see 6.8.1.3.1.7.3), with its’ own BS implicit certificate to the CBP MAC PDU.

When Certificate Requestor receives the CBP with the Certificate Response, it verifies it in the same manner that Certificate Responder verifies the Certificate Request. After this, any pending self-coexistence signaling (e.g. Channel Contention) can proceed. Figure 2 illustrates the BS Implicit Certificate Exchange.  For certificate exchange between BSs operating in the same area, the requester makes use of an optimally selected CPE for reliable CBP burst transmission.  If the destination BS does not respond, the certificate requestor assumes that the destination BS does not support self-coexistence and normal operation will continue.

[image: image6.wmf]
Figure 126 —  BS Implicit Certificate Exchange

[------------------------------------------End of Text Modification----------------------------------]

References:

Notice: This document has been prepared to assist IEEE 802.22. It is offered as a basis for discussion and is not binding on the contributing individual(s) or organization(s).  The material in this document is subject to change in form and content after further study. The contributor(s) reserve(s) the right to add, amend or withdraw material contained herein.





Release: The contributor grants a free, irrevocable license to the IEEE to incorporate material contained in this contribution, and any modifications thereof, in the creation of an IEEE Standards publication; to copyright in the IEEE’s name any IEEE Standards publication even though it may include portions of this contribution; and at the IEEE’s sole discretion to permit others to reproduce in whole or in part the resulting IEEE Standards publication.  The contributor also acknowledges and accepts that this contribution may be made public by IEEE 802.22.





Patent Policy and Procedures: The contributor is familiar with the IEEE 802 Patent Policy and Procedures 


<� HYPERLINK "http://standards.ieee.org/guides/bylaws/sb-bylaws.pdf" ��http://standards.ieee.org/guides/bylaws/sb-bylaws.pdf�>, including the statement "IEEE standards may include the known use of patent(s), including patent applications, provided the IEEE receives assurance from the patent holder or applicant with respect to patents essential for compliance with both mandatory and optional portions of the standard."  Early disclosure to the Working Group of patent information that might be relevant to the standard is essential to reduce the possibility for delays in the development process and increase the likelihood that the draft publication will be approved for publication.  Please notify the Chair Apurva Mody <� HYPERLINK "mailto:apurva.mody@ieee.org" �apurva.mody@ieee.org�> as early as possible, in written or electronic form, if patented technology (or technology under patent application) might be incorporated into a draft standard being developed within the IEEE 802.22 Working Group. If you have questions, contact the IEEE Patent Committee Administrator at <� HYPERLINK "mailto:patcom@ieee.org" �patcom@ieee.org�>.





Abstract


This contribution provides/implements resolutions to 12, 187-189, 191-197, 199, 200. Text modifications are proposed in Clause 6 and 7. Each modification is noted with respect to the comment in question. This document does not handle any Editorial comments.





R0 is the original version of this contribution.


R1 contains some fixes/corrections that came out of the working group telecon on 2/18 and offline email discussions.


R2 contains some fixes/corrections that came out of the working group telecon 02/22/2011.








�CID 188, 189


�CID 187


�CID 188, 189


�CID 193, 194


�CID 195, 196


�CID 192, 193, 194


�CID 195,


�CID 188, 189


�CID 199


�CID 199





Submission
page 13
Ranga Reddy, Self

