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Comment 77/78/84

Several comments are related to consolidating the fragmentation/packing subheader. The resolution to this comment is provided to facilitate discussion of the design of the new subheader. The other comments related to this will then be resolved in turn.

There are two major modifications to the Fragmentation/Packing subheader. One, is the consolidation of the two subheaders. Two, it is removal for support of two different counting methods for counting fragments. We have two methods for counting fragments, one used for when ARQ is applied and when when ARQ isn’t applied. 

It is of the opinion of the MAC ad-hoc chair that we don’t need two different methods. Referring back to 802.16-2009, the 3bit counting method is optional. So, the recommendation is to remove it. We should note that if a Fragmentation/Packing subheader is added to a PDU mapped to a connection using ARQ, the then Type field Bit2 (Extended Type) shall be set to 1.

Also, note that the ARQ feedback subheader is independent of the fragmentation/packing process. If purpose of new Fragmentation/Packing, is set to packing (i.e. set to 1), then the ARQ Feedback subheader is the 1st packed item. This is stated in 6.8.1.2.4.

[modify Section 6.8.1.2.2 as follows]
[------------------------------------Start of text Modification---------------------------------------]
6.8.1.2.2
Fragmentation/Packing Subheader

Table 6 — Fragmentation/Packing subheader format

	Syntax
	Size
	Notes

	Fragmentation_Subheader_Format() {
	
	

	Purpose
	1 bit
	0 = Fragmentation subheader

1 = Packing subheader

	FC
	2 bits
	Indicates the fragmentation state of the payload:

00 = no fragmentation

01 = last fragment

10 = first fragment

11 = continuing (middle) fragment

	if (ARQ-enabled Connection) {
	
	

	BSN
	10 bits
	Sequence number of the first block in the current SDU fragment

	Else 
	
	

	
	
	

	            FSN
	10 bits
	Sequence number of the current SDU fragment. This field increments by one (modulo 1024) for each fragment, including unfragmented SDUs.

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	      If (Purpose = 1)
	
	

	          Length
	11 bits
	Length of SDU fragment being packed

	     Else
	
	//if (Purpose = 0)

	         Reserved
	3 bits 
	

	}
	
	


[------------------------------------End of text Modification---------------------------------------]
[modify Table 110, pg 87 line 1 as follows]
[------------------------------------Start of text Modification---------------------------------------]
	Element ID
	Length

(bytes)
	Value
	Scope

	2
	1
	Bit 0:
Ability to receive requests piggybacked with data



Bits 1-7:
reserved (set to zero)
	CBC-REQ, CBC-RSP


[------------------------------------End of text Modification---------------------------------------]
Comment 134

This comment reflects reformatting some tables associated with the configuration of SCM related message parameters. 

[modify Tables 166-173 as follows]
[------------------------------------Start of text Modification---------------------------------------]
Table 166 — SCM EAP Start - Message Attributes

	Syntax
	Size
	Notes

	Key Sequence Number
	4 bits
	AK Sequence Number


Table 167 — SCM EAP Transfer - Message Attributes

	Syntax
	Size
	Notes

	Key Sequence Number
	4 bits
	AK Sequence Number

	Length of EAP Payload
	16 bits
	Length of EAP Payload (in octets)

	EAP Payload
	Variable
	Contains EAP authentication Data


Table 168 — SCM Key-Request attributes

	Syntax
	Size
	Notes

	Key Sequence Number
	4 bits
	AK sequence number

	SAID
	16 bits
	Security association identifier - GSAID for multicast or broadcast service

	Group Key Indicator
	1 bit
	0 = this key request is for a TEK

1 = this request is for a GTEK, only applicable if SAID refers to a GSA.

	CPE Random
	64 bits
	A 64 bit random number generated in the CPE.


Table 169 — SCM Key-Reply attributes

	Syntax
	Size
	Notes

	Key Sequence Number 
	4 bits
	AK sequence number 

	SAID 
	16 bits
	Security association identifier - GSAID for multicast or broadcast service. 

	Older TEK/GTEK 
	128 bits
	Older generation TEK/GTEK relevant to SAID/GSAID 

	Older TEK/GTEK Sequence Number
	2 bits
	Sequence Number for older generation of TEK/GTEK. This maps to the value EKS field is set to in GMH of PDU encrypted with this TEK/GTEK.

	Remaing Lifetime for Older TEK/GTEK
	24 bits
	Remaining time for older TEK/GTEK in units of 10ms frames.

	Newer TEK/GTEK 
	128 bits
	Newer generation TEK/GTEK, relevant to SAID/ GSAID. 

	New TEK/GTEK Sequence Number 
	2 bits
	Sequence Number for newer generation of TEK/GTEK. This maps to the value EKS field is set to in GMH of PDU encrypted with this TEK/GTEK.

	Remaing Lifetime for New TEK/GTEK
	24 bits
	Remainging time for older TEK/GTEK in units of 10ms frames.

	CPE Random 
	64 bits
	The same random number included in the SCM Key Request message 

	BS Random 
	64 bits
	Random # generated by the BS


Table 170  — SCM Key-Reject attributes

	Syntax
	Size
	Notes

	Key Sequence Number 
	4 bits
	AK sequence number 

	SAID 
	16 bits
	Security association identifier 

	Confirmation Code 
	8 bits
	Error code (see 6.10.24) identifying reason for rejection of the SCM Key-Request message.

	CPE Random
	64 bits
	A same random number included in the SCM Key Request message 

	BS Random 
	64 bits
	Random # generated by the BS


Table 171 — SCM GSA-Add attributes

	Syntax
	Size
	Notes

	Key Sequence Number 
	4 bits
	AK sequence number 

	Multicast SID
	9 bits
	SID of multicast group

	SAID
	16 bits
	SAID for GSA applied to the mutlicast group

	Cryptographic Suite for GTEK application & transport
	8 bits
	Cryptographic suite that controls how GTEK is applied and transported to CPE. This can be either 0x03 or 0x04 (see Table 194).

	Cryptographic Suite for GKEK/GTEK Generation
	8 bits
	Cryptographic suite that controls how GKEK & GTEK is generated at BS. This can be either 0x06 or 0x07 (see Table 194).

	 GKEK 
	128 bits
	GKEK for GSA used to protect GTEK when transported to CPE in Key-Reply. This field is protected with the KEK associated with the AK.

	Remainging GKEK Lifetime
	24 bits
	Remaining lifetime in which GKEK can be used to protect GTEKs in SCM Key-Reply messages. In units of 10ms frames.


Table 172 — SCM GSA-Remove attributes

	Syntax
	Size
	Notes

	Number of SAID
	8 bits
	“N” Number of SAIDs for GSA (GSAIDs) that are to be removed

	SAID(s)
	N * 16 bits
	List of SAIDs for GSAs that are to be removed


Table 173 — SCM TEK-Invalid attributes

	Syntax
	Size
	Notes

	Key Sequence Number 
	4 bits
	AK sequence number 

	SAID 
	16 bits
	Security Association Identifier 

	Confirmation Code 
	8 bits
	Error code (see 6.10.24) identifying reason for SCM TEK-Invalid message. 


[------------------------------------End of text Modification---------------------------------------]
Comment 136

This comment reflects harmonizing the Message Response Code numbers in Table 176 and Table 79. A new message response code table is propose to be moved to the end of Section 6.10.

[remove the text on lines 11-12 and Table 78 on pg 73]
[remove section 6.10.21.9]
[insert new section at the end of section 6.10]
[------------------------------------Start of text Modification---------------------------------------]
6.10.24
Confirmation Codes

The codes in Table xx are used to set the status of responses in dynamic service configuration (DSx-RSP), security configuration (SCM-RSP), multicast group assignment (MCA-RSP), as well as basic (CBC-RSP) and registered (REG-RSP) capability configuration. 

Table xxx – Confirmation Codes

	CC
	Status

	0x00
	OK/success

	0x01
	reject-other

	0x02
	reject-unrecognized-configuration-setting

	0x03
	reject-temporary / reject-resource

	0x04
	reject-permanent / reject-admin

	0x05
	reject-not-owner

	0x06
	reject-service-flow-not-found

	0x07
	reject-service-flow-exists

	0x08
	reject-required-parameter-not-present

	0x09
	reject-header-suppression

	0x0A
	reject-unknown-transaction-id

	0x0B
	reject-authentication-failure

	0x0C
	reject-add-aborted

	0x0D
	reject-exceed-dynamic-service-limit

	0x0E
	reject-not-authorized-for-the-request-SAID

	0x0F
	reject-fail-to-establish-the-requested-SA

	0x10
	reject-not-supported-parameter

	0x11
	reject-not-supported-parameter-value

	0x12
	reject-invalid-key-sequence-number

	0x13-0xFF
	reserved


[------------------------------------End of text Modification---------------------------------------]
[add the following field to CBC-RSP in Table 109]
[------------------------------------Start of text Modification---------------------------------------]
	Confirmation Code
	8 bits
	Code defining error status of basic capability configuration request (see 6.10.24)


[------------------------------------End of text Modification---------------------------------------]
[modify row 4 of table 51 (REG-RSP) as follows]
[------------------------------------Start of text Modification---------------------------------------]
	Confirmation Code
	8 bits
	Code defining error status of registered capability configuration request (see 6.10.24)


[------------------------------------End of text Modification---------------------------------------]
[modify paragraph 2 in 6.10.21.5]
[------------------------------------Start of text Modification---------------------------------------]
Message Response Code is set to 0x0E when the Key Request was made for a SA that the CPE is not currently authorized for. Message Response Code is set to 0x0B when the Key Request message cannot be properly authenticated and decrypted.

[------------------------------------End of text Modification---------------------------------------]
Comment 141

The proposed solution here is to replace the “Request IE” with US-MAP IE with an allocation to UIUC = 3, 5, or 7. UIUCs 3, 5, and 7 are associated with either sending a BW request or getting an opportunity to send a BW request. “Data Grant IE” is replaced with transmsission of a BR header. This is done to align with established signaling to support polling and BR transmission. Note that in resolution to this comment, we suggest adding an FID field to the BW Request subheader to allow the CPE to request bandwidth for a specific flow/FID.
[modify the text in 6.14.2 as follows]
[------------------------------------Start of text Modification---------------------------------------]
For a CPE, bandwidth requests reference individual connections while each bandwidth grant is addressed to the CPE’s SID, not to individual FIDs. Since it is nondeterministic which request is being honored, when the CPE receives a shorter transmission opportunity than expected (scheduler decision, request message lost, etc.), no explicit reason is given. In all cases, based on the latest information received from the BS and the status of the request, the CPE may decide to perform backoff and request again, discard the SDU, or possibly fragment the SDU to fit the allocation.

A CPE may make use of a US-MAP IEs that is broadcast, directed at a multicast polling group it is a member of, or directed at its SID. In all cases, the US-MAP IE burst profile (e.g. UIUC = 3, 5, or 7) is used, even if the BS is capable of receiving the CPE with a more efficient burst profile. To take advantage of a more efficient burst profile, the CPE should transmit a Bandwidth Request to the BS on its Basic FID using the Bandwidth Request subheader. Unicast polling of a CPE would normally be done by allocating a US-MAP IE directed at its SID. Also note that, in a US-MAP IE directed at its SID, the CPE may make bandwidth requests for any of its connections.

The procedure followed by CPEs is shown in Figure 28. Note that it is the CPE’s local scheduler which decides which connections get the granted bandwidth.

[------------------------------------End of text Modification---------------------------------------]
[modify figure 28 so that “Increment BW Request for CIDx” says “Increment BW Request for FIDx” and so that “Grant for basic CID?” says “Grant for basic FID?”]
[modify size of BR field in Table 5 to be 20 bits]



	
	
	



Comment 142

To be inline with resolution to 141 we need only to modify the last sentence of paragraph 1 of 6.14.3.1. Note that there is also a reference to “Request IE” in 6.14.3.2 (line 10, paragraph 2 on pg 136).

[modify the last sentence of paragraph 1 of 6.14.3.1 with the following]
[------------------------------------Start of text Modification---------------------------------------]
Note that unicast polling would normally be done on a per-CPE basis by signaling an allocation in a US-MAP IE (with UIUC = 3, 5, or 7), thereby allowing a CPE to transmit a Bandwidth Request directed at its SID.

[------------------------------------End of text Modification---------------------------------------]
[replace “Request” with “US-MAP” on line 7, pg 136 for paragraph 2 of 6.14.3.2]
Comment 145

In 6.16 there are multiple instances of “Request IE” and “Data Grant Burst Type IE” in paragraphs 6, 7, and 8 starting on pg 139. The resolution provided here is consistent with resolutions to comments 141 and 142. Note that the “Data Grant Burst Type IE” in the context of this coment is not the same as the “Data Grant IE” referred to in 141 and 142. Therefore, the proposal is to replace “Data Grant Burst Type IE” with “US-MAP IE” in this context.

[on page 139, paragraph 6 of 6.16, replace all instances of “Request IE” with “US-MAP IE”]
[modify the first sentence in paragraph 7 of 6.16 as follows]
[------------------------------------Start of text Modification---------------------------------------]
After a contention transmission, the CPE waits for an allocation in a US-MAP IE in a subsequent map.

[------------------------------------End of text Modification---------------------------------------]
[modify the last sentence in paragraph 8 of 6.16 as follows]
[------------------------------------Start of text Modification---------------------------------------]
If the CPE receives an allocation in a (unicast) US-MAP with UIUC = 3, 5, or 7 at any time while deferring for this FID, it shall stop the contention resolution process and use the explicit transmission opportunity.

[------------------------------------End of text Modification---------------------------------------]
Comment 259

As of the current comment database (22-10/155r7) the text modification changing the phrase as follows as been accepted:

“…the EAP Method impelemented in an 802.22 network shall comply to the mandatory requirements stated in Section 2.2 of [IETF RFC 4017]…”

However, there was some discussion as to whether or not the square brackets “[ ]” around the IETF reference were required.  The group asked for clarification on this (minor) editorial issue. Some standards, such as 802.16, only put in the brackets around the IETF reference if that IETF reference is included as a Normative Reference, otherwise no bracket is present. Other standards such as 802.11, do not use those brackets, even for IETF RFCs that are Normative Refences.

[accept resolution as recorded in comment database plus action to Editor to remove square brackets around IETF references throughout the draft]
Comment 165

It has been decided to bring back the DSX-RVD message. The defintion of this message shall be added as section 6.10.8.10

[add the following new text as section 6.10.8.10 at the end of 6.10.8]
[------------------------------------Start of text Modification---------------------------------------]
6.10.8.10
DSX-RVD
The DSX-RVD is used by the BS to indicate that it has received a DSx-REQ message from a CPE when a CPE initiates a DSx-REQ transaction. The BS uses this message to indicate to the CPE that it received the DSx-REQ message, but has not authenticated the DSx-REQ and had a chance to formulate a DSx-RSP.

Table xx – DSX-RVD message

	Syntax
	Size
	Notes

	DSX-RVD_Message_Format() {
	
	--

	Management Message Type = ??
	8 bits
	--

	Tranaction ID
	16 bits
	--

	Confirmation Code
	8 bits
	--

	}
	
	


[------------------------------------End of text Modification---------------------------------------]
Comment 94

This comment deals with the specification of “Common IEs” in 6.9. The following is an assessment of how these “IEs” could be handled, as recommended by the MAC ad-hoc chair:

· “MAC Version”: This IE should be removed. There is a MAC version field in the SCH, in addition to an IE that can be included in a DCD message (but surprisingly not one in the UCD). MAC ad-hoc chair’s recommendation is to remove this IE, and align the values of the MAC version fields in the SCH, as well as DCD/UCD.

· “Downstream/Upstream Service Flow”: This IE designator is used to indicated how the IEs for service flow parameter & classification rule parameter encodings in 6.10.8.9 are to be applied for either a downstream or upstream. We could add a service flow parameter that indicates direction of the service flow and remove these IEs. Note then we would have to renumber the service flow parameters and classification rule IEs in 6.10.8.9

MAC ad-hoc chair would also like to note that 6.10.8.9.18 and 6.10.8.9.19 seem to overlap in functionality and partially conflict with the items (3) and (4) of the accepted resolution to comment 107. Resolution to comment 94 also attempts to resolve these issues.

[delete Section 6.9]
[modify the “MAC Version” row in Table 1 as follows]
[------------------------------------Start of text Modification---------------------------------------]
	MAC version
	8 bits
	IEEE 802.22 MAC version to which the message originator conforms.
0x01 = IEEE Std. 802.22-2011

0x02 – 0xFF = Reserved


[------------------------------------End of text Modification---------------------------------------]
[add a “MAC Version” row to Table 24 (DCD message) as follows]
[------------------------------------Start of text Modification---------------------------------------]
	MAC version
	8 bits
	IEEE 802.22 MAC version to which the message originator conforms.

0x01 = IEEE Std. 802.22-2011

0x02 – 0xFF = Reserved


[------------------------------------End of text Modification---------------------------------------]
[remove “MAC Version” row from Table 25 (DCD message IEs)]
[add a “MAC Version” row to Table 34 (UCD message)]
[------------------------------------Start of text Modification---------------------------------------]
	MAC version
	8 bits
	IEEE 802.22 MAC version to which the message originator conforms.

0x01 = IEEE Std. 802.22-2011

0x02 – 0xFF = Reserved


[------------------------------------End of text Modification---------------------------------------]
[modify the text in paragraph 1 of 6.10.8.9 (pg 73, lines 2-7) as follows]
[------------------------------------Start of text Modification---------------------------------------]
Table 77 and the subsequent subclauses define the parameters associated with upstream/downstream scheduling for a service flow. The encapsulated upstream and downstream flow classification configuration setting strings share the same subtype field numbering plan because many of the subtype fields defined are valid for both types of configuration settings except service flow encodings. One major parameter of the service flow definition is the direction of the service flow (see section 6.10.8.9.1). This parameter determines if subsequent service flow parameters are applied in the downstream (BS to CPE) or upstream (CPE to BS) serviceflow. Classification rule parameterization (see 6.10.8.9.19), is made of a compound set of IEs defined in section 6.10.8.9.19.1 through 6.10.8.9.19.15.
[------------------------------------End of text Modification---------------------------------------]
[add the following text as a new subsection to 6.10.8.9 and renumber subsequent sections in 6.10.8.9]

[------------------------------------Start of text Modification---------------------------------------]
6.10.8.9.1
Service Flow Direction

This parameter is used to indicate the direction of the service flow. Service flows are unidirectional and be DS (BS to CPE) or US (CPE to BS).

Table xxx – Service Flow Direction IE

	Element ID
	Length

(bytes)
	Value
	Scope

	???
	1
	0x00: Downstream

0x01: Upstream

0x02-0xFF: Reserved
	DSx-REQ, DSx-RSP, DSx-ACK


[------------------------------------End of text Modification---------------------------------------]
[delete sections 6.10.8.9.18 and 6.10.8.9.19]
[renumber 6.10.8.9.20 to 6.10.8.9.19]
[insert the following as a new subsection under 6.10.8.9.19]

[------------------------------------Start of text Modification---------------------------------------]
6.10.8.9.19.1
Classification Rule Convergence Sublayer Specification

Each classification rule defines a set of parameters that are encoded within selection of IEs listed in sections 6.10.8.9.19.2 through 6.10.8.9.19.15. This IE defines what CS is applied to the classification rule. Table xxx. In the cases of IP over IEEE 802.3 (or IEEE 802.1Q), the relevant IP and IEEE 802.3 (or IEEE 802.1Q) parameters shall be included in the definition of the classification rule contained within a DSx-REQ message. The Convergence Sublayer Specification IE (see 6.10.7.3.2) determines what CS and what rule parameters can be applied in building classification rules.

Table XXX — CS Sublayer Parameter Encoding Rules definition

	Element ID
	Length

(bytes)
	Value
	Scope

	XXX

  
	1
	0x00: No CS

0x01: IPv4

0x02: IPv6

0x03: IEEE 802.3/Ethernet

0x04: IEEE 802.1Q VLAN

0x05: IPv4 over IEEE 802.3/Ethernet

0x06: IPv6 over IEEE 802.3/Ethernet

0x07: IPv4 over IEEE 802.1Q VLAN

0x08: IPv6 over IEEE 802.1Q VLAN

0x09-0xFF: Reserved
	DSA-REQ, DSC-REQ


[------------------------------------End of text Modification---------------------------------------]
[modify resolution to Comment 107 from previous ballot (22-10/155r7) in the following way: Ignore item 4 in the resolution, add “0x03 = Both Ethernet & IP CS” to item 3 of resolultion]
Comment 128

In the MIB definitions we have a monitoring and measurement group. This should be used to manage any operational “statistics” measurement. There it is the recommendation of the MAC ad-hoc and Security/Management ad-hoc chair to delete Section 6.10.18.1.4.4.

[delete section 6.10.18.1.4.4, remove reference to section 6.10.18.1.4.4 that’s listed in Table 132]
New Comment against D5 (Clause 7, Section 7.2.2.7, paragraph 1, pg 264, line 28, T)

There are three ‘sets’ of configuration items that need to be dealt with in 7.2.2.7:

1) Items that are generic to the application of the SCM protocol on the CPE and BS

2) The supplicant and authenticator in the EAP process establish the MSK and what ciphersuites are available at the CPE

3) What SAs the CPE is to use and what ciphersuite is mapped to which SA

Issues with (1) can be solved by defining some security related parameters to be exchanged/configured during the CBC-REQ/RSP. These are non critical parameters that can be re-negotiated during REG-REQ/RSP if desired. 

There are ciphersuites defined for TLS (see RFCs 5288 and 5289) that specify use of AES-GCM with RSA/ECC-based authentication in an EAP-TLS/TTLS framework. However, all of those ciphersuites specify use of SHA256 or SHA384 to generate an authentication tag. This is not necessary for our (802.22’s) application of AES-GCM, as AES GCM already does this. Of the ciphersuites in RFC 5288 and 5289, none support authentication only or encryption only modes as we have specified. 

So, going forward, to address (2) and (3) we will have to petition IETF to add more ciphersuites for AES-GCM, or allow for 802.22-specific extensions in AAA services such as RADIUS (RFC 2865) and DIAMETER (RFC 3588). In the mean time, wwe will also have to define the format of the data that would be exchanged with the AAA services in the base standard itself.

[add the following subsection to 6.10.11.3 to facilitate negotiation of non-critical security parameters]
[------------------------------------Start of text Modification---------------------------------------]
6.10.11.3.3
Security Parameters Supported

These parameters are provided to negotiate some pre-authentication security parameters. These parameters may be re-negotiated during the REG-REQ/RSP.

6.10.11.3.3.1
SCM Version Support

This IE allows for negotiation of what version of the SCM protocol the BS and CPE support. Only one version of the SCM protocol may be employed at a given time.

Table xxx – SCM Version Support

	Element ID
	Length

(bytes)
	Value
	Scope

	xxx
	1
	0x00: SCM Version 1 (SCMv1)

0x01-0xFF: Reserved
	CBC-REQ, CBC-RSP, REG-REQ, REG-RSP


6.10.11.3.3.2
PN Window Size

This IE allows for negotiation of the size of the PN_WINDOW (see 7.4).

Table xxx – PN Window Size

	Element ID
	Length

(bytes)
	Value
	Scope

	xxx
	2
	Size of the PN_WINDOW parameter (see 7.4). 
	CBC-REQ, CBC-RSP, REG-REQ, REG-RSP


6.10.11.3.3.3
SCM Flow Control

This IE allows for negotiation of the maximum number of SCM transactions  that can be ongoing. 

Table xxx – SCM Flow Control

	Element ID
	Length

(bytes)
	Value
	Scope

	xxx
	1
	0: No Limit

1-255: Maximum number of ongoing SCM transactions
	CBC-REQ, CBC-RSP, REG-REQ, REG-RSP


[------------------------------------End of text Modification---------------------------------------]
[modify the text in 7.2.2.7 as follows]
[------------------------------------Start of text Modification---------------------------------------]
7.2.2.7
Security Capabilities Negotiation

As part of their EAP Process, the ‘Supplicant’ (CPE) provides the BS and ‘Authenticator’ (AAA service) with a list of all the cryptographic suites (pairing of data encryption and data authentication algorithms) the CPE supports during initiation of initial authentication or re-authentication. The ‘Supplicant’ may also provide the ‘Authenticator’ negotiate values for SCM-related parameters (Table xx) that it will use. This information is carried in Attribute Value Pairs (AVPs) of EAP packets encapsulated in either an SCM EAP-Start or EAP-Transfer message.
The format of the data that is exchanged between the ‘Supplicant’ and the ‘Authenticator’ shall conform to the methods specified by the AAA service (e.g. RADIUS/RFC 2865 or DIAMETER/RFC 3588) that operator will deploy. The parameters that describe the cryptographic suite options are in section 7.4.1. Other SCM-related parameters are described in Table xxx. If these items are not negotiated during the authentication procedure, then the default cryptographic suite that is selected is ‘No Protection’ and the default values for other SCM-related parameters in Table xxx are used. 
Upon verifying the ‘Supplicant’s credential (e.g. EAP Success event) he ‘Authenticator’ selects from this list a single cryptographic suite to employ with the requesting CPE’s Primary and Secondary SA, as well as the (default) cryptographic suite to be applied to multicast management traffic assigned to any GSAs the CPE may be a part of in the future. This information will be carried in the SCM EAP-Transfer message that carries the MSK to the BS and CPE (upon completion of EAP authentication). The ‘Authenticator’ shall reject the authentication request if it determines that none of the offered cryptographic suites are satisfactory. 

Each static SA-Descriptor identifies the cryptographic suite employed within the SA. The selection of a static SA’s cryptographic suite is typically made independent of the requesting CPE’s cryptographic capabilities. An ‘Authenticator’ may include in its EAP-Transfer message, SA-Descriptors identifying the cryptographic suites for SAs the AAA authorizes the CPE for. The CPE shall not start TEK state machines for static SAs whose cryptographic suites the CPE does not support, or if “no protection” is the suite chosen for the SA.
SA-Descriptors for the Primary and Secondary SAs, shall only be provided for in EAP-Transfer messages. SA-Descriptors for GSAs shall not be provided for in EAP-Transfer messages. Only the default cryptographic suite to employed by GSAs shall be sent in an EAP-Transfer message. One or more GSAs may be installed on the CPE via the SCM GSA-Add message, following addition of that CPE to a multicast group (see 6.20). 
If the “no protection” suite is the only cryptogpraphic suite that a CPE supports, then no unicast or group SAs shall be configured for the CPE and no TEK state machines shall be started and any traffic that the CPE transmits will be mapped to the Null SA when a service flow is defined. 
Table xxx.1 below gives an example of how the list of cryptographic suites and SCM-related parameters that the 802.22-based ‘Supplicant’ supports can be signaled to the ‘Authenticator’.
Table xxx.1 – CPE SCM configuration Request
	Syntax
	Size
	Notes

	Num_crypto_suites
	8 bits
	Number of cryptographic suites supported

	for (i=1; i < Num_crypto_suites; i++){
	
	

	     Cryptographic Suite
	8 bits
	See 7.4.1

	}
	
	

	EAP Authentication Timer
	24 bits
	Timeout period between sending SCM EAP-Start or EAP-Transfer, in seconds (see 7.2.2.5).

	Authentication Grace Timer
	24 bits
	Amount of time after authentication is complete that must pass before re-authentication is complete, in seconds (see 7.2.2.5).

	Max # of EAP Authentication attempts
	8 bits
	Maximum # of attempts a CPE can attempt EAP authentication (see 7.2.2.5).

	Operational Wait Timeout
	24 bits
	Timeout between sending of Key Request messages from the Op Wait state, in seconds (see 7.2.3.2.4).

	Rekey Wait Timeout
	24 bits
	Timeout between sending of Key Request messages from the Rekey Wait state, in seconds (see 7.2.3.2.4).

	GTEK/TEK Grace Time
	24 bits
	Time interval, in seconds , before the estimated expiration of a GTEK/TEK that the CPE starts rekeying for a new GTEK/TEK.

	SCM Version Support
	8 bits
	Version of SCM protocol the CPE supports

	SCM Flow Control
	8 bits
	Number of ongoing SCM transactions the CPE will allow

	PN Window Size
	8 bits
	Size of PN_WINDOW (see 7.4)


Table xxx.2 below gives an example of how the ‘Authenticator’ can signal the ‘Supplicant’ with the values for SCM parameters as well as the cryptographic suite configuration for any SAs the CPE is authorization
Table xxx.2 – CPE SCM configuration Reply
	Syntax
	Size
	Notes

	Num_SA_Descriptors
	8 bits
	Number of SAs being configured

	for (i=0; I < Num_SA_Descriptors; i++){
	
	

	     SAID
	16 bits
	SAID of SA

	     SA-Type
	1 bit
	Type of SA:

0: Primary (Unicast) SA

1: Secondary (Unicast) SA

	Cryptographic Suite
	8 bits
	Cryptographic Suite to be employed by the SA, see Table 194. Only suite = 0x05 can be selected for the Secondary (Unicast) SA.

	}
	
	

	Default Cryptographic Suite for GSAs
	8 bits
	Either 0x03 or 0x04, see Table 194

	EAP Authentication Timer
	24 bits
	Timeout period between sending SCM EAP-Start or EAP-Transfer, in seconds (see 7.2.2.5).

	Authentication Grace Timer
	24 bits
	Amount of time after authentication is complete that must pass before re-authentication is complete, in seconds (see 7.2.2.5).

	Max # of EAP Authentication attempts
	8 bits
	Maximum # of attempts a CPE can attempt EAP authentication (see 7.2.2.5).

	Operational Wait Timeout
	24 bits
	Timeout between sending of Key Request messages from the Op Wait state, in seconds (see 7.2.3.2.4).

	Rekey Wait Timeout
	24 bits
	Timeout between sending of Key Request messages from the Rekey Wait state, in seconds (see 7.2.3.2.4).

	GTEK/TEK Grace Time
	24 bits
	Time interval, in seconds , before the estimated expiration of a GTEK/TEK that the CPE starts rekeying for a new GTEK/TEK.

	Max # of Key Request Attempts
	8 bits
	Max # of attempts a CPE can attempt a Key Request

	SCM Version Support
	8 bits
	Version of SCM protocol the CPE supports

	SCM Flow Control
	8 bits
	Number of ongoing SCM transactions the CPE will allow

	PN Window Size
	8 bits
	Size of PN_WINDOW (see 7.4)


If the SA defines use of authentication only or “no protection” method, all MAC PDUs sent with CIDs linked to this SA must have EC bit set to ‘0’ in the Generic MAC Header. Otherwise, if only “authentication+encryption” or “encryption only” is supported the EC bit must be set to ‘1’ in the Generic MAC Header. Other combinations are not allowed; MAC PDUs presenting other combinations should be discarded. 

The capabilities defined in an SA are not applicable to management messages transmitted on the Initial Ranging, Basic, as well as Broadcast connections. Only data traffic mapped to the Null SA, will be allowed to be transmitted without any authentication or encryption information.

 [------------------------------------End of text Modification---------------------------------------]
New Comment against D5 (Clause 7, Section 7.2.3.2, Figure 117, pg 268, line 1, T)

Figure 117 indicates that if in the "Op Wait" or "Rekey Wait", if the Key Request message times out, we could be inifinitely stuck in that state. We should limit the amount of Key Request attempts that are made. What follows is a modification of the text in 7.2.3.2 to accomdate this change. Note, what follows is some modification to Figure 117 and other text in 7.2.3.2 to resolve this comment and clarify operation of the TEK State Machine.
[replace Figure 117 with the following]
[------------------------------------Start of text Modification---------------------------------------]
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[------------------------------------End of text Modification---------------------------------------]
[replace Table 190 with the following]
[------------------------------------Start of text Modification---------------------------------------]
	State / Event or Recvd Msg
	(A)

Start
	(B)

Op Wait
	(C)

Op Reauth Wait
	(D)

Op
	(E)

Rekey Wait
	(F)

Rekey Reauth Wait
	(G)

Multicast Rekey Interim Wait

	(1)

Stop
	
	Start
	Start
	Start
	Start
	Start
	

	(2)

Authorized
	Op Wait
	
	
	
	
	
	

	(3)

Auth Pend
	
	Op Reauth Wait
	
	
	Rekey Reauth Wait
	
	

	(4)

Auth Comp
	
	
	Op Wait
	
	
	Rekey Wait
	

	(5)

TEK Invalid
	
	
	
	Rekey Wait
	
	
	

	(6)

Timeout
	
	Op Wait
	
	
	Rekey Wait
	
	

	(7)

TEK Refresh Timeout
	
	
	
	Rekey Wait
	
	
	

	(8)

GTEK Refresh Timeout
	
	
	
	
	
	
	Rekey Wait

	(9)

Key Reply
	
	Operational
	
	
	Operational
	
	

	(10)

Key Reject
	
	Start
	
	
	Start
	
	

	(11)

GKEK Updated
	
	
	
	Multicast Rekey Interim Wait
	
	
	

	(12)

GTEK Updated
	
	
	
	Multicast Rekey Interim Wait
	
	
	

	(13)

Key Request Retry Exhaustion
	
	Start
	
	
	Start
	
	


[------------------------------------End of text Modification---------------------------------------]
[modify the definition of the “Timeout”event in section 7.2.3.2.3 as follows]
[------------------------------------Start of text Modification---------------------------------------]
Timeout: A retry timer timeout. Generally, when either the Operational Wait Timeout expires while in the Op Wait state or when the Rekey Wait Timeout expires while in the Rekey Wait state. Whenever this happens a counter tracking the current number of Key Request attempts is incremented.
[------------------------------------End of text Modification---------------------------------------]
[add the following text to section 7.2.3.2.3]
[------------------------------------Start of text Modification---------------------------------------]
Key Request Retry Exhaustion : This event is triggered when the number of Key Request attempts after the Timeout event while in the “Op Wait” or “Rekey Wait” has been exhausted. When this even is triggered, the count of current number of Key Request attempts is reset.
[------------------------------------End of text Modification---------------------------------------]
[add the following text to section 7.2.3.2.4]
[------------------------------------Start of text Modification---------------------------------------]
Max # Key Request Attempts: Maximum number times a CPE is allowed to attempt Key Request transaction while in the Op Wait or Rekey Wait states.

Current # Key Request Attempts: Current count of attempts to complete a Key Request transaction.
[------------------------------------End of text Modification---------------------------------------]
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