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II. 2010-05-28 Teleconference

II.A Agenda

1) Record Attendance

2) Ask if everyone is familiar with the IEEE patent policy:
http://standards.ieee.org/board/pat/pat-slideset.pdf
3) Approve the agenda.

4) Review/propose comment resolutions for comments in the Security section (Clause 7) from the latest comment database: 

· DCN# 22-10/78r5: https://mentor.ieee.org/802.22/dcn/10/22-10-0078-05-0000-wran-draft-3-0-ballot-comments-database.xls
5)
Other business.
II.B Notes (2010-05-28)

1) R Reddy recorded the attendance at 12:05 EDT.

2) A citation to the IEEE patent policy was provided with the announcement of the meeting.  When asked, no one notified the chairman that they were unfamiliar with the IEEE patent policy.

3) The was no formal agenda provided prior to the meeting, next week’s announcement will be more thorough.

4) Review/propose the resolutions for the following comments in the database: 22-10/78r5.

CID 470: 

There are some reasons for going to EAP: 1) the overhead in management and maintaining certificates is burdensome. 2) EAP is more flexible and provides a better interface with the database. 3) The messaging is more stripped down. 4) Key management will not change but the key hierarchy will change. To support this modification, the authorization machine in 7.2.2.4 has to change, also sections 7.2.2 and 7.2.3. W Caldwell is not convinced that this is necessary.  Security between CPE and BS is not as important as between BS and the database.
Resolution: Accept

Action: Ranga will produce a document summarizing the required changes with specifying the EAP method to be used, see third paragraph of remedy of #472.
CID 471: 

The proposed resolution is accepted to be consistent with the resolution of CID 470.

Resolution: Accept
CID 472: 

Streamlining with EAP would improve and simplify the schemes. Need to specify a EAP method (e.g., EAP-TLS or EAP-TTLS) with sufficient authentication protection. This would address the concerns W Caldwell brought up in our discussion of CID 470. R Reddy, we could be more specific on which EAP method to use for authentification. It will be recommended that EAP-TLS or EAP-TTLS shall be used. Modification of original proposed remedy (See changes to the third paragraph of the remedy in 22-10/78r6).
Resolution: Counter

CID 473: 

The proposed resolution is accepted to be consistent with the resolution of CID 470. EAP provides for mutual authentication.

Resolution: Accept

CID 474: 

This remedy was proposed to correct a misunderstanding. 

Resolution: Pending

Action: R Reddy has to verify that the secondary management connection is indeed mapped to the Null SA, and that this is explicitly stated in the draft.
CID 475: 

Much discussion was had on this comment. Original proposed remedy left a sentence out of the paragraph that was being modified. After the inclusion of that sentence, some modification to the proposed remedy was made. Refer to 22-10/78r6 for the modified remedy.

Resolution: Counter

5) Other Business (there was none).

III. 2010-06-04 Teleconference

III.A Agenda

1) Record Attendance

2) Ask if everyone is familiar with the IEEE patent policy:
http://standards.ieee.org/board/pat/pat-slideset.pdf
3) Approve the agenda.

4) Approve the previous meeting minutes:

· DCN: 22-10/86r0: https://mentor.ieee.org/802.22/dcn/10/22-10-0086-00-0000-security-and-management-ad-hoc-conference-call-minutes-for-D3-ballot.doc
5) Review/propose comment resolutions for comments in the Security section (Clause 7) from the latest comment database: 

· DCN# 22-10/78r7: https://mentor.ieee.org/802.22/dcn/10/22-10-0078-07-0000-wran-draft-3-0-ballot-comments-database.xls
6) Other Business

III.B Notes (2010-06-04)

1) R Reddy recorded the attendance at 12:06 EDT.

2) A citation to the IEEE patent policy was provided with the announcement of the meeting.  When asked, no one notified the chairman that they were unfamiliar with the IEEE patent policy.

3) Approve the agenda. 

4) Approve the last meeting minutes.

5) Review/propose resolutions for the following comments in the latest database 22-10/78r7:

CID 476: 

This comment deals with which suites are supported in each type of Unicast SA. Distinct from issue dealt with in CID 475.
Resolution: Accept
CID 477: 

Multicast is DS only. A response to a management message that is multicasted, would come back on the primary management CID. This is reflected in Table 29.

Resolution: Accept
CID 478: 

There was no confusion on part of participants. This modification highlights how DS multicast transport and management traffic is handled.
Resolution: Counter

CID 479: 

R Reddy still has to post a document summarizing changes required to implement EAP.

Resolution: Defer

Action: R Reddy to produce a document summarizing changes required to implement EAP.
CID 485: 

Figure 128 has to be aligned to the transitions in Table 209. “M&B” in Table 209 needs to be changed to “Multicast”. Also 7-D in 7.2.3.2.5 has to include reference to TEK Invalid Message.

Resolution: Accept

Action: R Reddy has to provide a new figure. G Chounaird has recorded editorial changes required and will implement them as necessary.
CID 486: 

This comment’s suggested resolution is to align with resolution to CID 485.

Resolution: Accept

CID 487: 

TEK Invalid can’t exist as a Message and Event, this needs to be harmonized and 7.2.3.2.5 needs to be updated accordingly.

Resolution: Pending

CID 488: 

R Reddy needs to generate a document covering the changes required to support EAP and post on Mentor.

Resolution: Defer 
Action: R Reddy to produce a document summarizing changes required to implement EAP.
CID 489: 

R Reddy needs to generate a document covering the changes required to support EAP and post on Mentor.

Resolution: Defer 
Action: R Reddy to produce a document summarizing changes required to implement EAP.
CID 490: 

G Chounaird, do we want CPE to monitor changes in movement locally. The group hasn’t decided that this is desired so, first part of text modification is up in question. Recommendation is to have discussion at System ad-hoc and WG level prior to accepting resolution.

Resolution: Defer

CID 491: 

R Reddy needs to generate a document covering the changes required to support EAP and post on Mentor.

Resolution: Defer 
Action: R Reddy to produce a document summarizing changes required to implement EAP.
CID 495: 

R Reddy to provide a new modified figure to G Chounaird.

Resolution: Pending

6) Other Business
The Cognitive Radio Ad-hoc has requested that the following comments be handled by the Security & Management ad-hoc:


662, 665, 669, 673, 674, 675, 676

These comments are related to concepts related to secure access to the Database Service. The goal is to discuss them during the June Interim or possibly the following week.
IV. 2010-06-18 Teleconference

IV.A Agenda

1) Record Attendance

2) Ask if everyone is familiar with the IEEE patent policy:
http://standards.ieee.org/board/pat/pat-slideset.pdf
3) Approve the agenda.

4) Approve the previous meeting minutes:

· DCN: 22-10/86r2: https://mentor.ieee.org/802.22/dcn/10/22-10-0086-02-0000-security-and-management-ad-hoc-conference-call-minutes-for-D3-ballot.doc
5) Review/propose comment resolutions for comments in the Security section (Clause 7) from the latest comment database: 

· DCN# 22-10/78r8: https://mentor.ieee.org/802.22/dcn/10/22-10-0078-08-0000-wran-draft-3-0-ballot-comments-database.xls
6) Other Business

IV.B Notes (2010-06-18)

1) R Reddy recorded the attendance at 12:08 EDT.

2) A citation to the IEEE patent policy was provided with the announcement of the meeting.  When asked, no one notified the chairman that they were unfamiliar with the IEEE patent policy.

3) Approve the agenda. 

4) Approve the last meeting minutes.

5) Review/propose resolutions for the following comments in the latest database 22-10/78r8:

Note: Database service-related primitives and security issues will be discussed this week. Some of the related comments provided in last call’s minutes have been discussed.
CID 669: 

Folks on call have no problems accepting this.
Resolution: Accept
CID 670: 

This is the same comment as 669.
Resolution: Superseded by 669
CID 673: 

Some other modifications to the table are being considered. Namely we don’t need to specifiy personal/portable mode 1 device type. Port Number isn’t applied to Base Station, but to server that serves database access. We need to assign an if-block in table for personal/portable mode 2
Resolution: Pending

Action: W Caldwell to develop text modifications for table.
CID 674: 

This comment is dependent on resolution to 673. G Chounaird, what is exactly optional about message. W Caldwell not sure exactly what needs to be optional. Device access (e.g. BS address) should only be provided when BS is registering. Also “Antenna Information” should be made optional.
Resolution: Pending

Action: W Caldwell to develop text modifications for table.
CID 675: 

R Reddy, this message could be used to keep track of how good the access to database is. W Caldwell most of the primitives are oriented against a request response phase. We have an indication message that could suffice. Confirm message included because original text based of other existing primitive development. The confirm message would only really be needed if the available channels are calculated on the fly. Group decided to remove it.
Resolution: Accept
CID 676: 

R Reddy, management interfaces could be local or remote using MIBs read/written through SNMP. We couldn’t to replace “NCMS” with “local or remote management entity”, because there may be some confusion between the idea of the SM (which does management) and another management entity that is outside the scope of 802.22. Group decided to go with W Caldwell’s original proposal.
Resolution: Accept
6)
Other Business: none

V. 2010-06-25 Teleconference

V.A Agenda

1) Record Attendance

2) Ask if everyone is familiar with the IEEE patent policy:
http://standards.ieee.org/board/pat/pat-slideset.pdf
3) Approve the agenda.

4) Approve the previous meeting minutes:

· DCN: 22-10/86r3: https://mentor.ieee.org/802.22/dcn/10/22-10-0086-03-0000-security-and-management-ad-hoc-conference-call-minutes-for-D3-ballot.doc
5) Review/propose comment resolutions for comments in the Security section (Clause 7) from the latest comment database: 

· DCN# 22-10/78r9: https://mentor.ieee.org/802.22/dcn/10/22-10-0078-09-0000-wran-draft-3-0-ballot-comments-database.xls
6) Other Business

IV.B Notes (2010-06-25)

1) R Reddy recorded the attendance at 12:16 EDT.

2) A citation to the IEEE patent policy was provided with the announcement of the meeting.  When asked, no one notified the chairman that they were unfamiliar with the IEEE patent policy.

3) Approve the agenda. 

4) Approve the last meeting minutes.

5) Review/propose resolutions for the following comments in the latest database 22-10/78r9:
CID 496/497/498: 

R Reddy has a document to address most of the EAP-related comments. Hope to has it up by the beginning of next week. 
Resolution: Pending
CID 499: 

R Reddy, (1) should we call it Device ID instead of FCC ID? Two, what size should Device ID and S/N be? G Chounaird, FCC and IC would require 17 characters. A Mody, for S/N there is a specification, 12 alpha-numeric character currently applied to consumer electronic devices. The SCM exchange happens before registration, i.e. before we’ve verified if the CPE is allowed to operate. This means we are more constrained and should reduce the size of the burst being transmitted. R Reddy proposes to make Device ID 17 characters and S/N 12 characters
Resolution: Counter

Action: On pg 305 ln 48 change “FCC ID” to “Device ID”. On pg 305 ln 50, replace FCC with Device and state length of 12 character for S/N and 17 character for Device ID. Also, make similar changes to Section 7.5.1.4.3
CID 500: 

W Caldwell is just suggesting that the same verification of the CPE be used to verify the database. Some minor edits are suggested, group agrees 
Resolution: Accept

CID 503/504: 

A Mody wants to keep for allowing collaborative sensing for domains that allow it. G Chounaird, FCC currently only specifies OR-based decisison making. We could allow it if other domains want to use more sophisticated decision making, like voting based rules. W Caldwell, to date no other domains have specified as such. Now, the collaboration aspect is not really happening. The sensing is distributed. A Mody agrees, and could change the name of this section to reflect the distribution. W Caldwell maintains that he doesn’t understand how “fusion” is really happening. R Reddy, the term “fusion” deals with collecting the data from N CPE’s and making a single decision. W Caldwell, believes removing this text shouldn’t be a problem, because current text in section 7.6.7 isn’t a technical normative text. G Chounaird, why is this in Clause 7? A Mody, SM verifies the signal type, but in Clause 7 we use the ruleset to verify if the signal is detected is presented. R Reddy, text here to prevent either unintentional/intentional DoS. W Caldwell, no tests have shown that this type sensing have worked. A Mody, that’s not true entirely true, it was false alarms that couldn’t be helped. G Chounaird, TG1 beacon would help prevent this, but FCC/broadcasters have panned use of beacon. 
Resolution: Pending

Action: A Mody to revisit text for this section. Rename it and making it more normative. 
6)
Other Business: 

Note: A Mody to provide R Reddy with current TG1 draft in order to review remaining 802.22.1/D6 sponsor ballot comments.

V. 2010-07-30 Teleconference

V.A Agenda

1) Record Attendance

2) Ask if everyone is familiar with the IEEE patent policy:
http://standards.ieee.org/board/pat/pat-slideset.pdf
3) Approve the agenda.

4) Approve the previous meeting minutes:

· DCN: 22-10/86r4: https://mentor.ieee.org/802.22/dcn/10/22-10-0086-04-0000-security-and-management-ad-hoc-conference-call-minutes-for-D3-ballot.doc
5) Review/propose comment resolutions for comments in the Security section (Clause 7) from the latest comment database: 

· DCN# 22-10/78r13: https://mentor.ieee.org/802.22/dcn/10/22-10-0078-13-0000-wran-draft-3-0-ballot-comments-database.xls
6) Other Business

V.B Notes (2010-07-30)

1) R Reddy recorded the attendance at 12:06 EDT.

2) A citation to the IEEE patent policy was provided with the announcement of the meeting.  When asked, no one notified the chairman that they were unfamiliar with the IEEE patent policy.

3) Approve the agenda. 

4) Approve the last meeting minutes.

5) Review/propose resolutions for the following comments in the latest database 22-10/78r13
Note: During this ad-hoc telecon no new comment resolutions were discussed. Resolutions to EAP implementation-related comments as documented in 22-10/136 were reviewed. What follows is a discussion of those comments.
CID 319: 

R Reddy provided a brief overview of EAP. EAP gives us flexibility to select an EAP method and credential so we can avoid having to separate credentials, one for database access authentication and network access authentication. A Mody asked that if database access communication is done over another protocol, e.g. SSH, then does EAP go away? R Reddy, in a manner yes, EAP would then only be used for network access authentication. G Chounaird, what about PEAP as an option? R Reddy will look into it some more and get back to the group. R Reddy then discussed the new SCM messages that encapsulate the EAP exchange, and their format.
Resolution: Accept

CID 470: 

This comment only deals with exchanging the term “digital-certificate-based CPE” with “EAP-based”. The ad-hoc did have some discussion on whether or not to recommend specification of a particular EAP method to use. 
Resolution: Accept

CID 471: 

A Mody requested a redraw of this figure. 22-10/136 will updated with the new figure and uploaded to Mentor.
Resolution: Accept

Action: R Reddy to redraw Figure 126 to make “PHY SAP” object smaller
CID 472: 

This comment provides text to introduce EAP and EAP-based authentication and key management. It is now in Section 7.1.2 where a particular EAP method is specified, namely EAP-TLS or EAP-TTLS. Note that while the title of Section 7.1.2 is changing and some text is added to the section, we are also removing some text on pg 265 of D3 and removing section 7.1.3, 7.1.3.1, and 7.1.3.2. A Mody asked if we are removing support for ECC authentication. R Reddy answered by saying that if we specify EAP-TLS/TTLS and use one of those methods with an ECC X.509 certificate we are essentially doing ECC authentication.

Resolution: Accept

CID 473: 

This comment is correcting a text error to make it clear that authentication in 802.22 IS mutual. It also removes references to the certificate-based authentication. No one had any questions here.

Resolution: Accept

CID 479: 

R Reddy noted that 22-10/136 does not have text to implement a resolution to CID 479. That will be provided in a later contribution.

Resolution: Pending

CID 488: 

This comment deals with how AK is derived. A Mody asked if a nonce could be used in derivation of AK. R Reddy, it could be, but is not necessary. R Reddy noted that no modification to text in 7.2.4.6.2 was needed as originally suggested in the comment.

Resolution: Counter

CID 489: 

This comment provides update to text in 7.2.6 to discuss how AK is maintained under EAP authentication. R Reddy noted that the second instance of PAK should be changed to PMK.

Resolution: Counter

Action: R Reddy to update 22-10/136 to second instance of PAK in resolution to 489 is changed to PMK

CID 491: 

This comment deals with how context for source material used to derive AK is treated. G Chounaird asked if PMK needs a lifetime. R Reddy stated that EAP-based authentication can be re-initiated at the operator’s discretion so a “lifetime” value to control re-authentication initiation isn’t needed

Resolution: Accept

CID 496/497: 

These comments deal with section 7.4.3 and 7.4.4, which both are related to the RSA and ECC-based authentication. Proposed resolution is to change title of 7.4.3 to “Requirements for EAP-TLS/TTLS”, add references to IETF RFCs that specify how EAP-TLS and TTLS should be implemented and then remove the remaining RSA/ECC related text in 7.4.3 as well as delete 7.4.4. G Chounaird asked if TLS/TTLS references in the new text for 7.4.3 should be provided here or in Section 2 “Normative References”. R Reddy noted that 7.4.3 now is being used to highlight what is required to implement EAP-TLS/TTLS as determined by our working group, so the references should exist in 7.4.3 as they are as well as Section 2.

Resolution: Accept

CID 498: 

This comment deals with adding some overview text to the beginning of Section 7.5. This section defines the certificate profile to be used when using EAP-TLS/TTLS. Group had another brief discussion as to whether or not we should specify a particular EAP method. R Reddy noted that EAP-TLS/TTLS were selected based on knowledge of some of the methods and credentials that FCC database proposal proposers were considering. R Reddy also re-iterated that the goal in selecting EAP-TLS/TTLS was to avoid having to support two different credentials for user and database access authentication. W Caldwell noted that while we may be getting ahead of ourselves by specifying a particular EAP method, we have the opportunity to drive the direction of standardization because our group is one of the first to enter this space. W Caldwell also mentioned that if people seriously object to specification of a particular EAP-method during Sponsor Ballot phase, then we can resolve the issue by making the draft EAP-method agnostic at that point.

Resolution: Accept
6) Other Business:

a. In discussing CID 319, G Chounaird asked if PEAP was on option. For background EAP is a framework that defines messages for carrying credentials used in an authentication exchange. It is not a protocol that implements the authentication exchange in an of itself. There are protocol specifications that define EAP exchanges explicitly. 802.1X is such a speficiation for 802 networks. PEAP is another such specification. As far as defining the air interface standard in the 802.22 working group, it is only necessary to put in the hooks for carrying EAP messages. Defining specific implementation requirements would become the responsibility of an industry group.

VI. 2010-08-13 Teleconference

VI.A Agenda

1) Record Attendance

2) Ask if everyone is familiar with the IEEE patent policy:
http://standards.ieee.org/board/pat/pat-slideset.pdf
3) Approve the agenda.

4) Approve the previous meeting minutes:

a. DCN: 22-10/86r5: https://mentor.ieee.org/802.22/dcn/10/22-10-0086-05-0000-security-and-management-ad-hoc-conference-call-minutes-for-D3-ballot.doc
5) Review/propose comment resolutions for comments in the Security section (Clause 7) from the latest comment database: 

a. DCN# 22-10/78r14: https://mentor.ieee.org/802.22/dcn/10/22-10-0078-14-0000-wran-draft-3-0-ballot-comments-database.xls
6) Other Business

VI.B Notes (2010-08-13)

1) R Reddy recorded the attendance at 12:08 EDT.

2) A citation to the IEEE patent policy was provided with the announcement of the meeting.  When asked, no one notified the chairman that they were unfamiliar with the IEEE patent policy.

3) Approve the agenda. 

4) Approve the last meeting minutes.

5) Review/propose resolutions for the following comments in the latest database 22-10/78r14
CID 479: 

R Reddy noted that 22-10/136r2 has text to implement a resolution to CID 479. R Reddy noted that an r3 will be created to update definitions of SCM and EAP related parameters in Section 11, Table 287. R Reddy also needs to provide vector images and Visio files of the new diagrams in 22-10/136r3.

Resolution: Pending

6) Other Business:
· G Chouinard will provide R Reddy a list of comments that need more discussion, with regard to implementation.

· R Reddy still has to deal with portability contribution 22-10/135 in adhoc on 8/11.

· G Chouinard, probably will have another coexistence call next week.
· G Chounaird, D4 will be initiated after 8/20, so comment work against resolving D4 will be started in September.

· R Reddy no document forthcoming to deal with Table 289 in Section 11, and 22-10/138 will be available on 8/19 system call.
._________________________
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