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A) Some background to respond to 662

Frankly, the requests made by these commenters are difficult if not practical to accomodate. If we come to a more clearer understanding of how security subsystem is structured this will become clear.

First of all, there are two points that we need to bases our discussion on:

1) Security mechanisms embedded in the CPE and BS to support device/user authentication and to allow protection for MAC management messages as well as messages exchanged between the SM and SSA. 

2) Security to setup keying for protection of user data

Item (1) SHALL be supported by functionality in the CPE and BS. Not doing so would be bad. Not protecting system management data, spectrum channel usage, user private information, etc would lead to an unstable system in the presence of "bad" actors and may even violate rules of regulatory bodies and other legal entities. 

Item (2) MAY be supported. Protection of user traffic can be optional and discretion can be at the hands of the service provider / network operation or be chosen when a user signs a service agreement with said provider. Example, many public WiFi hotspots are free and open (no security), but some others are protected and require a subscription to access.

Having laid the groundwork by explaining these two issues, let us discuss the current design of the security sublayer. There are two aspects of the security sublayer: authentication/authorization, TEK establishment.

Upon completing the basic capabilities exchange (CBC-REQ/RSP) then authentication/authorization phase is executed with SCM-REQ/RSP message. This exchange is used to authorize the CPE for operation in the network. 

A couple of things happen during this phase:

- Credentials are exchanged between the CPE and the AAA server, so CPE and AAA server can authenticate each other

- CPE sends its security capabilities to AAA, and AAA negotiates with CPE what security capabilities it has to operate with

- SAs are established 

So, here if the operator doesn't want to protect user data traffic, it can return an instruction to do so. In this case only the null SA gets established. The null SA will contain the keying material to protect MAC management traffic as well as messages exchanged between SM<->SSA. User traffic on transport CIDs are mapped to this SA, and no encryption and/or authentication is provided on that traffic.

If an operator, does want to support encryption of user traffic, then two unicast security associations also get established (Primary and Secondary). The primary SA will have connections whose traffic is "authentication only" or "authentication+encryption only", where as the secondary SA will have connections whose traffic is "encryption only".

Some MAC management and SM<->SSA messages can be multicasted. To support this, a Group SA can be established. Once CPEs have been assigned to the mutlicast group (6.20), a group SA shall be established. Keying material established for the group SA SHALL only be applied to MAC management and SM<->SSA messages exchanged between the BS and CPEs that are part of the group. No user multicast traffic will be encrypted. User multicast traffic is mapped to the null SA.

For user/device authorization in D2 we had defined a certificate exchange. In D3 comment balloting we SHALL bring a comment to replace this with support of EAP. EAP is a framework for user/device authorization, of which there are many different methods that can be supported. There are password based methods, which are simple to implement. There are methods based on TLS that require exchange of a certifcate. EAP-SIM and EAP-AKA are tailored specifically for the cellular industry. 

Many devices, such as most major smartphone vendors support TLS. So, we believe support of EAP methods such as EAP-TLS or EAP-TTLS, based on TLS protocol (used for secure web browsing) is supportable on 802.22 devices and networks. Password-based EAP methods are very weak from a security perpsective and not really recommended any more.

For user and management traffic encryption, we have specified only one protocol AES-GCM. Previously (actually we had nothing previously but I digress) we had HMAC and CMAC for authentication only for management traffic, and then AES-GCM for encryption+authentication and then AES-CTR for encryption only. I tailored the configuration and execution of AES-GCM in such a manner as to mirror the same behavior in IEEE 802.15.4-2006, such that we can support "authentication only", "authentication+encryption", and "encryption only" with just AES-GCM. Doing this has greatly simplified the system. Most wireless devices support AES-based encryption devices now, so supporting AES-GCM shouldn't be a problem. In fact other 802 groups (e.g. 802.1af ?? are including support of this), and more groups will attempt to use it in the future. The advantage that AES-GCM has over AES-CCM is that GCM doesn't need to know to total block length of data to be encrypted ahead of time. This can lead to (even further) reduction in security overhead that security ad-hoc wants to comment on in D3 balloting.

As we have discussed, the security sublayer has flexibility in its operation. The caveat is that the BSs and all CPEs have to support the user/device authorization protocols as well as user and managment traffic encryption protocols.

Proposed Resolution: Reject 662, with the text above as an explanation
B) In response to comment 1363:

As stated in response to 662, there is some capability that SHALL reside on the CPE. Not doing so is very problematic.

As stated before, user/device authorization is a must and SHALL be supported. Protection of user traffic data MAY be supported.

When the authorization exchanged mentioned above is executed, the process is managed by a state machine followed at both the BS and the CPE. When the authorization is complete, at a minimum the null SA is established. The null SA contains an authorization key (AK) which is used to drive derivation of keying to protect management message (MMP_KEY) and to protect user traffic keying (KEK) should user traffic protection be enabled.

Periodically CPEs have to re-authorized. This can be controlled in one of three ways: (1) One way is via a timer, (2) the other way is via a pkt counter, and (3) the third way is via an un-solicited reauthorization request sent from AAA server. 

***NOTE: A CPE maintains two generations of active AK contexts, that have overlapping lifetimes. The purpose of this is to allow continuous operation while re-authorizing

1) A timer is established to specify the "lifetime" of the AK. When this timer expires, the CPE switches to the second generation AK context (with its own MMP_KEY and KEK), and the CPE sends a re-authorization request to AAA server to establish a new second generation AK context

2) MMP_KEY is applied to management messages via the AES-GCM protocol. The AES-GCM protocol appends a PN field to each MAC PDU. The PN field is a counter that is incremented. This counter is used to prevent re-play attacks. Prior to approximately 1/2 the PN space is gone through, the second generation of AK context (which has it's own MMP_KEY) is activated, the PN is reset, and an SCM REQ/RSP phase is executed to establish a new second generation AK. 

3) The AAA server, via operator control, can send an unsolicited authorization to CPE to force CPE to initiate a re-authorization phase. This capability doesn't exist in D2 now, as it's primarily a function of the EAP protocol which we plan to introduce in D3 commenting and balloting.

Which method for re-authorization is up to the vendor and/or operator as far as the security/management ad-hoc chairs are concerned. 

Rekeying of unicast user data traffic keys (TEKs) and multicast management keys (GTEKs) are governed by a state machine at the BS and CPE.

For unicast user data, if protection for unicast user data traffic is afforded, a similar situation exisits as did for management traffic. In both the Primary and Secondary SAs their are two generation of TEKs with overlapping lifetimes. The TEKs, like the AK, are governed by a timer and/or a PN counter. Rekeying for the Primary or Secondary SA is governed by expiration of the timer or the PN counter. As far as the security ad-hoc is concerned the method used is up to the vendor and/or operator.

For multicast management traffic, Group SAs are established. Each Group SA has two generation of GTEKs with overlapping lifetimes. Each GTEK has a lifetime parameter and a PN counter. Either method can be used to setup rekeying, and as far as the security ad-hoc is concerned the method chosen is up to the vendor and/or operator.
Proposed Resolution: Reject, with the text above used as an explanation
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Abstract


Purpose of document is to propose resolution to comments to comments 662 & 1363.
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