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Systems Issues Related to Security in 802.22 
Comments 673 and 674 – Apurva Mody and Thomas Kiernan
Comment:
802.22 shouldn't mandate factory-installed private/public key pairs. Operators should be able to self-sign their own certificates and install them for CPE authorization.

Suggested Remedy:

For text line 13-18 on pg 270, replace all references to "factory-installed" to "pre-installed". Add the following sentence to the end of the paragraph: "Pre-installed certificates could be generated /installed by the manufacturer or they could be (self-signed) certificates created by the operator."

Resolution (as currently discussed):

This would depend on the need for the database service to have clear credentials for each CPE.  The database service may not allow modification of the CPE credentials.

Initial Feedback from Security Adhoc:

Security ad-hoc has to resolve comment(s) regarding introduction of EAP as the means for authentication. EAP is a framework that supports various EAP methods. Some EAP methods allow the operator to specify their own credential. In this case, if an operator wanted to use their own credential, they could. However, the database service could force upon operators, the use of a specific type of credential for database access. 

Do we want to have to support multiple credentials on a CPE, one for network authentication and one for database access authentication? Ideally, the answer would be a NO, because having to support two credentials overly complicates the standard. 

We could use the credential the database service access requires for our own BS to CPE and  CPE to BS network authentication. This would save us the headache of having to maintain two credentials.

With respect to the comment, we (in the security ad-hoc) feel that changing “factory-installed” to “pre-installed” doesn’t change anything or puts us into a position to violate the new FCC ruling and the database interface requirements. The term “pre” covers the scope of “factory”, in both cases a credential (ie certificate) is installed in the CPE prior to operation. Should things change, we should mark issue for review during the sponsor ballot phase.

Final Resolution
Security ad-hoc believes that this comment should be Accepted as in the Suggested Remedy.
Comment 356, 361, 473, 474, 505, 506, 508, 509 (This was discussed in the MAC ad-hoc and Wendong would like to bring this to the systems group)
Comment:

From CID 356: “Transmitting CPE MAC address in RNG-REQ violates the user's privacy and can allow maclicious users to track/monitor and individual's transmissions.” 

Suggested Remedy:

Adopt recommenndations in 22-09-0114-00-0000-privacy-concerns.doc

Resolution (as currently discussed):

Malicious use of MAC address in RNG-REQ message.

Initial Feedback from Security Adhoc:

Generally these comments (356, 361, 473, 474, 505, 506, 508, 509, 687, 688, 710, 712) deal with a system privacy issue that has been discussed in the security ad-hoc. Doc# 22-09/0114 (or latest revision) proposes two approaches for the ensuring CPE privacy. The ad-hoc reviewed this document in the context of CID’s 687, 688, 710, and 712. The ad-hoc decided that Approach 1 in 22-09/0114 was the better way to go. 

Implementation of the comment resolution requires the following:

1. addition of a section to Clause 7 to describe approach 1 from 22-09/0114

2. modification of certificate profile in Section 7.5 to replace MAC address in certificate definition with FCC ID and Serial #

3. Modifications to IEs for RNG-REQ/RSP

4. Updating some text with regard to network entry procedure

Comment Status:

Security ad-hoc that a counter to those comments should be made and all of them should be superceded by the resolution to either 687/688 or 710/712.
Comment 298 – Gerald Chouinard
Comment:

Why are the CBP burst to be protected. Aren't they broadcast packets by definition for inter-cell coexistence among different WRAN cells. If these cells belong to the same network that needs protection, everything could be done over the backhaul.

Suggested Remedy:

Reconsider the need for security on the CBP bursts since any WRAN operator will need to know how to decode it to act upon it and therefore will be able to mess with it and change the text accordingly.

Resolution (as currently discussed):

Problem is from malicious users creating false CBP bursts. Since any WRAN operator will need to know how to decode these CBP bursts to act upon it, they will therefore be able to 'mess with it'. What is the need for securing these CBP bursts then? Also, the bursts giving identity as per the FCC R&O would need to be in the clear. Assigned to the security ad-hoc group for resolution.

Initial Feedback from Security Adhoc:

Currently the CBP bursts are transmitted in the clear. They contain a signature at the end of the message to ensure that the CBP burst is authentic – that is, it has not been modified. Currently, the CBP burst authentication (protection) is optional. 
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The desire to protect the CBP is to keep malicious users/operators from preventing legitimate users/operators from using available channel and engaging in coexistence operations. The current procedure (in summary) uses a public key to sign the CBP burst, the signature is then added to the CBP burst when transmitted. Upon reception of the burst, the receiving BS would use the key of the transmitting BS to verify the signature (e.g. authenticate the signature). If verification fails, then the CBP would have to be dropped. 

Signing of the data burst involves processing the burst through some mathematical function, whose behavior is “modulated” by an input key. The burst data itself is not modified in anyway. So, using signatures doesn’t hide the data, like encryption does. This means that the burst is still readable by the receiving BS. Now if the receiving BS doesn’t have the public key of the transmitting BS or doesn’t support the CBP authentication via signature, it obviously cannot verify the signature. In this case, the receiving BS can choose to either ignore the signature and go on to process the CBP, or possibly execute a certificate exchange to get the transmitting BS’s certificate so it can properly verify CBP bursts in the future.

Having described the procedure that is currently implemented, let us describe some of the other ways that errors can be detected in packet transmissions and provide some reasoning as to why the security ad-hoc chose its’ current approach:

1. Cyclic Redundancy Check (CRC) is a non-secure method to create an error-detection code, whereby the data is divided by a known polynomial, it generates a CRC value that would be appended to a packet during transmission. Upon reception, the receiving node re-calculates the CRC value, and if there is a difference, it’s assumed there is some kind of error, and the packet would then be discarded. The problem is, that depending on the length/type of CRC polynomial, it is possible to generate the data in such a way that when the CRC is calculated, the CRC output will be the same as for the unmodified data stream. IEEE 802.3 uses a specific polynomial that is 32 bits long and CRC values that 32bits (4 octets) long.

2. Hashing algorithms like MD5 and SHA-1 are used to provide the same capability as a CRC, but the mathematical formula is supposed to be more secure that a simple CRC. Unfortunately, it has been recently discovered, that MD5 and SHA-1 still have a ‘collision’ vulnerability. This means it is possible to have two data sets/packets that generate the same MD5/SHA-1 hash value. Because of this, NIST is deprecating use of SHA-1, and suggesting moving onto SHA-2 (SHA with 224, 256, 384, or 512 bit signature/hash) for any hash/signature calculations. SHA-2 hashes can range in 28, 32, 48, 64 octets.

3. Even if you specify SHA-2, using a hash algorithm without ‘modulating’ with some key is not a good approach. That is what HMAC is for. HMAC requires that a key be applied to the hashing algorithm to make it more secure. But this then requires a key to be distributed?

Knowing that a simple CRC or earlier-generation hash algorithm wouldn’t be sufficient, the security ad-hoc went looking for protocols that would avoid some the issues that have been described. That is why the TG1 approach has been adopted. The security ad-hoc decided that it would be a good idea to pursue the current method, because from the TG1 perspective, the base standard would have to include ECC certificate identification capability to verify TG1 beacons to be compatible with the TG1 standard. If this was the case, then why not adapt the TG1 approach?

This approach uses keys from an ECC implicit certificate to sign TG1 beacons. It is as compact as possible, while providing an adequate amount of security. We have made some adaptations to this process. We do not use the ECC certificate key to sign the CBP burst directly to sign the message, instead we use it to derive a key to sign the CBP burst with GMAC (which is the AES-GCM version of HMAC). The signature of this output is only 8 octets, much smaller than the smallest SHA-2 output and smaller than the TG1 beacon signature output. 

We feel the certificate exchange process should be kept in the 802.22 standard. If it is utilized, it would be done so infrequently, so the impact of using it would be minimal. 

In case, the wireless mic industry doesn’t want to make use of TG1 beacons. Also the FCC R&O’s treatment of microphone beacons may change. If this is case, then the use of the at all TG1 beacon is put into question and justification of our use of the ECC method in the base standard, because TG1 is using it, will have to be re-evaluated. 

Also, CBP protection mechanism is optional. We define it in the base standard to allow for operators to implement as they see fit. 

Also, if BS’s, and CPEs for that matter, require their own credentials, then quite possibly the infrastructure for generating and distributing the certificates may be in place, so the impact to the operator should be minimized.

Final Resolution
Security ad-hoc suggests we keep the current authentication mechanism for CBP as it has been specified and re-review it until afer we have a clearer picture regarding the requirements as stated in the Database R&O. So the current Comment should be Rejected. 
Comments Related to the Cognitive Radio Capability Ad-hocs

Comment 1103, 1126 – Gerald Chouinard
Comment 1103: 
CPE automaton can operate over idle time and also during receiving time at the CPE if there are two separate tuners, one for sensing and one for WRAN operation.  It has to stop when the CPE transmits because of the large signal differential present at the CPE WRAN transmit chain versus the level of signal to be sensed on the sensing chain.

Comment 1126, 1127: Thomas Kiernan, Apurva Mody
The current Spectrum Sensing Function, the way it is defined is quite complicated

Resolution (as currently discussed)

Action: Gerald to provide the text on the extent of sensing time that can take place during idle time depending on the CPE RF front-end arrangement. The question of the timing of the Quiet Periods decided by the BS and indicated in the SCH versus a central synchronization of the quiet periods to accommodate different license-exempt technologies in the TV White Space needs to be brought to the WG system discussions in November.

See all the discussions that happened in the October 13th 2009 Cognitive Radio Capability Ad-hoc call (see minutes in latest version of 22-09-0134).
Discussions during the Cognitive Radio Capability Ad-hocs:

· There were lots of discussions on the Comment 1103 from Gerald Chouinard – Comment is as follows: CPE automaton can operate over idle time and also during receiving time at the CPE if there are two separate tuners, one for sensing and one for WRAN operation.  It has to stop when the CPE transmits because of the large signal differential present at the CPE WRAN transmit chain versus the level of signal to be sensed on the sensing chain.
· Ivan – This makes us re-visit why 802.22 introduced quiet periods in the first place. Sensing will not work unless everyone in the system remains quiet. 

· Ivan - The CPEs can not be sensing even on other channels, even if they have a separate tuner because of a co-site co-channel issues that is likely to saturate the sensor front end.  

· Gerald - The problem is accentuated because we will be using cheaper devices for sensing (large bandwidth front end filter where it is difficult to maintain linearity over a wide range – signal differentials. 
· This means that even if 802.22 systems maintain quiet periods for sensing, a high power transmitter (e. g. 1 MW TV tower) or even another CPE transmitting at 4W, on some other channel is likely to produce second and third order inter-mods that are likely to leak into the channels that are being sensed. 

· In the post telecon e-mail exchange, following were Gerald’ s viewpoints. 

· Gerald Chouinard - The dynamic range of the DTV receivers goes from -8 dBm (the stated saturation level) to -84 dBm (the expected signal level reaching the DTV demodulator for the 41 dB uV/m present at the edge of the noise protected contour, for a 12 dBi receive antenna gain and 4 dB cable loss).  -84 dBm is 30 dB higher than the -114 dBm sensing threshold specified by the FCC in the R&O.  Hence, DTV could be perfectly received while the DTV sensing threshold is completely overwhelmed by intermod products at -114 dBm.
· Gerald Chouinard - There is nothing wrong with RF sensing as such. It is the proposed level for the sensing threshold that makes it so difficult.
· Gerald Chouinard - The problem raised last night about sensing in presence of a high power TV  station is however something that can be constrained to a known area around the high power DTV station.  Never-the-less, the size can be relatively important.  If you take a look at the "DTV=>CPE" tab of the 22-04-0002-17-0000_WRAN_Reference_Model.xls spreadsheet, you will see that the extent of the area where the DTV signal exceeds the -8 dBm saturation level can go from 2 to 10 km in free space propagation depending on whether the CPE antenna is directed away or toward the DTV transmitter, or 1.4 to 5 km according to the ITU-R P.1546 propagation model (cells A47:E48).
· Gerald Chouinard - The masking coming from other WRAN operation in the area is something that cannot easily be controlled and this is why quiet periods are needed.  WRAN transmissions will rarely saturate the sensing RF chain (4 W EIRP with the transmit antenna pointing toward the sensing antenna will produce a -8 dBm at 6 m separation distance).  The effect of the RF energy from other WRAN systems will create linear interference effects and would therefore be limited to the channels close to the channel being sensed (e.g., N and N+/-1).  The quiet periods are therefore needed for the N and N+/-1channels but not necessarily for out-of-band sensing except that there could be a chaining effect where there are many WRAN systems in operation in an area where the N+1 channel for one sensor will become the N-1 channel for another sensor and so on.  In a number of cases, the quiet periods of a number of channels would need to be synchronized to each other and the SCH scheduling of the quiet periods being transmitted to other nearby WRAN cells through the CBP bursts will take care of such synchronization.
· Gerald Chouinard - The need to synchronize the quiet periods of all WRAN operations on any channel really comes from the fact that there may be other types of TVBDs in the TV white space and the synchronization of the required quiet periods would no longer be possible through the SCH and CBP transmissions.  Although this may be required to accommodate sensing when different types of TVBDs are used in the white space, there is a big jump between the quiet periods scheduled by the WRAN BS's and a completely regular pattern of quiet periods following the UTS second tick.  Even if such a universal quiet period scheduling was to happen, it is not clear whether there would be agreement on the rate of such quiet periods and on the length of these quiet periods. In the case of the WRAN, we would likely ask that each quiet period be at least 5.1 ms to allow the capture of the TG1 beacon.  This will probably not be acceptable to other white space technologies (e.g., 802.16 used 5 ms frames).  The rate of these quiet periods would need to be determined based on the sensing thresholds to be reached, the allowed time before vacating the channel and the performance of the sensing technologies used which translate into the required sensing time for integration within a given period.  How and who will take these decisions, and in what time frame?
· Gerald Chouinard -  I believe we have reached a dead-lock with respect to the quiet period scheduling and we have two choices in pursuing the development of the 802.22 Draft Standard: either continue resolving the comments towards finalizing the Draft assuming that the BS's will schedule the quiet periods according to their needs and coordinate among WRAN systems, or open the discussion for a universal quiet period scheduling and try to arrive at a consensus and then modify the Draft accordingly.  I am afraid that the second option will take a long time and will be out of control of 802.22 WG.  We may not have any other option but continue plowing ahead with the Draft with the assumptions that we have been using up to now.  Meanwhile, we could participate in discussions to arrive at a universal quiet period scheduling.  Where would these discussions take place?  Note that there will likely be TVBD technologies outside the IEEE802 realm.
· Gerald Chouinard - This is certainly something that we need to address during our November plenary session.
Final Resolution:
Comment: 1103 Gerald Chouinard

Synchronized Quiet Periods and Implications on TG1 Beacon
Comment 1126, 1127: Thomas Kiernan, Apurva Mody
The current Spectrum Sensing Function, the way it is defined is quite complicated

Discussions:

As discussed in the Cognitive Radio Capability Ad-hoc, it was decided that if the group decides to adopt synchronized quiet periods for in-band and out-of-band sensing then this will have implications on the TG1 beacon sensing (5.1 ms to 160 ms). This needs to be brought forward as a systems issue during the WG face to face meeting
Some other comments from Ivan - Ivan feels that 802.22 should not support 802.22.1 beacon since wireless microphone manufacturers themselves are not supporting it. In addition, FCC R&O does not specify a beaconing signal anywhere. Ivan – just like sensing this should be a different clause – separate devices that may be supported by some other countries. Ivan - in the view of the current FCC R&O beacon should be made an optinal feature of the standard. Counter Argument Discussed in the Security Ad-hoc – Winston Caldwell – at some point we should make a sound engineering decision. If we know that the spectrum sensing for wireless microphone is going to be in-adequate and beacon will help then we should use it.

Final Resolution:

Comment: 1116 – Gerald Chouinard

Comment:

The interface between the Sensing device and the CPE automaton is unclear. Should it be similar to the MAC messages form and to the BS?  Should the automaton be conceptually put in the chain so that the commands from the BS are interpreted by the automaton and converted to specific messages to the sensing device?
Resolution (as currently proposed):

The cognitive radio capability ad-hoc group during the telecom agreed that the behavior of the SSA needs to be augmented to describe the functions during in-band sensing as ordered by the BS (SM) through its MAC message. Gerald will take an action to define the functionality in controlling the sensing device.

Does anyone have any objections? 

Comment: 1128 – Steve Shellhammer

Comment: 
Table 257 includes the Channel Number to be sensed as an input to the SSF.  The channel numbers are given in Annex A.  However, in Annex A the same channel number corresponds to a different frequency depending on the region of operation. So the SSF needs to know the region of operation
Suggested Remedy: 
Add as an input to the SSF a field that specifies the Region of Operation.
Resolution (as currently proposed)

Counter - The easiest way is for 802.22 to modify the Annex A but this will be related to Annex B on regulatory classes - and come up with its own channelization. E. g. Channel 1000 for 802.22 means Channel 2 in UK with frequency of X and BW of Y. This same approach is followed by 802.11 for their worldwide deployment. 
Resolution during the 802.22 Systems Issues:

Discussion required to agree to this method of nomenclature. 

Comment 1024, 1025, 1027, 1028 – Thomas Kiernan, Apurva Mody
Comment 1024:

Table 255 - This table needs to be organized better since it is an extremely important table of the standard pertaining to policies.
Comment 1025:

Table 255 - This table does not cover all the situations that the Spectrum Manager will be presented with. For example, what if the sensing results show the presence of a signal which database does not show and which can not be authenticated.

Suggested Remedy: 

Organize the table so that anyone looking at it is not mired in text, but can easily understand the policies clearly. To that end, perhaps it may make sense to explain in figures for detailed clarification in addition to the table. Re-do the table also.
Resolution (as currently proposed):

Refer to Document 22-09-0122 - which is the working document on the Spectrum Manager Policies. 
Discussions:

1. There has been much dicussions on re-formulating the Table 255, related to the Spectrum Manager Policies. There are some systems issues on the precedence of various sources of information (e. g. external database, sensing, geolocation, beacons etc.) – See 22-09-0122 Rev 9 (Spectrum Manager Policies) and Meeting Minutes (22-09-0134)

2. If a database exists, then does database always have precedence? Does this mean that if the SSF detects something that can not be authenticated, the 802.22 system still needs to abandon the channel? This may result in 802.22 systems abandoning the channel even when there are no authentic licensed devices present on that channel in that geographic location

3. The FCC R&O requires protection of ONLY the Licensed incumbents. Do unlicensed incumbents need to be protected? 
4. How are the inputs from incumbent database, sensing, TG1 beacon etc. need to be interpreted? Do we follow the OR rule or some other rule of prioritization?

5. SSF Cofidence Metric needs to be defined or dropped. Discussions required in the systems ad-hoc. 

Notes from the Cognitive Radio Capability Ad-hoc

· Gerald Chouinard feels that if a database exists then the database always has a precedence.
· Winston Caldwell feels that inputs from not just the database, but also sensing need to be considered in order to use or abandon a channel.  
· Ivan Reed commented that we need to tell the external Database group (e. g. the one set up by Google, Neustar and other companies) that they need to provide three values – A. Do not use this channel B. Allowed to use this channel C. Sensing has a priority 
· There were a few more discussions on merging 1e and 1f, however in general most people were okay with it. 
· Winston Caldwell then discussed the changes to his Policies 2a and 2b (Document 22-09-0122 Rev 09) where he combined the Policies 2a and 2b in a new Policy 2. Event - The SM is notified of a detection of a TV incumbent signal on the operating channel or one of the first adjacent channels by its SSF or by a combination of one or more of its CPE SSFs. Action - Initiate a channel switch of the entire cell to a new operating channel within (Tch_move - 0.5) seconds from the time when the TV signal was detected. The new operating channel should be the highest priority backup channel such that no adjacent channels contain a TV signal. The default value of the Tch_move shall be 2 Seconds. 
· The Policies 2a and 2b as described in 22-09-0122 Rev 09 are much more detailed as follows – 
Policy 2a as described in Document 22-09-0122 Rev09 – 
Event – 
If the SM confirms the presence of a TV Incumbent signal with a confidence metric greater than 128 (Decimal) on the operating channel or one of its first adjacent channels through the BS spectrum sensing function or through a combination of sensing results from multiple CPEs. 
Action – 
If a Database is available and precedence is given to the Database then execute Decision 1. 

If a Database is available in the area and does not have precedence over sensing then go to Decision 2.  
If a Database is not available in the area then go to Decision 2. 
where 
Decision 1: Note the information about the detection of TV signal and make it available according to the local regulatory requirements. 
Decision 2: Initiate a channel switch of the entire cell to a new operating channel within (Tch_move - 0.5) seconds from the time when the TV signal was detected. The new operating channel should be the highest priority backup channel such that no adjacent channels contain a TV signal. The default value of the Tch_move shall be 2 Seconds.
Policy 2b as described in Document 22-09-0122 Rev09 – 
Event – 
If the SM receives a notification from the BS sensing function or a CPE of the presence of TV signal, however, the confidence metric was less than 128 (decimal). 
Action – 
If a Database is available in the area and precedence is given to the Database then execute Decision 1 followed by Policy 1a. 
If a Database is available in the area and does not have precedence over sensing then go to Decision 2. 
If a Database is not available in the area then go to Decision 2. 
Where 
Decision 1: Note the information about the detection of TV signal and make it available according to the local regulatory requirements. 
Decision 2: SM may choose to either execute Option I or Option II. 
Option I:  BS skips the TV signal authentication step and initiates the switching of the entire cell to a new operating channel within the next (Tch_move - 0.5) seconds, which should be the highest priority backup channel. The defaule value of Tch_move shall be 2 seconds. 
Option II: A (Tch_move -0.5) second timer is set. SM schedules quiet periods and directs CPEs within 4km of the BS and/ or CPE that sensed the TV signal to do further sensing and notify the SM of the results within (Tch_move - 0.5) seconds. If the TV signal is found to be authentic through collaborative sensing or if the (Tch_move - 0.5) seconds timer expires then the BS shall initiate the switch of the entire cell to a new operating channel which should be the highest priority backup channel.   If the TV signal is found to be non-authentic, no action is taken. The default value of the Tch_move shall be 2 Seconds.

Final Resolution:

To be worked out during the 802.22 Face to Face Meeting.
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