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1. Introduction

This contribution describes a process by which a WRAN BS will use sensing report data that it collects itself or via CPEs – also termed as collaborative sensing. This data will be used to verify if incumbents are actually using a channel. Collaborative sensing, along with CBP Protection (IEEE 802.22-08/296r3), and protection of spectrum policy information will be used to provide for robust WRAN operation in the presence of intentional interference from malicious users, spurious interference, verification of the existence of channel incumbents and WRAN operators trying to occupy bandwidth for themselves.

Text for these mechanisms will be placed into Section 7.11 of the IEEE 802.22 draft. 

2. Text Proposal

The text proposal that follows provides text for Section 7.11, 7.11.1 Collaborative Sensing, and an informative annex that discusses performance comparison between different collaborative sensing and decision making algorithms. Editorial instructions are in [bold, italics, square brackets]. Editor's Notes are provided to denote issues or pose questions that may need to be resolved at the working group level.

[-----------------------------------------------------Start of Text Proposal-------------------------------------------]
[insert the following text into the beginning of section 7.11]
This section discusses security mechanisms that shall be used to enhance the robustness of WRANs that are in operation and prevent denials of service (DoS) attacks. A cognitive WRAN is susceptible to three types of DoS attacks [6]. Spectrum sensing data verification, coexistence beacon protocol (CBP) messaging, and spectrum policy information modification represent these types. The following subsections in this section provide methods to address each of these vulnerability types.
[add new subsection to section 7.11]

7.11.1 Collaborative Spectrum Sensing
BSs and CPEs are capable of sensing the local spectrum. The BS may periodically request various CPEs to sense the local spectrum and send reports back to the BS. Spectrum sensing functions are defined by the Spectrum Manager (See Section xxxxx) and the Spectrum Automaton (See Section xxxx) on the BS and CPE respectively.
When a signal is detected by CPEs or by a BS itself, the spectrum policy information will be the first source that the BS checks to verify whether or not a detected signal is an incumbent or wireless microphone. If the spectrum policy is not up-to-date or does not cover the area in which the signal is detected, the BS will have to rely on collaborative spectrum sensing to verify the detected signal.
Collaborative spectrum sensing is the decision making process, by which the BS takes already collected spectrum sensing reports received from CPEs, and processes that information in a manner such that it has confidence that the detected signal is a valid incumbent or a wireless microphone beacon. 
Given N CPEs (belong to a set of collaborative spectrum sensors), let k be the number of these CPEs that detect a transmitter present in a band. To decide when we declare a transmitter present, we define the collaborative sensing voting rule. The rule has one parameter, the voting threshold T, a number between 0 and 1. It can be expressed as a percentage, e.g.  T = 0.5 is a threshold of 50%.    

The rule is that we declare the signal s(n) present if  d  TN CPEs detect its presence. In other terms, at least T % or more of the set of collaborative spectrum sensing CPEs must detect the signal in order for the signal to be classified as a valid incumbent or wireless microphone beacon.
[Editor's Note: Recommendations for the threshold 'T' and # of collaborative spectrum sensing CPEs 'N' is not provided here. Should values for these parameters be mandated by the standard, or allowed to be chosen by operators?]
Annex E 'Collaborative Spectrum Sensing and Decision Making to Provide Protection Against Low Powered Spurious Signals' is an informative annex that provides a description of a few different decision making processes and a performance comparison between them.
[add new Annex after Annex D]
Annex E.

Collaborative Spectrum Sensing and Decision Making to Provide Protection Against Low Powered Spurious Signals

[insert the following text into Annex E]
Let 

H0: Hypothesis such that the incumbent is not occupying the channel being sensed

H1:  Hypothesis such that the incumbent is occupying the channel being sensed

Let x(n) be the received signal at the input of the SSF, where n is the running index of the samples
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        (C.1),

where s(n) be the authentic incumbent signal, and w(n) be the noise.  Hence the goal of the SSF is to decide between hypotheses H0 and H1. 

Let y(n) be the decision statistic, and  be some threshold used to choose between the Hypotheses H0 and H1 respectively. Then the detection probability (Pd) and the false alarm probability (Pf) can be denoted by 
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Consider a group of N localized sensors, monitoring a specific area, collaboratively trying to distinguish between Hypotheses H0 and H1. If the group collectively decides that the incumbent signal is detected when the detection statistic at, at least one of the sensors exceeds the threshold, then the sensors are said to follow the OR rule of the collaborative sensing. Under these circumstances, the network detection and false alarm probabilities are denoted by Qd and Qf respectively, and given by 
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Under the OR rule of collaborative sensing, the net detection as well as false alarm probabilities increase.

However, consider another signal c(n), which statistically looks similar to the authentic signal s(n), such that, when transmitted, it may result in false detection of the signal s(n). Assume that c(n) is being transmitted at a lower power than s(n) and hence, will be detected by L sensors where (L<N). Let PC be the probability that c(n) is transmitted (ON) at a particular instant of time. If the OR rule of the collaborative sensing is followed, then the probability of detection of an authentic incumbent signal is give by  
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and the false alarm probability = probability that Hypothesis H1 is selected when H0 is true is given similarly by 
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                     (C.5)
This means that if the other signal is present along with the true signal, it helps detection. For instance, if c(n) is ON all the time (that is PC = 1), then, 
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, which means that a particular channel always appears to be occupied, whether or not an authentic incumbent signal is present. If c(n) is OFF all the times then 
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 and probability of authentic incumbent detection is the same as in C.3. Note, that the false alarm probability increases with an increasing value of PC.
Now consider a case where instead of the OR rule of collaborative sensing, the AND rule is followed. Under these circumstances, the incumbent signal is said to be detected if and ONLY if all the N localized sensors detect the signal. In absence of c(n), the detection and false alarm probabilities are given by 
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            (C.6),
which means that both, the detection as well as the false alarm probabilities decrease with increasing N.
Let PC be the probability that c(n) is transmitted at a particular instant of time and some L<N sensors are able to detect it. If the AND rule of the collaborative sensing is followed, then the probability that an authentic incumbent signal is detected is given by,  
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which means that even in presence of a false signal c(n), the probability that an authentic incumbent signal is detected increases, but is not automatic. Similarly, the false alarm probability = probability that Hypothesis H1 is selected when H0 is true, and is given by
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             (C.8).
As an example, let Pd = 0.9, let Pf = 0.1, let N = 2, L = 1, and PC = 0.5, then 
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Rather than using simple OR or AND based decision making, it makes sense to use some form of a VOTING based rule for decision making which provides a finer granularity, flexibility and protection against low powered signals c(n) which may have statistical properties that are similar to s(n) – the signal of interest.
Given N collaborative detectors, let k be the number of these radios that detect a transmitter present in a band. To decide when we declare a transmitter present, we define the collaborative sensing voting rule. The rule has one parameter, the voting threshold T, a number between 0 and 1. It can be expressed as a percentage, e.g.  T = 0.5 is a threshold of 50%.    

The rule is that we declare the signal s(n) to be present if  d ( TN nodes detect its presence. 
To evaluate the rule, suppose that all detectors can detect the signal of interest s(n) with probability Pd, independent of each other. Then the probability of k successes from N transmitters is given by the binomial distribution,
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The probability the voting rule declares that the signal of interest s(n) is present if  
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The probability of the rule declaring no transmitter present is 1 − QDcollaborative.

Under this formulation, the AND rule that everyone must detect to declare a transmitter present is T = 1. The OR rule that if anyone detects we declare a transmitter present is 0 < T ≤ 1/N. 

If a transmitter is actually present, then QD represents the true detection rate and 1 − QD represents the missed detection rate. If a transmitter is not present then QD represents the false positive rate and 1 − QD represents the true negative rate. 
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Figure C.1 OR Rule of Collaborative Sensing and Signal Detection
Figure C.1 shows the true positive and false positive detection probability curves as a function of the number of independent signal detectors for the OR rule of collaborative sensing with Pd = 0.9 and Pf = 0.1. Simulations assume the sensors are independent. It can be seen that with the OR rule, false positives increase with the number of detectors. Hence the OR rule of collaborative sensing fails to provide robust detection of the signal of interest.
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Figure C.2 AND Rule of Collaborative Sensing and Signal Detection

Figure C.2 shows the true positive and false positive detection probability curves as a function of the number of independent signal detectors for the AND rule of collaborative sensing. It can be seen that the AND rule performs much better than the OR rule for false positives, however, the true positive performance suffers as the number of independent observations from the detectors increases. Hence once again the AND rule of collaborative sensing fails to provide robust detection of the signal of interest s(n).
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Figure C.3 Voring Based Rule of Collaborative Sensing and Signal Detection where the signal is said to be detected if half the number of sensors detect the signal.

Finally, Figure C.3 shows the true positive and false positive detection probability curves as a function of the number of independent signal detectors for the VOTING based rule of collaborative sensing with voting threshold set to 0.5: that is half the number of independent detectors (N/2) must confirm the presence of the signal. It can be seen that the VOTING based rule performs much better than the OR as well as the AND rules for true positives as well as the false positives. Probability of detection for true and false positives reaches an optimal value with observations from around 6 sensors. 
The voting rule can also perform well in the presence of a false signal, c(n), that affects a limited number, L, of detectors. As the number of independent detectors increases, these L detectors will be overruled by the detection from other sensors. 

Hence collaborative sensing with information fusion and decision making based on a VOTING rule can help in enhancing the network detection performance of the true signal s(n) in presence of a false signal c(n). Based on the simulations results, information fusion and decision making from approximately 6 to 10 independent sensors is likely to be sufficient to obtain satisfactory performance results. 
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		1		0.5		0.1		0.5		0.1		0.5		0.1

		2		0.75		0.19		0.75		0.19		0.25		0.01

		3		0.875		0.271		0.875		0.271		0.125		0.001

		4		0.9375		0.3439		0.6875		0.0523		0.0625		0.0001

		5		0.96875		0.40951		0.8125		0.08146		0.03125		0.00001
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		16		0.9999847412		0.8146979811		0.8949432373		0.0032967514		0.0000152588		0

		17		0.9999923706		0.833228183		0.9282684326		0.0046674761		0.0000076294		0
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				Detect if any detect				Detect if half detect				Detect if all detect

		Voting Threshold		0.001		0.001		0.5		0.5		1		1

		Prob +/ Prob -		0.9		0.1		0.9		0.1		0.9		0.1

		Num detectors		True Positive		False Positive		True Positive		False Positive		True Positive		False Positive

		1		0.9		0.1		0.9		0.1		0.9		0.1

		2		0.99		0.19		0.99		0.19		0.81		0.01

		3		0.999		0.271		0.972		0.028		0.729		0.001

		4		0.9999		0.3439		0.9963		0.0523		0.6561		0.0001

		5		0.99999		0.40951		0.99144		0.00856		0.59049		0.00001

		6		0.999999		0.468559		0.99873		0.01585		0.531441		0.000001

		7		0.9999999		0.5217031		0.997272		0.002728		0.4782969		0.0000001

		8		0.99999999		0.56953279		0.99956835		0.00502435		0.43046721		0.00000001

		9		0.999999999		0.612579511		0.99910908		0.00089092		0.387420489		0.000000001

		10		0.9999999999		0.6513215599		0.9998530974		0.0016349374		0.3486784401		0.0000000001

		11		1		0.6861894039		0.9997042939		0.0002957061		0.3138105961		0

		12		1		0.7175704635		0.9999498197		0.0005412318		0.2824295365		0

		13		1		0.7458134172		0.9999007145		0.0000992855		0.2541865828		0

		14		1		0.7712320755		0.9999827903		0.0001813612		0.2287679245		0

		15		1		0.7941088679		0.9999663751		0.0000336249		0.2058911321		0

		16		1		0.8146979811		0.9999940757		0.0000613255		0.1853020189		0

		17		1		0.833228183		0.9999885356		0.0000114644		0.166771817		0

		18		1		0.8499053647		0.9999979538		0.0000208826		0.1500946353		0

		19		1		0.8649148282		0.9999960701		0.0000039299		0.1350851718		0

		20		1		0.8784233454		0.9999992911		0.0000071509		0.1215766546		0

		21		1		0.8905810109		0.9999986469		0.0000013531		0.1094189891		0

		22		1		0.9015229098		0.9999997538		0.0000024599		0.0984770902		0

		23		1		0.9113706188		0.9999995324		0.0000004676		0.0886293812		0

		24		1		0.9202335569		0.9999999143		0.0000008494		0.0797664431		0

		25		1		0.9282102012		0.9999998379		0.0000001621		0.0717897988		0

		26		1		0.9353891811		0.9999999701		0.0000002943		0.0646108189		0

		27		1		0.941850263		0.9999999437		0.0000000563		0.058149737		0

		28		1		0.9476652367		0.9999999896		0.0000001022		0.0523347633		0

		29		1		0.952898713		0.9999999804		0.0000000196		0.047101287		0

		30		1		0.9576088417		0.9999999963		0.0000000356		0.0423911583		0
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Weak Detector

				Detect if any detect				Detect if third detect				Detect if all detect

		Voting Threshold		0.001		0.001		0.333		0.333		1		1

		Prob +/ Prob -		0.5		0.1		0.5		0.1		0.5		0.1

		Num detectors		True Positive		False Positive		True Positive		False Positive		True Positive		False Positive

		1		0.5		0.1		0.5		0.1		0.5		0.1

		2		0.75		0.19		0.75		0.19		0.25		0.01

		3		0.875		0.271		0.875		0.271		0.125		0.001

		4		0.9375		0.3439		0.6875		0.0523		0.0625		0.0001

		5		0.96875		0.40951		0.8125		0.08146		0.03125		0.00001

		6		0.984375		0.468559		0.890625		0.114265		0.015625		0.000001

		7		0.9921875		0.5217031		0.7734375		0.0256915		0.0078125		0.0000001

		8		0.99609375		0.56953279		0.85546875		0.03809179		0.00390625		0.00000001

		9		0.998046875		0.612579511		0.91015625		0.052972138		0.001953125		0.000000001

		10		0.9990234375		0.6513215599		0.828125		0.0127951984		0.0009765625		0.0000000001

		11		0.9995117188		0.6861894039		0.88671875		0.0185347612		0.0004882812		0

		12		0.9997558594		0.7175704635		0.9270019531		0.0256374702		0.0002441406		0

		13		0.9998779297		0.7458134172		0.8665771484		0.006460156		0.0001220703		0

		14		0.9999389648		0.7712320755		0.9102172852		0.0092302125		0.0000610352		0

		15		0.9999694824		0.7941088679		0.9407653809		0.0127204836		0.0000305176		0

		16		0.9999847412		0.8146979811		0.8949432373		0.0032967514		0.0000152588		0

		17		0.9999923706		0.833228183		0.9282684326		0.0046674761		0.0000076294		0

		18		0.9999961853		0.8499053647		0.9518737793		0.0064151501		0.0000038147		0

		19		0.9999980927		0.8649148282		0.9164657593		0.0016964304		0.0000019073		0

		20		0.9999990463		0.8784233454		0.9423408508		0.0023860894		0.0000009537		0

		21		0.9999995232		0.8905810109		0.9608230591		0.0032727939		0.0000004768		0

		22		0.9999997616		0.9015229098		0.9330997467		0.0008786918		0.0000002384		0

		23		0.9999998808		0.9113706188		0.9534301758		0.0012298268		0.0000001192		0

		24		0.9999999404		0.9202335569		0.9680426717		0.0016841076		0.0000000596		0

		25		0.9999999702		0.9282102012		0.9461239278		0.0004575493		0.0000000298		0

		26		0.9999999851		0.9353891811		0.9622406512		0.0006379255		0.0000000149		0

		27		0.9999999925		0.941850263		0.9738805071		0.0008724146		0.0000000075		0

		28		0.9999999963		0.9476652367		0.9564207233		0.0002392941		0.0000000037		0

		29		0.9999999981		0.952898713		0.9692858271		0.000332596		0.0000000019		0

		30		0.9999999991		0.9576088417		0.9786130274		0.0004543551		0.0000000009		0
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Sheet3

				Detect if any detect				Detect if half detect				Detect if all detect

		Voting Threshold		0.001		0.001		0.5		0.5		1		1

		Prob +/ Prob -		0.9		0.1		0.9		0.1		0.9		0.1

		Num detectors		True Positive		False Positive		True Positive		False Positive		True Positive		False Positive

		1		0.9		0.1		0.9		0.1		0.9		0.1

		2		0.99		0.19		0.99		0.19		0.81		0.01

		3		0.999		0.271		0.972		0.028		0.729		0.001

		4		0.9999		0.3439		0.9963		0.0523		0.6561		0.0001

		5		0.99999		0.40951		0.99144		0.00856		0.59049		0.00001

		6		0.999999		0.468559		0.99873		0.01585		0.531441		0.000001

		7		0.9999999		0.5217031		0.997272		0.002728		0.4782969		0.0000001

		8		0.99999999		0.56953279		0.99956835		0.00502435		0.43046721		0.00000001

		9		0.999999999		0.612579511		0.99910908		0.00089092		0.387420489		0.000000001

		10		0.9999999999		0.6513215599		0.9998530974		0.0016349374		0.3486784401		0.0000000001

		11		1		0.6861894039		0.9997042939		0.0002957061		0.3138105961		0

		12		1		0.7175704635		0.9999498197		0.0005412318		0.2824295365		0

		13		1		0.7458134172		0.9999007145		0.0000992855		0.2541865828		0

		14		1		0.7712320755		0.9999827903		0.0001813612		0.2287679245		0

		15		1		0.7941088679		0.9999663751		0.0000336249		0.2058911321		0

		16		1		0.8146979811		0.9999940757		0.0000613255		0.1853020189		0

		17		1		0.833228183		0.9999885356		0.0000114644		0.166771817		0

		18		1		0.8499053647		0.9999979538		0.0000208826		0.1500946353		0

		19		1		0.8649148282		0.9999960701		0.0000039299		0.1350851718		0

		20		1		0.8784233454		0.9999992911		0.0000071509		0.1215766546		0

		21		1		0.8905810109		0.9999986469		0.0000013531		0.1094189891		0

		22		1		0.9015229098		0.9999997538		0.0000024599		0.0984770902		0

		23		1		0.9113706188		0.9999995324		0.0000004676		0.0886293812		0

		24		1		0.9202335569		0.9999999143		0.0000008494		0.0797664431		0

		25		1		0.9282102012		0.9999998379		0.0000001621		0.0717897988		0

		26		1		0.9353891811		0.9999999701		0.0000002943		0.0646108189		0

		27		1		0.941850263		0.9999999437		0.0000000563		0.058149737		0

		28		1		0.9476652367		0.9999999896		0.0000001022		0.0523347633		0

		29		1		0.952898713		0.9999999804		0.0000000196		0.047101287		0

		30		1		0.9576088417		0.9999999963		0.0000000356		0.0423911583		0
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Weak Detector

				Detect if any detect				Detect if third detect				Detect if all detect

		Voting Threshold		0.001		0.001		0.333		0.333		1		1

		Prob +/ Prob -		0.5		0.1		0.5		0.1		0.5		0.1

		Num detectors		True Positive		False Positive		True Positive		False Positive		True Positive		False Positive

		1		0.5		0.1		0.5		0.1		0.5		0.1

		2		0.75		0.19		0.75		0.19		0.25		0.01

		3		0.875		0.271		0.875		0.271		0.125		0.001

		4		0.9375		0.3439		0.6875		0.0523		0.0625		0.0001

		5		0.96875		0.40951		0.8125		0.08146		0.03125		0.00001

		6		0.984375		0.468559		0.890625		0.114265		0.015625		0.000001

		7		0.9921875		0.5217031		0.7734375		0.0256915		0.0078125		0.0000001

		8		0.99609375		0.56953279		0.85546875		0.03809179		0.00390625		0.00000001

		9		0.998046875		0.612579511		0.91015625		0.052972138		0.001953125		0.000000001

		10		0.9990234375		0.6513215599		0.828125		0.0127951984		0.0009765625		0.0000000001

		11		0.9995117188		0.6861894039		0.88671875		0.0185347612		0.0004882812		0

		12		0.9997558594		0.7175704635		0.9270019531		0.0256374702		0.0002441406		0

		13		0.9998779297		0.7458134172		0.8665771484		0.006460156		0.0001220703		0

		14		0.9999389648		0.7712320755		0.9102172852		0.0092302125		0.0000610352		0

		15		0.9999694824		0.7941088679		0.9407653809		0.0127204836		0.0000305176		0

		16		0.9999847412		0.8146979811		0.8949432373		0.0032967514		0.0000152588		0

		17		0.9999923706		0.833228183		0.9282684326		0.0046674761		0.0000076294		0

		18		0.9999961853		0.8499053647		0.9518737793		0.0064151501		0.0000038147		0

		19		0.9999980927		0.8649148282		0.9164657593		0.0016964304		0.0000019073		0

		20		0.9999990463		0.8784233454		0.9423408508		0.0023860894		0.0000009537		0

		21		0.9999995232		0.8905810109		0.9608230591		0.0032727939		0.0000004768		0

		22		0.9999997616		0.9015229098		0.9330997467		0.0008786918		0.0000002384		0

		23		0.9999998808		0.9113706188		0.9534301758		0.0012298268		0.0000001192		0

		24		0.9999999404		0.9202335569		0.9680426717		0.0016841076		0.0000000596		0

		25		0.9999999702		0.9282102012		0.9461239278		0.0004575493		0.0000000298		0

		26		0.9999999851		0.9353891811		0.9622406512		0.0006379255		0.0000000149		0

		27		0.9999999925		0.941850263		0.9738805071		0.0008724146		0.0000000075		0

		28		0.9999999963		0.9476652367		0.9564207233		0.0002392941		0.0000000037		0

		29		0.9999999981		0.952898713		0.9692858271		0.000332596		0.0000000019		0

		30		0.9999999991		0.9576088417		0.9786130274		0.0004543551		0.0000000009		0
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Sheet3

				Detect if any detect				Detect if half detect				Detect if all detect

		Voting Threshold		0.001		0.001		0.5		0.5		1		1

		Prob +/ Prob -		0.9		0.1		0.9		0.1		0.9		0.1

		Num detectors		True Positive		False Positive		True Positive		False Positive		True Positive		False Positive

		1		0.9		0.1		0.9		0.1		0.9		0.1

		2		0.99		0.19		0.99		0.19		0.81		0.01

		3		0.999		0.271		0.972		0.028		0.729		0.001

		4		0.9999		0.3439		0.9963		0.0523		0.6561		0.0001

		5		0.99999		0.40951		0.99144		0.00856		0.59049		0.00001

		6		0.999999		0.468559		0.99873		0.01585		0.531441		0.000001

		7		0.9999999		0.5217031		0.997272		0.002728		0.4782969		0.0000001

		8		0.99999999		0.56953279		0.99956835		0.00502435		0.43046721		0.00000001

		9		0.999999999		0.612579511		0.99910908		0.00089092		0.387420489		0.000000001

		10		0.9999999999		0.6513215599		0.9998530974		0.0016349374		0.3486784401		0.0000000001

		11		1		0.6861894039		0.9997042939		0.0002957061		0.3138105961		0

		12		1		0.7175704635		0.9999498197		0.0005412318		0.2824295365		0

		13		1		0.7458134172		0.9999007145		0.0000992855		0.2541865828		0

		14		1		0.7712320755		0.9999827903		0.0001813612		0.2287679245		0

		15		1		0.7941088679		0.9999663751		0.0000336249		0.2058911321		0

		16		1		0.8146979811		0.9999940757		0.0000613255		0.1853020189		0

		17		1		0.833228183		0.9999885356		0.0000114644		0.166771817		0

		18		1		0.8499053647		0.9999979538		0.0000208826		0.1500946353		0

		19		1		0.8649148282		0.9999960701		0.0000039299		0.1350851718		0

		20		1		0.8784233454		0.9999992911		0.0000071509		0.1215766546		0

		21		1		0.8905810109		0.9999986469		0.0000013531		0.1094189891		0

		22		1		0.9015229098		0.9999997538		0.0000024599		0.0984770902		0

		23		1		0.9113706188		0.9999995324		0.0000004676		0.0886293812		0

		24		1		0.9202335569		0.9999999143		0.0000008494		0.0797664431		0

		25		1		0.9282102012		0.9999998379		0.0000001621		0.0717897988		0

		26		1		0.9353891811		0.9999999701		0.0000002943		0.0646108189		0

		27		1		0.941850263		0.9999999437		0.0000000563		0.058149737		0

		28		1		0.9476652367		0.9999999896		0.0000001022		0.0523347633		0

		29		1		0.952898713		0.9999999804		0.0000000196		0.047101287		0

		30		1		0.9576088417		0.9999999963		0.0000000356		0.0423911583		0
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