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 1. Progress Report of the Security Ad-Hoc post May 2009 and pre September 2009 Interims
The security ad-hoc group has made a steady progress towards defining the security mechanisms for the data, control, management and cognitive functionalities of the 802.22 systems. 
For the data / control and management functions, 802.22 is considering a simplified version of the 802.16 security architecture. Only those 802.16 components that are really necessary will be included. To date, the security ad-hoc has reviewed the authentication mechanisms between the BS and the CPE, the Authorization and Traffic Encryption Key State machines. One new addition includes the Elliptic Curve Cryptography which is necessary, since 802.22.1 has included that into their spec. 
For the cognitive functions, the security ad-hoc has defined and reviewed the threat model for the 802.22 systems. We have started defining the essential security functionalities that cognitive components require in order to protect not just the 802.22 systems but also the incumbents from various types of attacks. We have started defining various security mechanisms in 802.22 which will make these systems more secure. 
In order to incorporate the security features into the data, control, management and cognitive functions, the Security Ad-Hoc group has recommended changes to be made to the Protocol Reference Model (PRM) that is currently defined in 802.22 Draft v1.1. The PRM with recommended changes has been circulated to 802.22 members for review. The suggested PRM with changes / improvements can be found in Documents 22-08-0083Rev7, 22-08-0121Rev7 and Section 7.10 of 22-08-0174Rev7.
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