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1. Attendance
Apurva Mody – BAE Systems 
Bob Walzer – BAE Systems  
Chris Clanton – Shure  
Tim Brown – Univ. of Colorado  
Tom Kiernan – US Army 
Gerald Chouinard – CRC  
Ranga Reddy - US Army 
Winston Caldwell – Fox  

2.1 Agenda

· Attendance 

· Chair asked if everyone attending was familiar with the IEEE patent policy – No one seemed to be unfamiliar with the IEEE Patent Policy 

· http://standards.ieee.org/board/pat/pat-slideset.pdf 

· Minutes from the previous Security Ad-Hoc Conference calls were approved – The documents recounting the meeting minutes may be found at https://mentor.ieee.org/802.22/file/08/22-08-0163-04-0000-meeting-minutes-of-the-security-ad-hoc-group-in-802-22.doc as well as 
· The document proposing the Recommended text for Section 7 on Security in 802.22 - https://mentor.ieee.org/802.22/file/08/22-08-0174-04-0000-recommended-text-for-section-7-on-security-in-802-22.doc was presented and discussed

· Reference Documents 

· Table of Contents for Section 7. The reference document for the proposed text can be found at 

https://mentor.ieee.org/802.22/file/08/22-08-0165-00-0000-table-of-content-for-the-security-section-in-802-22.doc
· Scope and the Workplan for the Security Ad-Hoc Group –  https://mentor.ieee.org/802.22/file/08/22-08-0159-00-0000-scope-agenda-workplan-and-timeline-for-the-security-ad-hoc-in-802-22.doc
· Presentation on the PRM and Security Enhancements in 802.22 – 802.22 Threat Analysis

https://mentor.ieee.org/802.22/file/08/22-08-0083-04-0000-security-and-prm-enhancements-in-80222-v3.ppt
· New business

Minutes and Discussions
· The document proposing the Recommended Text for Section 7 on Security in 802.22 (Doc 174 – Rev4) was discussed.  

· The Chairs for the security ad-hoc (Apurva Mody, Tom Kiernan) gave a re-cap of the activities of the group during last couple of teleconference calls and at the IEEE 802 Plenary meeting in Denver, Co.  
· The text related to the Authorization state machine was reviewed. 
· Ranga Reddy suggested that in case the a CPE has received an Authorization Reject message and the error code indicates that the rejection is of a permanent nature, then this must be followed by revoking the CPE’ s ability to register – that is de-registration of the CPE.
· Gerald Chouinard re-iterated that the remote management of the CPE is required since the distances in 802.22 are large. 
· There was some discussion related to the proposed Protocol Reference Model (PRM) of 802.22. Apurva Mody, Ranga Reddy and Thomas Kiernan suggested that the revised proposed PRM as shown in Documents 174rev4, and 83rev5, is likely to accelerate the 802.22 standards development process, since 802.22 can borrow the MIBs from 802.16g document.   

· Gerald said that he was fine with that as long as it does not make 802.22 complicated - .16 may have done things more complicated. He further added that 802.22 needs to be a straightforward and a simple standard.
· There was some discussion on re-drawing the PRMs separately for the BS and the CPE. Winston was unsure as to how the data will flow at the BS. He suggested that we somehow link up the MAC directly with the Spectrum Manager / Spectrum Automaton, since he did not see how the information related to sensing from various CPEs comes through the PHY / MAC and reaches the SM. 

· Apurva Mody suggested that the MIB is a database and should contain the tables which are periodically refreshed by the MAC. The SM has another timer that can periodically fetch that information from the MIBs. Further, SM can periodically populate the tables based on the sensed information. 
· Apurva said that he will look into the architecture and make the suggested changes to assuage the concerns of various people. Apurva suggested that at some point, others who were opposed to this architecture must come forward and explain their opposition to it.   
· Gerald said that he was fine with the suggested changes to the PRM
· As for security in 802.22, Apurva Mody assured Gerald that the idea was to borrow only those features from 802.16 that were really necessary. For example, many features from 802.16 security mechanisms may be left out since they were not relevant to 802.22. However, 802.22 needs enhanced security mechanisms to protect the cognitive functions. 

· Gerald asked if we are we departing from .16 if we do what Ranga is suggesting (i. e. de-registration of the CPE). Ranga as well as Apurva suggested that the problems of 802.22 are likely to be complex, and if a CPE was found to be not complying with the transmission requirements then it needs to be de-registered. 
· Gerald asked if the CPE needs to support all the security modes.Apurva Mody said that some modes will be mandarory whereas others will be optional. This is analogous to the channel coding mechanisms, where some channel codes (e. g. Convolutional codes) are mandatory and others (e. g. Turbo codes) are optional. Apurva further suggested that if someone wants no security then we can give it to him. 

· The group re-visited the various security mechanisms of 802.16 and came to a conclusion that EAP can be safely removed at this time – EAP may be useful for mobility and managed CPEs, however, 802.22 was not planning to support mobility at this point and there were other ways of ensuring security for remotely managed CPE. 
· The group further decided to make AES-128 as one of the mandatory modes.
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Abstract


This document provides the minutes of the Security Ad-Hoc conference call which was held on Friday, August  11th 2008. 
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