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1.1 Reference Architecture
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  Physical Layer

MAC: 
  
  Medium Access Control Layer

CS: 


  Convergence Sublayer

PLME: 

  PHY Layer Management Entity

MLME: 
 
  MAC Layer Management Entity

CSME: 

  CS Management Entity

PHY SAP: 

  Physical Layer Service Access Point

MAC SAP: 
  
  Medium Access Control Service Access Point

CS SAP: 

  Convergene Sublayer Service Access Point

SSF: 

  Spectrum Sensing Function
SM / SA: 

  Spectrum Manager / Spectrum Automaton

SM-SSF SAP: 
  Spectrum Manager, Spectrum Sensing Function Service Access Point

SM-GL SAP: 
  Spectrum Manager, Geolocation Service Access Point

Security Sublayer1, 2, 3: Security Sublayers for the Data/ Control, Management and the Cognitive Planes
NCMS: 

  Network Control and Management System

NCMS-MLME SAP: Network Control and Management System, Medium Access Control Layer  Management Entity Service Access Point
Figure 1. Protocol Reference Architecture for an 802.22 BS or the CPE
The IEEE 802.22 reference architecture is depicted in Figure 1. A unique characteristic of this architecture is its cognitive nature. The reference architecture needs to account for the fact that the spectrum availability in the TV bands can be fragmented, i.e., some TV channels can be occupied by incumbents in an area while others can be available for WRAN transmission, and this availability can vary in time.  It is therefore of paramount importance to define an air interface that is frequency agile and can adjust to the fragmented and time-variable spectrum availability while avoiding interference to the TV band incumbent services. This is done through the use of cognitive radio techniques whose required functional capabilities are established in this standard.  In particular, the system architecture shall be defined such that it can keep track of multiple TV channels to know which of these channels are occupied by incumbents and which can be used for WRAN transmission to allow for dynamic frequency selection to avoid interference to incumbents on a real-time basis.

As a result, in addition to the Data / Control and Management Planes that exist in other IEEE 802 standards, we introduce the concept of the Cognitive Plane. The PRM shown in Figure 1, keeps the Data / Control and Management Plane functionalily intact, while creating a new plane, the Cognitive Plane to support the cognitive radio capabilities. 
The Data / Control Plane consist of the Physical Layer (PHY), the Medium Access Control Layer (MAC) and the Convergence Sub-layer (CS). Service Access Points (SAP) are added in between these layers allowing modularization of the system, where different components may be disjoint and/or from different vendors. A SAP is provided with a well-defined interface or primitives to exchange the information, by virtue of which these different components can talk to each other. 
The Management Plane consists of the various management entities viz. PHY Layer Management Entity (PLME), the MAC Layer Management Entity (MLME), and the Convergence Sublayer Management Entity (CSME). These management entities contain the primitives which are used for system / device configuration. 

The Cognitive Plane has its own features and components which include the Spectrum Sensing Funtion (SSF), the Geo-location (GL) function, the Spectrum Manager / Spectrum Automaton (SM/ SA) and dedicated security sub-layers.

The SSF implements spectrum sensing algorithms and the GL module is used to determine the location of the 802.22 device (BS or CPE). The SSF and the GL modules are described in Section X, and Section Y, respectively.

The SM resides in the Cognitive Plane at the same layer as the MAC in the Data/ Control Plane as shown in Figure 1. Some of the functions of the SM include: maintaining spectrum availability information, and making decisions on channel selection, channel management and self-coexistence mechanisms. A corresponding spectrum management entity is also defined at the CPE called Spectrum Automaton, which operates as a slave to the SM at the BS. The CPE SA is a much simpler entity including only essential features to allow proper CPE operation when it is not under the control of a BS, such as during initialization (before association with the BS), and basic functionalities to respond/react to the BS’s requests and commands. An SA may also ask its SSF to perform periodic sensing functions based on the requirements specified in the standard. The functions of the SM and CPE SA are described in Section 9.2 and Section X, respectively. The SM has a key role in the overall architecture as it is the central point at the base station where all the information on the spectrum availability resulting from the sensing is gathered. Based on this combined information and on predefined sharing rules, SM provides the configuration information to the MLME, which in turn configures the MAC to utilize the correct channels.
The SM also has other capabilities such as taking requests from the MAC/PHY. For example, if an interference situation arises (e.g., with incumbents or other 802.22 cells) during normal operation in the channel, this is detected by the MAC which informs the MLME which in turn passes on this information to the SM. SM will then take appropriate action to resolve the issue such as switching channels. In order to do this, the MAC may inquire the SM about the most suitable channel to switch to (e.g., based on several criteria including the number of CPEs with which it is dealing, the average CPE range, traffic type), and uses the informed response from the SM to perform the switching operation. 

To enhance the security for the cognitive radio based access, Security Sublayer 3 is introduced in the Cognitive Plane, in addition to the Security Sublayers 1 and 2 at the Data / Control and Management Planes. These Security Sub-layers provide the enhanced protection to the incumbents as well as provide the necessary protection to the 802.22 systems. The functions of the Security Sub-layers include ensuring spectrum and service availability, various forms of device, data and signal authentication, authorization, data, control and management message integrity, confidentiality, non-repudiation etc. The functions of the Security Sublayers 1, 2 and 3 are described in Section 7. 
Finally the concept of a Network Control and Management System (NCMS) abstraction has been introduced as a "black box".  The NCMS abstraction allows the specified PHY/MAC layers to be independent of the network architecture, the transport network, and the protocols used at the backend, hence allowing greater flexibility.  NCMS logically exists at BS and CPE side of the radio interface, termed NCMS (BS) and NCMS (CPE), respectively. Any necessary inter-BS coordination is handled through the NCMS (BS). NCMS allows remote management of a CPE by the exchange of configuration parameters. At the same time NCMS may be used to obtain information from the geolocation database which may reside locally or globally in the network. The primitives for the NCMS-MLME SAP are defined in Section 9.
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Abstract


This document proposes the changes to the Figure 9 on Page 14 titled Reference Architecture, of the Draftv1.0 IEEE 802.22 Standards Document. The enhancements to the protocol reference model (PRM) are necessary, since the current architecture shown in the Figure 9, displays the Spectrum Manager / Spectrum Automaton in the MAC Layer Management Entity which will be eventually replaced by the Management Information Base (MIB). In addition, the current version, spectrum sensing, and geolocation information needs to traverse through PLME and MLME-PLME SAP before it reaches the Spectrum Manager / Automaton. The current diagram does not support modularized security features to protect the cognitive functionality of 802.22. Neither does the current PRM allow for remote CPE management. 





The proposed, enhanced PRM contained in this document keeps the Data / Control and Management Plane functionalily intact, while creating a new plane, the Cognitive Plane with its own features and components which include the Spectrum Sensing Function, the Geolocation function, Spectrum Manager / Automaton and dedicated Security Sub-layers. A Network Control and Management System abstraction is provided for remote management and configuration of the CPEs.  
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