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1. Scope of this Contribution
Referring to Section 5 of the Working Document (version 0.4.6), packet convergence sublayer (CS) is the main service-specific convergence sublayer and it is a part of the 802.22 MAC which the upper layers interface to. The packet CS is used for transporting all packet-based protocols, including Internet Protocol (IP), IEEE 802.3/Ethernet, and IEEE 802.1Q VLAN (Virtual LAN). However, only IEEE 802.3/Ethernet and IP are described in Sections 5.3 and 5.4, respectively, and the text on their classification parameters are also missing. This contribution aims at introducing the remaining CS type – IEEE 802.1Q VLAN – and providing the missing texts for the classification parameters for all of these three CS types. 

2. Introduction - Packet Convergence Sublayer
Referring to the 802.22 air interface procedure, the BS and CPE exchange their capability negotiation via REG-REQ and REG-RSP. These MAC management messages negotiate parameters such as IP version (c.f. Section 6.9.7.3.4) and Convergence Sublayer support (c.f. Section 6.9.7.3.3). In addition, during the establishment of the transport connection for transporting IPv6 packets, the DSA-REQ and DSA-RSP messages between the BS and CPE indicate the CS Specification (c.f. Type 28 in Table 102, but the message format is missing and I will introduce it in next section) and the CS Types (c.f. Types 99 – 107 in Table 102, but the message format is missing and I will introduce it in next section).  These MAC management messages negotiate parameters such as the Convergence Sublayer support. 
By default, packet CS with protocols IEEE 802.3/Ethernet and IPv4 are supported. IPv6 is supported by the CPE and the BS only when the bit specifying such support is indicated in the parameter “Classification and SDU encapsulation support” (that I will introduce in next section). In addition, during the establishment of the transport connection for transporting IPv6 packets, the DSA-REQ and DSA-RSP messages between the CPE and BS indicate via the type “CS Specification” the CS that the connection being setup shall use. When the IPv6 packet is encapsulated by the MAC header, there is no specific indication in the MAC header itself about the payload type. 

The processing of the packet is based completely on the classification rules. Transmission of the IPv6 is possible via different methods, for example, via the IP specific part or via IEEE 802.3/Ethernet or IEEE 802.1Q VLAN interaces (c.f. Types 99 – 107, but the message format is missing and I will introduce it in next section). The choice of which method to use is implementation-specific. In order to ensure interoperability, the BS should at least support both the IP specific part and the IEEE 802.3/Ethernet part for IPv6 transport. Hosts which may implement one of these two methods for transmission would be assured of the ability to establish a transport connection that would enable the transport of the IPv6 packets, and the selection of either method is implementation-specific.
3. Refinement #1
Add the text for IEEE 802.1Q VLAN right after Section 5.4.

5.5 IEEE 802.1Q virtual local area network (VLAN) specific part 

This CS shall be employed when IEEE 802.1Q tagged VLAN frames are to be carried over the IEEE 802.22 network.

5.5.1 IEEE 802.1Q VLAN CS PDU format 

The format of the IEEE 802.1Q VLAN CS PDU shall be as shown in Figure xx. In particular, an IEEE 802.1Q VLAN packet PDU is mapped to a CS PDU (MAC PDU) according to the format as illustrated in the figure.
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Figure xx IEEE 802.1Q VALN CS PDU format

5.2.5.2 IEEE 802.1Q CS classification rules 
The following parameters are relevant for IEEE 802.1Q CS classifiers classification rules: 
· IEEE 802.3/Ethernet header classification parameters - zero or more of the IEEE 802.3/Ethernet header classification parameters (destination MAC address, source MAC address, Ethertype/SAP).

· IEEE 802.1D parameters - zero or more of the IEEE classification parameters (IEEE 802.1D Priority Range, IEEE 802.1Q VLAN ID). 
For IP over IEEE 802.1Q VLAN, IP headers may be included in classification. In this case, the IP classification parameters (TBD) are allowed.

4. Refinement #2
Add the message format of Type 28 “CS Specification” (c.f. Table 103) right after Section 6.9.8.10.19.8.

6.9.8.10.19.9 CS Specification 
This parameter specifies the CS that the connection being set up shall use.

	Element ID
	Length

(bytes)
	Value
	Scope

	[145/146].28
  
	1
	0: No CS
1: IPv4

2: IPv6

3: IEEE 802.3/Ethernet
4: IEEE 802.1Q VLAN

5: IPv4 over IEEE 802.3/Ethernet

6: IPv6 over IEEE 802.3/Ethernet

7: IPv4 over IEEE 802.1Q VLAN

8: IPv6 over IEEE 802.1Q VLAN

9 – 255: Reserved
	DSA-REQ


5. Refinement #3
Add the message format of Types 99 – 107 “Convergence Sublayer Types” (c.f. Table 103) right after Section 6.9.8.10.19.9.

6.9.8.10.19.10 CS Parameter Encoding Rules
Each CS defines a set of parameters that are encoded within a subindex under the “cst” values listed below. In the cases of IP over IEEE 802.3 (or IEEE 802.1Q), the relevant IP and IEEE 802.3 (or IEEE 802.1Q) parameters shall be included in the DSx-REQ message.
	Element ID
	Value

	[145/146].cst
  
	cst = 99: IPv4

cst = 100: IPv6

cst = 101: IEEE 802.3/Ethernet

cst = 102: IEEE 802.1Q VLAN

cst = 103: IPv4 over IEEE 802.3/Ethernet

cst = 104: IPv6 over IEEE 802.3/Ethernet

cst = 105: IPv4 over IEEE 802.1Q VLAN

cst = 106: IPv6 over IEEE 802.1Q VLAN
cst = 107: Reserved


6. Refinement #4
Add the description on packet CS encoding for configuration and MAC messaging right after Section 6.9.8.10.19.10.
6.9.8.10.19.11 Packet CS Encodings for Configuration and MAC Messaging
The following encoded parameters shall be used in Dynamic Service messages (DSx-REQ/RSP). The CS specific type is denoted in the tables in the following subclauses by the variable “cst”, which takes its value from the table in subclause 6.9.8.10.19.10, depending upon the exact packet CS used for the service.

The following configuration settings shall be supported by all CPEs that are compliant with this specification.
6.9.8.10.19.11.1 Classifier DSC Action
When received in a DSC-REQ, this indicates the action to be taken with this classifier.

	Element ID
	Length

(bytes)
	Value

	[145/146].cst.1
  
	1
	0: DSC Add Classifier
1: DSC Replace Classifier

2: DSC Delete Classifier


6.9.8.10.19.11.2 Packet Classification Rule 
This compound parameter contains the parameters of the classification rule. All parameters pertaining to a specific classification rule shall be included in the same “Packet Classification Rule” compound parameter. A packet classification rule containing only the classification rule index (c.f. Section 6.9.8.10.19.11.2.13) and with no other classification parameters matches all packets entering the convergence sublayer.
	Element ID
	Length

(bytes)
	Value

	[145/146].cst.2
	variable
	Compound


6.9.8.10.19.11.2.1 Classification Rule Priority Field
The value of this field specifies the priority for the classification rule, which is used for determining the order of the classification rule. 
Classification rule may have priorities in the range 0 – 255 with the default value being 0. A larger value indicates a higher priority.

	Element ID
	Length

(bytes)
	Value

	[145/146].cst.2.1
	1
	0 – 255 


6.9.8.10.19.11.2.2 IP Type of Service/Differentiated Services Codepoint Range and Mask Field
The values of this field specify the matching parameters for the IP type of service/differentiated services codepoint (DSCP) byte range and mask. An IP packet with IP type of service (ToS) byte value “ip-tos” matches the parameter if tos-low <= (ip-tos AND tos-mask) <= tos-high. If this field is omitted, then the comparison of the IP packet ToS byte for this entry is irrelevant.

	Element ID
	Length

(bytes)
	Value

	[145/146].cst.2.2
	3
	tos-low, tos-high, tos-mask 


6.9.8.10.19.11.2.3 Protocol Field
The value of this field specifies a matching value for the IP Protocol Field. For IPv6 (IETF RFC 2460), this refers to the next header entry in the last header of the IP header chain. The encoding of the value field is that defined by the IANA document “Protocol Numbers”. If this parameter is omitted, then the comparison of the IP Header Protocol Field for this entry is irrelevant.
	Element ID
	Length

(bytes)
	Value

	[145/146].cst.2.3
	1
	Protocol 


6.9.8.10.19.11.2.4 IP Masked Source Address Parameter
This parameter specifies an IP source address (designated “src”) and its corresponding address mask (designated “smask”). An IP packet with IP source address “ip-src” matches this parameter if src = (ip-src AND smask). If this parameter is omitted, then the comparison of the IP packet source address for this entry is irrelevant.
	Element ID
	Length

(bytes)
	Value

	[145/146].cst.2.4
	8 (IPv4)
32 (IPv6)
	src, smask 


6.9.8.10.19.11.2.5 IP Masked Destination Address Parameter
This parameter specifies an IP destination address (designated “dst”) and its corresponding address mask (designated “dmask”). An IP packet with IP destination address “ip-dst” matches this parameter if dst = (ip-dst AND dmask). If this parameter is omitted, then the comparison of the IP packet destination address for this entry is irrelevant.
	Element ID
	Length

(bytes)
	Value

	[145/146].cst.2.5
	8 (IPv4)
32 (IPv6)
	dst, dmask 


6.9.8.10.19.11.2.6 Protocol Source Port Range Field

The value of this field specifies a range of protocol source port values. Classification rules with port numbers are protocol-specific, i.e., a rule on port numbers without a protocol specification shall not be defined. An IP packet with protocol port value “src-port” matches this parameter if “src-port” is greater than or equal to “sportlow” and “src-port” is less than or equal to “sporthigh”. If this parameter is omitted, the protocol source port is irrelevant. This parameter is irrelevant for protocols without port numbers.

	Element ID
	Length

(bytes)
	Value

	[145/146].cst.2.6
	4
	sportlow, sporthigh 


6.9.8.10.19.11.2.7 Protocol Destination Port Range Field
The value of this field specifies a range of protocol destination port values. Classification rules with port numbers are protocol-specific, i.e., a rule on port numbers without a protocol specification shall not be defined. An IP packet with protocol port value “dst-port” matches this parameter if “dst-port” is greater than or equal to “dportlow” and “dst-port” is less than or equal to “dporthigh”. If this parameter is omitted, the protocol destination port is irrelevant. This parameter is irrelevant for protocols without port numbers.
	Element ID
	Length

(bytes)
	Value

	[145/146].cst.2.7
	4
	dportlow, dporthigh 


6.9.8.10.19.11.2.8 IEEE 802.3/Ethernet Destination MAC Address Parameter

This parameter specifies a MAC destination address (designated “dst”) and its corresponding address mask (designated “msk”). An IEEE 802.3/Ethernet packet with MAC destination address “etherdst” corresponds to this parameter if dst = (etherdst AND msk). If this parameter is omitted, then the comparison of the IEEE 802.3/Ethernet destination MAC address for this entry is irrelevant.

	Element ID
	Length

(bytes)
	Value

	[145/146].cst.2.8
	12
	dst, msk 


6.9.8.10.19.11.2.9 IEEE 802.3/Ethernet Source MAC Address Parameter

This parameter specifies a MAC source address (designated “src”) and its corresponding address mask (designated “msk”). An IEEE 802.3/Ethernet packet with MAC source address “ethersrc” corresponds to this parameter if src = (ethersrc AND msk). If this parameter is omitted, then the comparison of the IEEE 802.3/Ethernet source MAC address for this entry is irrelevant.
	Element ID
	Length

(bytes)
	Value

	[145/146].cst.2.9
	12
	src, msk 


6.9.8.10.19.11.2.10 Ethertype/IEEE 802.2 SAP
The format of Layer 3 protocol ID in the Ethernet packet is indicated by “type”, “eport1”, and “eport2” as follows.

· If type = 0, the rule does not use the Layer 3 protocol type as a matching criteria. In addition, eport1 and eport2 are ignored when considering whether a packet matches the current rule.

· If type = 1, the rule applies only to SDUs that contain an Ethertype value. Ethertype values are contained in packets using the DEC-Intel-Xerox (DIX) encapsulation or the Sub-Network Access Protocol (SNAP) encapsulation (IEEE 802.2, IETF RFC 1042) format. In this case, eport1 and eport2 give the 16 bit value of the Ethertype that the packet shall match in order to match the rule.

· If type = 2, the rule applies only to SDUs using the IEEE 802.2 encapsulation format with a Destination Service (DSAP) other than 0xAA (which is reserved for SNAP). In this case, the lower 8 bits of eport1 and eport2 shall match the DSA byte of the packet in order to match the rule.
If the Ethernet SDU contains an IEEE 802.1D and IEEE 802.1Q tag header (i.e., Ethertype 0x8100), this object applies to the embedded Ethertype field within the IEEE 802.1D and IEEE802.1Q header.
Other values of type are reserved. If this parameter is omitted, then the comparison of either the Ethertype or IEEE 802.2 SAP for this rule is irrelevant. 

	Element ID
	Length

(bytes)
	Value

	[145/146].cst.2.10
	3
	type, eport1, eport2 


6.9.8.10.19.11.2.11 IEEE 802.1D User Priority Field
The values of this field specify the matching parameters for the IEEE 802.1D user_priority bits. An Ethernet packet with IEEE 802.1D user_priority value “priority” matches these parameters if priority is greater than or equal to “pri-low” and priority is less than or equal to “pri-high”. 
If this parameter is specified for an entry, then Ethernet packets without IEEE 802.1Q encapsulation shall not match this entry. If this parameter is specified for an entry on a CPE that does not support forwarding of IEEE 802.1Q encapsulated traffic, then this entry shall not be used for any traffic.

If this field is omitted, then the comparison of the IEEE 802.1D user-priority bits for this entry is irrelevant. 

	Element ID
	Length

(bytes)
	Value

	[145/146].cst.2.11
	2
	pri-low, pri-high

Valid range: 0 – 7 for pri-low and pri-high 


6.9.8.10.19.11.2.12 IEEE 802.1Q VLAN ID Field
The value of this field specifies the matching value for the IEEE 802.1Q vlan_id bits. Only the first (i.e., the leftmost) 12 bits of the specified vlan_id field are significant; the final 4 bits shall be ignored for comparison. 
If this parameter is specified for an entry, then Ethernet packets without IEEE 802.1Q encapsulation shall not match this entry. If this parameter is specified for an entry on a CPE that does not support forwarding of IEEE 802.1Q encapsulated traffic, then this entry shall not be used for any traffic.

If this field is omitted, then the comparison of the IEEE 802.1Q vlan_id bits for this entry is irrelevant.

	Element ID
	Length

(bytes)
	Value

	[145/146].cst.2.12
	2
	vlan_id1, vlan_id2 


6.9.8.10.19.11.2.13 Packet Classification Rule Index Field
The Packet Classification Rule Index field identifies a packet classification rule. The packet classification rule index is unique per service flow.

	Element ID
	Length

(bytes)
	Value

	[145/146].cst.2.13
	2
	Packet Classification Rule Index 


6.9.8.10.19.11.2.14 Vendor-specific classification parameters
This allows vendors to encode vendor-specific classification rule parameters. The Vendor ID shall be the first information embedded inside vendor-specific classification rule parameters. If the first information inside vendor-specific classification rule is not a Vendor ID, then the information shall be discarded.

	Element ID
	Length

(bytes)
	Value

	[145/146].cst.2.143
	variable
	Compound 


6.9.8.10.19.11.2.15 IPv6 Flow Label Field
The value of this field specifies a matching value for the IPv6 Flow Label field. As the Flow Label field has a length of 20 bits, the first 4 bits of the most significant byte shall be set to 0x0 and disregarded.

	Element ID
	Length

(bytes)
	Value

	[145/146].[100/104/106].2.14
	3
	Flow Label 


7. Refinement #5
Add the following two Convergence Sublayer capabilities right after Section 6.9.7.3.6.
6.9.7.3.7 Convergence Sublayer Capability

6.9.7.3.7.1 Classification and SDU encapsulation support
This parameter indicates which classification and SDU encapsulation the CPE supports. By default, IPv4 and IEEE 802.3/Ethernet shall be supported, thus absence of this parameter in REG-REQ means that named options are supported by the CPE. 
	Element ID
	Length

(bytes)
	Value
	Scope

	7
	2
	Bit 0: IPv4 

Bit 1: IPv6 

Bit 2: IEEE 802.3/Ethernet 

Bit 3: IEEE 802.1Q VLAN 

Bit 4: IPv4 over IEEE 802.3/Ethernet 

Bit 5: IPv6 over IEEE 802.3/Ethernet 

Bit 6: IPv4 over IEEE 802.1Q VLAN 

Bit 7: IPv6 over IEEE 802.1Q VLAN 
	REG-REQ,

REG-RSP


6.9.7.3.2. Maximum number of classification rules 
This is the maximum number of admitted classifiers classification rules that the CPE supports.
	Element ID
	Length

(bytes)
	Value
	Scope

	8
	2
	Maximum number of simultaneous admitted classification rules
	REG-REQ,

REG-RSP
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Abstract


Referring to Section 5 of the Working Document (version 0.4.6), packet convergence sublayer (CS) is the main service-specific convergence sublayer and it is a part of the 802.22 MAC which the upper layers interface to. The packet CS is used for transporting all packet-based protocols, including Internet Protocol (IP), IEEE 802.3/Ethernet, and IEEE 802.1Q VLAN (Virtual LAN). However, only IEEE 802.3/Ethernet and IP are described in Sections 5.3 and 5.4, respectively, and the text on their classification parameters are also missing. This contribution aims at introducing the remaining CS type (i.e., IEEE 802.1Q VLAN) and providing the missing texts for the classification parameters for all of the three CS types. 
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