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INTER-DEVICE OPERATIONS AMONG PROTECTING DEVICES
1. INTRODUCTION

Three types of protecting devices, PPD, NPD, and SPDs, are operating together to protect incumbent user equipments.

Each has its own protected devices such as microphones which can be protected by this protecting device.

The main goal with the TG1 beacon system is that protecting devices deliver information of their protected devices to the WRAN system by transmitting their beacon frames. This goal can be easily achieved by sending and receiving beacon frames and decoding them. 

More complicated operations are inter-device operations. In this document, all types of inter-device operations which can be executed by the PPD, the NPD, and SPDs are listed and described.

Each device can leave the radio space with or without notice by ceasing its transmission. These two cases – leave with notice and leave without notice – are being reviewed in this document for all types of protecting devices to identify all possible problems.

Only one case for SPD ceasing transmission without notice is not mentioned in the current draft [1] while some of other cases need more explanation or clarification or slight modifications in the draft. In this document all of their solutions are suggested if they are not covered in the draft. 
In Section 2, all the basic features and operations of each protecting device are being explained. Most of them are covered in the current draft. In Section 3, these features and operations are evaluated by using all the cases that protecting devices cease their transmission.

2. BASIC FEATURES AND OPERATIONS OF PROTECTING DEVICES
All operations and features that PPD, NPD, and SPDs need to have to confront the possible cases and scenarios are summarized as following.
BASIC FEATURES OF PROTECTING DEVICES

Common Features of Three Types of Protecting Devices

· Each protecting device monitors all other protecting devices by receiving and interpreting all beacon frames from other protecting devices and identifies the type of protecting device – PPD, NPD, or SPD - which sent a beacon frame when it receives one frame by applying the procedure described in ‘Recognition of the type of protecting device which sent a beacon frame’ below.
· Each protecting device notifies other protecting devices of its intention to cease operation by transmitting its beacon frame with Cease TX subfield of Parameter 2 field set to one when it wants to leave the radio space.
PPD only

· The PPD continuously monitors the NPD’s existence by applying a procedure described in the ‘Recognition of NPD’s existence by protecting devices’ below. 
·    Whenever it recognizes that the NPD ceases its transmission either with or without notice by applying the procedure described in the ‘Judgment that there is no NPD by any protecting device’ below, the PPD selects one SPD as a new NPD and notifies this SPD of this selection so that this SPD can operate as a new NPD as described in ‘The PPD’s notifying an SPD of its selecting this SPD as a new NPD’ below (7.4.6.3, page 62, lines 32-51). Then the previous NPD should be an ordinary SPD if it still exists in the radio space for any reason.
· Whenever it recognizes that an SPD or the NPD sends a beacon frame with Cease TX subfield set to one, the PPD updates its information using information from this protecting device including its subchannel map.

NPD only

· The NPD continuously monitors the PPD’s existence by applying a procedure described in the ‘Recognition of PPD’s existence by protecting devices’ below. 
· Whenever it recognizes that the PPD ceases its transmission either with or without notice by applying a procedure described in the ‘Judgment that there is no PPD by any protecting device’ below, the NPD will promote itself as the new PPD and select another SPD as a new NPD by following a procedure described in ‘Notification of the PPD to an SPD for its selecting this SPD as a new NPD’ below.

SPD only

· SPDs continuously monitor the PPD’s existence by applying a procedure described in ‘Recognition of PPD’s existence by protecting devices’ below. SPDs also continuously monitor the NPD’s existence by applying a procedure described in the ‘Recognition of NPD’s existence by protecting devices’ below. 
· Whenever it recognizes that the PPD ceases its transmission either with or without notice by applying a procedure described in the ‘Judgment that there is no PPD by any protecting device’ below and at the same time it recognizes that the NPD ceases its transmission either with or without notice by applying a procedure described in the ‘Judgment that there is no NPD by any protecting device’ below, an SPD will promote itself as the new PPD and select another SPD as a new NPD by following a procedure described in ‘Notification of the PPD to an SPD for its selecting this SPD as a new NPD’ below.

· An SPD transmits a beacon frame if it recognizes that the PPD has difficulty to notify an SPD of its selecting this SPD as a new NPD by applying the procedure described in ‘SPD’s transmitting a beacon frame to be selected as a new NPD’ below.
· An SPD sends a beacon frame periodically every macMaxSPDPeriod superframes to inform the PPD of its activeness.

PROCEDURES NEEDED TO IMPLEMENT THE ABOVE FEATURES
Values of macMaxMissedBeaconsNPD and macMaxMissedBeaconsSPD

macMaxMissedBeaconsNPD which is a fixed value is less than any macMaxMissedBeaconsSPD as following.

Each SPD has its own value chosen among a predetermined set of values for macMaxMissedBeaconsSPD. This set of values is { macMaxMissedBeaconsSPD | macMaxMissedBeaconsSPD = macMaxMissedBeaconsNPD + 5 + a*n, n = 0, 1, 2, 3, ….., k }. Here k is the maximum number of SPDs accommodated by a PPD and a is a constant, for example, 3. A different value of macMaxMissedBeaconsSPD is assigned to each SPD by applying the following method. When an SPD is associated with the PPD for the first time, this SPD has a value of zero for n. Whenever it hears another ordinary SPD, i.e., whenever it receives a beacon frame from another ordinary SPD, it increases its value of n by one. Whenever it transmits a beacon frame, its value of n is reset to zero. By applying this, it is guaranteed that all SPDs have different values for macMaxMissedBeaconsSPD. It means that each SPD always has a different value of n from values that other SPDs have.

Recognition of the type of protecting device which sent a beacon frame

Each device can recognize a beacon frame from the PPD by checking the rank bit of the received beacon frame. If this bit is one, the received beacon frame is from the PPD. Otherwise, it is from the NPD or an ordinary SPD.

Each device can recognize a beacon frame from the NPD or an ordinary SPD by checking the NPD indication subfield of the received beacon frame as follows: when the NPD sends a beacon frame, it shall set NPD indication in Parameter 2 to one; when an SPD sends a beacon frame, this SPD shall set NPD indication in Parameter 2 to zero [4]. 
Recognition of the PPD’s existence by any protecting device

Each device can recognize that there is the PPD by receiving a beacon frame which has the Rank bit set to one.
Judgment that there is no PPD by any protecting device

The NPD judges that there is no PPD 
(1) if it does not hear the PPD for consecutive macMaxMissedBeaconsNPD superframes (7.4.6.3, page 63 lines 8-10), that is, if Timer 2 specified below expires, or

(2) if it receives a beacon frame with Cease TX subfield of Parameter 2 field set to one from the PPD.
The SPD judges that there is no PPD
(1) if it does not hear the PPD for consecutive macMaxMissedBeaconsSPD superframes (7.4.7.1, page 63 lines 17-22), that is, if Timer 3 specified below expires, or

(2) if it can not hear the PPD for a (macMaxMissedBeaconsSPD – macMaxMissedBeaconsNPD - 5) superframes after it receives a beacon frame with Cease TX subfield of Parameter 2 field set to one from the PPD.

Recognition of the NPD’s existence by any protecting device

Each device can recognize that there is the NPD by applying one of two methods or both as follows:

(1) Each device can check NPD codewords in the receive (RX) periods. If it receives this codeword in the receive period, it recognizes that there is the NPD.
(2) Each device can recognize NPD’s beacon frames if the following is adopted: when the NPD sends a beacon frame, it shall set NPD indication in Parameter 2 to one; when an SPD sends a beacon frame, this SPD shall set NPD indication in Parameter 2 to zero [4]. 
Judgment that there is no NPD by any protecting device

A protecting device judges that there is no NPD


(1) if it can not receive these NPD codewords or NPD indication subfields set to one for a fixed amount time of (macMaxMissedNPDCodes x macNPDPeriod) superframes (7.4.6.3, page 62 lines 53-54), that is, if Timer 1 specified below expires, or 



(2) if it recognizes that the NPD sent a beacon frame with Cease TX subfield set to one. 

PPD’s notifying an SPD of its selecting this SPD as a new NPD

The PPD selects an SPD at the discretion of the next higher layer as a new NPD. Then the PPD notifies the SPD of this selection by sending a beacon frame with NPD Indication subfield set to one in the second sueperframe after it receives a beacon frame from this SPD. This SPD becomes the NPD and sends the NPD code in the receive period after two superframes. After then all protecting devices updates their NPD information including the NPD address. The detailed procedure is described in the current draft (7.4.6.3, page 62 lines 39-51).
SPD’s transmitting a beacon frame to be selected as a new NPD

If the NPD ceases its transmission, the PPD should select an SPD as a new NPD, but it has difficulty to notify the SPD of its selection if it can not receive a beacon frame from any SPD after it decides this selection. To solve this problem, an SPD transmits a beacon frame if it can not hear the NPD for a fixed amount of time corresponding to (macMaxMissedNPDCodes x macNPDPeriod + macMaxNPDIndicationSPD) superframes.
The features and procedures described in the above will be enough to implement all the functions for all inter-device operations among protecting devices in the above and the cases listed and explained in the following section.

SEVEN TYPES OF TIMERS OPERATED
Timers which are specified in the above procedures are summarized as following: 

Timer 1: (macMaxMissedNPDCodes x macNPDPeriod) timer

The PPD or any SPD operates (macMaxMissedNPDCodes x macNPDPeriod) timer whenever it can not hear the NPD. This timer expires when it does not hear the NPD for consecutive (macMaxMissedNPDCodes x macNPDPeriod) superframes. This timer will be reset whenever it hears the NPD again.

Timer 2: macMaxMissedBeaconsNPD timer

The NPD operates macMaxMissedBeaconsNPD timer whenever it can not hear the PPD. This timer expires when it does not hear the PPD for consecutive macMaxMissedBeaconsNPD superframes. This timer will be reset whenever it hears the PPD again.

Timer 3: macMaxMissedBeaconsSPD timer

An SPD operates macMaxMissedBeaconsSPD timer whenever it can not hear the PPD. This timer expires when it does not hear the PPD for consecutive macMaxMissedBeaconsSPD superframes. This timer will be reset whenever it hears the PPD again.

Timer 4: macMaxSPDPeriod timer

An SPD operates macMaxSPDPeriod timer whenever it does not transmit a beacon frame. This timer expires when it has not transmitted a beacon frame for consecutive macMaxSPDPeriod superframes. This timer will be reset whenever it transmits a beacon frame.

Timer 5: (macMaxMissedNPDCodes x macNPDPeriod + macMaxMissedBeaconsSPD) timer

Any SPD operates (macMaxMissedNPDCodes x macNPDPeriod + macMaxMissedBeaconsSPD) timer whenever it can not hear the NPD. This timer expires when it does not hear the NPD for consecutive (macMaxMissedNPDCodes x macNPDPeriod + macMaxMissedBeaconsSPD) superframes. This timer will be reset whenever it hears the NPD again.

Timer 6: (macMaxMissedBeaconsSPD – macMaxMissedBeaconsNPD - 5) timer

An SPD operates (macMaxMissedBeaconsSPD – macMaxMissedBeaconsNPD - 5) timer whenever it can not hear the PPD. This timer expires when it does not hear the PPD for consecutive (macMaxMissedBeaconsSPD – macMaxMissedBeaconsNPD - 5) superframes. This timer will be reset whenever it hears the PPD again.

Timer 7: (macMaxMissedNPDCodes x macNPDPeriod + macMaxMissedBeaconsSPD – macMaxMissedBeaconsNPD - 5) timer

An SPD operates (macMaxMissedNPDCodes x macNPDPeriod + macMaxMissedBeaconsSPD – macMaxMissedBeaconsNPD - 5) timer whenever it can not hear the NPD. This timer expires when it does not hear the NPD for consecutive (macMaxMissedNPDCodes x macNPDPeriod + macMaxMissedBeaconsSPD – macMaxMissedBeaconsNPD - 5) superframes. This timer will be reset whenever it hears the NPD again.

Timers that each protecting device has

The PPD operates one timer:

Timer 1: (macMaxMissedNPDCodes x macNPDPeriod) timer

The NPD operates one timer:

Timer 2: macMaxMissedBeaconsNPD timer

An SPD operates three timers:

Timer 1: (macMaxMissedNPDCodes x macNPDPeriod) timer

Timer 3: macMaxMissedBeaconsSPD timer

Timer 4: macMaxSPDPeriod timer

Timer 5: (macMaxMissedNPDCodes x macNPDPeriod + macMaxMissedBeaconsSPD) timer
Timer 6: (macMaxMissedBeaconsSPD – macMaxMissedBeaconsNPD - 5) timer

Timer 7 (macMaxMissedNPDCodes x macNPDPeriod + macMaxMissedBeaconsSPD – macMaxMissedBeaconsNPD - 5) timer

MIB ATTRIBUTES NEEDED FOR THE ABOVE FEATURES
macMaxMissedBeaconsNPD

macMaxMissedBeaconsSPD

macMaxMissedNPDCodes

macNPDPeriod
macMaxSPDPeriod

OPTIONAL MAC FUNCTIONS TO REPLACE THE NHL’S FUNCTIONS
Some optional functions can be executed in the MAC sublayer to replace functions which are to be done at the discretion of the next higher layer to reduce dependency on the next higher layer.

Selection of an SPD to be promoted as a new NPD

The first SPD that sends a beacon frame after the PPD decided to select one is selected. If no SPD sends a beacon frame, the PPD wait for a beacon frame to be received by it.
Action after the NPD recognizes that the PPD ceases its transmission

In the current draft, the MAC sublayer shall issue an MLME-BEACON-LOST.indication primitive to the next higher layer (7.4.7.1, page 63 lines 17-22). One optional way is that by applying the above procedures the NPD promotes itself as a new PPD by the decision of the MAC sublayer. 
Action after an SPD recognizes that the PPD ceases its transmission

In the current draft, the MAC sublayer shall issue an MLME-BEACON-LOST.indication primitive to the next higher layer (7.4.7.1, page 63 lines 17-22). One optional way is that by applying the above procedures this SPD promotes itself as a new PPD by the decision of the MAC sublayer if there is no NPD. 
Action after the PPD recognizes that the NPD ceases its transmission

In the current draft, the MAC sublayer shall issue an MLME-NPD-LOST.indication primitive to the next higher layer (7.4.6.3, page 63 lines 4-6). One optional way is to follow the above procedures without having a decision from the next higher layer.
SOME ANALYSES
For these analyses, the worse cases are considered and the value for each attribute is imported from the current draft if specified there. In the current draft, macMaxMissedBeasonsNPD = 15, smallest macMaxMissedBeasonsSPD = 20, macMaxMissedNPDCodes = 5, and macNPDPeriod = 5.
Maximum period that there is no PPD

Period if the PPD expresses its intention to cease transmission

After it expresses its intention, immediately the NPD will try to be a new PPD.

For the cast that there is no NPD, that is, if the NPD ceases transmission without notice, an SPD will wait for (macMaxMissedNPDCodes x macNPDPeriod) superframes.
At the same time this SPD will wait for a period of macMaxMissedBeaconsSPD superframes to check whether there is the PPD.
Calculation of the maximum period:

(larger one between smallest macMaxMissedBeaconsSPD and (macMaxMissedNPDCodes x macNPDPeriod) x length of a superframe) 

For example, for the values from the current draft, then this period is around 2.5 sec.

Period if the PPD ceases its transmission without notice

For the case that the PPD ceases transmission without notice, the NPD will try to be a new PPD after it waits for macMaxMissedBeaconsNPD superframes.

If the NPD also left without notice, an SPD will be a new PPD after it waits for macMaxMissedBeaconsSPD superframes for the PPD and waits for (macMaxMissedNPDCodes x macNPDPeriod) superframes for the NPD.

Calculation of the maximum period:

((largest one among macMaxMissedBeaconsNPD,  macMaxMissedBeaconsSPD, and (macMaxMissedNPDCodes x macNPDPeriod)) x length of a superframe)

For example, for the values from the current draft, then this period is around 2.5 sec.

Maximum period that there is no PPD = 2.5 sec
Maximum period that there is no NPD

Period if the NPD expresses its intention to cease transmission

After the NPD expresses its intention, immediately the PPD will try to select an SPD as a new NPD.
For the case that the PPD ceases its transmission without notice, that is, if there is no PPD, an SPD will be a new PPD after it waits for macMaxMissedBeaconsSPD superframes for the PPD and will immediately appoint an SPD as a new NPD.
If there is no SPD that transmits a beacon frame, the new PPD will wait additionally for a period of (macMaxMissedNPDCodes x macNPDPeriod) superframes.
Calculation of the maximum period:

((macMaxMissedNPDCodes x macNPDPeriod) + smallest macMaxMissedBeasonsSPD) x length of a superframe) 

For example, for the values from the current draft, then this period is around 4.5 sec.

Period if the NPD ceases its transmission without notice

If the NPD ceases transmission without notice, the PPD will try to select an SPD as a new NPD after it waits for (macMaxMissedNPDCodes x macNPDPeriod) superframes.

If there is no SPD that transmits a beacon frame, the PPD will wait additionally for a period of macMaxMissedBeasonsSPD superframes.
Calculation of the maximum period:

(((macMaxMissedNPDCodes x macNPDPeriod) + smallest macMaxMissedBeasonsSPD) x length of a superframe) 

For example, for the values from the current draft, then this period is around 4.5 sec.

If the PPD also left without notice, an SPD will be a new PPD after it waits for macMaxMissedBeaconsSPD superframes.

After then this new PPD will select a new NPD.

If there is no SPD that transmits a beacon frame, the new PPD will wait additionally for a period of (macMaxMissedNPDCodes x macNPDPeriod)  superframes.
Calculation of the maximum period:

((smallest macMaxMissedBeaconsSPD + (macMaxMissedNPDCodes x macNPDPeriod)) x length of a superframe)

For example, for the values from the current draft, then this period is around 4.5 sec.

Maximum period that there is no NPD = 4.5 sec

From the above analyses, 

Maximum period without the PPD = 2.5 sec
Maximum period without the NPD = 4.5 sec
3. ALL CEASING TRANSMISSION CASES

In this document, all the cases that a protecting device leaves are considered and what should be done for these cases is suggested. Most of the cases have been covered by the methods described in the current standard draft [1]. Some of them should be covered by adding new methods to the draft. This section is mostly imported from a document, 22-07-0xxx-00-0001_Ceasing_Transmission_of_Protecting_Devices, which was submitted before[2].
PPD CEASING TRANSMISSION
With notice

The PPD can notify its intention to cease operation by transmitting its beacon frame with Cease TX subfield set to one.Then the NPD and SPDs which are associated with the PPD can recognize this intention. The NPD will immediately promote itself as a new PPD and select another SPD as a new NPD by following the procedure described in Subclause 7.4.6.3 of the current draft (pages 62 and 63) and in the above section. 
Without notice

The NPD and SPDs continuously monitor PPD’s transmissions. SPDs also monitor NPD’s activities (i.e., NPD’s existence) by receiving NPD codes in the receive period and/or by checking NPD indication subfield of Parameter 2 field. If the NPD can not hear the PPD for a fixed amount of time corresponding to macMaxMissedBeaconsNPD superframes, it promotes itself as the new PPD (7.4.7.1, page 63, lines 17-22). 

NPD CEASING TRANSMISSION
With notice

The NPD can notify its intention to cease operation by sending a beacon frame with Cease TX subfield set to one. Then the PPD selects one SPD as a new NPD and notifies this SPD so that this SPD can operate as a new NPD (7.4.6.3, page 63, lines 32-51).
In the current draft, the SPD can be an NPD right after it sends a beacon frame as described in 7.4.6.3. It means that the PPD can notify an SPD of its selecting this SPD as a new NPD only when it receives a beacon frame from the SPD. If no SPDs send their beacon frames, the PPD can not have a new NPD. This might be a problem if no SPDs transmit their beacons after the NPD leaves because the PPD can make an SPD promote itself as a new NPD by sending a beacon frame with NPD indication of Parameter 2 field set to one only after the PPD receives a beacon frame from the SPD according to the current draft[1].

To remedy the problem identified in the above, a procedure described in ‘SPD’s transmitting a beacon frame to be selected as a new NPD’ of the above Section 2 can be applied as follows:
Firstly, since SPDs can receive all beacon frames and identify which protecting device is the current NPD, SPDs can know that the current NPD is about to cease its transmission if they decode Cease TX subfield of the received beacon frames. Then after a fixed amount of time for (macMaxMissedNPDCodes x macNPDPeriod + macMaxMissedBeaconsSPD) superframes elapses without hearing the NPD, an SPD sends its beacon frame to be selected as a new NPD. 

Without notice

The PPD monitors NPD codewords periodically transmitted by the NPD during the receive periods and NPD indication subfield of Parameter 2 field as described in the procedure, ‘Recognition of the NPD’s existence by any protecting device’ in the above Section 2. If the PPD can not hear the NPD for a fixed amount of time, it tries to select an SPD as a new NPD and notifies this SPD so that this SPD can operate as a new NPD.  This fixed amount of time specified is the time corresponding to (macMaxMissedNPDCodes x macNPDPeriod) superframes (7.4.6.3, page 62 lines 53-54 and page 63 lines 1-6). An SPD tries to send a beacon frame to be selected as a new NPD if the SPD can not hear the NPD for a fixed amount of time corresponding to (macMaxMissedNPDCodes x macNPDPeriod + macMaxMissedBeaconsSPD) superframes to solve the same problem as for the case of ‘with notice’ in the above.
SPD CEASING TRANSMISSION
With notice

The SPD can notify its intention to cease operation by setting Cease TX subfield to one and transmitting its beacon frame. Then the PPD can recognize it and update its corresponding information related to this SPD (7.4.7.2, page 63, lines 44-50).
Without notice

If an SPD leaves the radio space without notice, in the current standard draft the PPD retains this SPD’s information until the PPD quits its role (7.4.7.2, page 63, lines 52-54). In some comments including Comment # 336 suggested by Soo-Young Chang, it is pointed out that this might be a serious problem because some rogue SPDs can utilize this case for denial-of-service. Therefore a scheme by which SPDs should send their beacon frame periodically is proposed by some commenters including one who submitted Reference document [3] so that the PPD can be informed of whether SPDs are still active or not. Therefore in this document, as in other documents, this feature described in the above Section 2 is added to the current draft by which an SPD sends a beacon frame periodically every macMaxSPDPeriod superframes to inform the PPD of its activeness.

PPD AND NPD CEASING TRANSMISSION SIMULTANEOUSLY
Both PPD and NPD With notice

This case is that there are no PPD and no NPD at the same time. It means that each SPD recognized that the PPD and the NPD transmitted a beacon frame each with Cease TX subfield set to one. Each SPD will wait for a period of a certain number of superframes where this number is its own value of (macMaxMissedBeaconsSPD – macMaxMissedBeaconsNPD – 5) after it hears the PPD or the NPD for the last time. Before this timer expires, if it finds a new PPD, it will reset the timer and just communicate with the new PPD. Right after this timer expires, this SPD promotes itself as the new PPD. This new PPD will appoint a new NPD among SPDs. 
PPD without notice, but NPD with notice

A new NPD can not be selected by the PPD because the PPD leaves without notice. SPDs monitor the PPD’s transmission and can not hear the PPD for this case. If it can not hear the PPD for a period of macMaxMissedSPD superframes, one of SPDs will be the PPD (7.4.7.1, page 63 lines 17-40). The same procedure to appoint a new NPD can be applied as the above case.

NPD without notice, but PPD with notice

A new NPD can not be selected by the PPD because the current NPD left without notice and there is no PPD. SPDs know that the PPD ceased its transmission and monitor the NPD’s transmission. If an SPD can not hear the NPD for a fixed amount of time of (macMaxMissedNPDCodes x macNPDPeriod + macMaxMissedBeaconsSPD – macMaxMissedBeaconsNPD - 5) superframes, one of them can be the PPD (7.4.7.1, page 63 lines 17-40). After then a new NPD will be selected by the new PPD. The same procedure to appoint a new NPD can be applied as the above case.
Both NPD and PPD without notice

If there is no PPD and no NPD at the same time, each SPD will wait until it can not hear the PPD and the NPD for macMaxMissedBeaconsSPD and (macMaxMissedNPDCodes x macNPDPeriod) superframes respectively. Before both of these two timers expire, if it finds one new PPD, an SPD will reset the first timer and just communicate with the new PPD. When these two timers expire, that means this SPD does not hear the PPD and the NPD for specified periods and it will promote itself as the new PPD.  (7.4.7.1, page 63 lines 17-40) The same procedure to appoint a new NPD can be applied as the above case.
If there is no active SPD for the above four cases, no more beacon frames are sent and the WRAN recognizes that there is no protected incumbent device (7.4.7.1, page 63 lines 17-40).

PPD, NPD AND SPDS CEASING TRANSMISSION SIMULTANEOUSLY
With and without  notice

No more activities will be done if all protecting devices cease transmission at the same time. The WRAN is recommended to wait for a fixed amount of time to check whether there are any active protecting devices if it can not hear any protecting devices for a while. Futher explanation for the WRAN’s action for this case is beyond the scope of the standard.

If some of SPDs are still active while one or more SPDs cease without notice, the above cases of PPD and NPD ceasing transmission simultaneously are applied.

4. SUMMARY AND CONCLUSIONS
So far two major problems are identified which are not covered in the current draft as follows:

· In the current draft, the SPD can be an NPD right after it sends a beacon frame as described in 7.4.6.3. It means that the PPD can notify an SPD of its selecting this SPD as a new NPD only when it receives a beacon frame from the SPD. If no SPDs send their beacon frames, the PPD can not have a new NPD. This might be a problem if no SPDs transmit their beacons after the NPD leaves because the PPD can make an SPD promote itself as a new NPD by sending a beacon frame with NPD indication of Parameter 2 field set to one only after the PPD receives a beacon frame from the SPD according to the current draft[1].

· If an SPD leaves the radio space without notice, in the current standard draft the PPD retains this SPD’s information until the PPD quits its role (7.4.7.2, page 63, lines 52-54). This might be a serious problem because some rogue SPDs can utilize this case for denial-of-service.

For the concepts described in this document, only the following four functions need to be added in the current draft to solve these two problems which minimize changes or modification of the current draft:
· Each device can recognize a beacon frame from the NPD or an ordinary SPD by checking the NPD indication subfield of the received beacon frame.

· SPDs also continuously monitor the NPD’s existence by checking whether they receive beacon frames from the NPD.

· An SPD transmits a beacon frame if it recognizes that the PPD has difficulty to notify an SPD of its selecting this SPD as a new NPD.

· An SPD sends a beacon frame periodically to inform the PPD of its activeness.

Only with these four functions, all the problems identified by the author which are not covered in the current draft can be solved. Moreover with the concepts random back-off timer concept does not need to be implemented whenever it is needed. It means that all collision problems are solved.
In Section 2, it is shown how many features each protecting device needs to have to accomplish its operational goal except system and device initializations and how they work. Each protecting device has small number of features to implement all the functions except system and device initialization as in the following:

· Common to all types of protecting devices: two features

· PPD only: three features

· NPD only: two features

· SPD only: four features
Each feature is described in detail in this section. Most of them have been included in the current draft, but in this section the author tries to show how to implement them. Only a small number of features are needed to implement all the functions to achieve system goals. Moreover, once again most of them are already included by the current draft.
In Section 3, these features are tested by evaluating them with all the cases that each device ceases its transmission. It is shown that these features are enough to cover all the cases.

As a conclusion, to solve all the problems identified in the above, only four functions need to be added and all the features can be implemented. 
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Abstract


In this document, all inter-device operations among protecting devices are described and all the cases for ceasing transmission of protecting devices are analyzed and solutions are proposed for some of them which are not covered in the current draft.
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