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1. Overview

This document describes the proposal for a physical (PHY) and distributed medium access control (MAC) sublayer based on beacons for the protection of Part 74 services. It specifies a beacon-based wireless network structure that does not require any existing infrastructure for communication.
1.1 Architecture

This proposal defines a PHY and MAC service and protocol. As shown in Figure 1, the PHY layer and MAC sublayer corresponds to the PHY layer and MAC sublayer of the standard ISO/OSI-IEEE 802 reference model. The MAC service is provided by means of the MAC service access point (MAC SAP) to a single MAC service client, usually a higher layer protocol or adaptation layer. Here, the MAC entity is represented by a device address.
The MAC sublayer relies on the service provided by the PHY layer via the PHY service access point (PHY SAP). The MAC protocol applies between peer MAC entities.
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Figure 1 — Architectural reference model

2. Abbreviations and Acronyms

	ASIE
	Application-Specific IE

	BP
	Beacon Period

	BS
	Base Station

	CINR
	Carrier to Interference and Noise Ratio

	CPE
	Consumer Premise Equipment

	CRC
	Cyclic Redundancy Check

	CPS
	Common Part Sublayer

	DEV
	A Part 74 Beacon Device

	DFS
	Dynamic Frequency Selection

	DS
	Downstream

	FB
	Foreign Beacon

	FBP
	Foreign Beacon Period

	FBWA
	Fixed Broadband Wireless Access

	FCS
	Frame Check Sequence

	ID
	Identification

	IE
	Information Element

	LLC
	Link Layer Control

	MAC
	Medium Access Control Layer

	NB
	Network Beacon

	NBP
	Network Beacon Period

	OUI
	Organizationally Unique Identifier

	PDU
	Protocol Data Unit

	PER
	Packet Error Rate

	PHY
	Physical Layer

	PN
	Packet Number

	QoS
	Quality of Service

	RAN
	Regional Area Network

	RSS
	Received Signal Strength

	SAP
	Service Access Point

	SINR
	Signal to Interference and Noise Ratio

	SIR
	Signal to Interference Ratio

	SNR
	Signal to Noise Ratio

	US
	Upstream

	USU
	Unlicensed Secondary User

	WG
	Working Group

	WirelessRAN
	Wireless RAN

	WRAN
	Wireless RAN


3. The MAC

3.1 Preliminaries
3.1.1 Addressing
Individual MAC entities are addressed via a standard IEEE 802 48-bit identifier, and are associated with a volatile abbreviated address called a DevAddr.
DevAddrs are 16-bit values, generated locally, without central coordination. Consequently, it is possible for a single value to ambiguously identify two or more MAC entities. This proposal provides mechanisms for resolving ambiguous DevAddrs.

The MAC addressing scheme includes a broadcast address value identifying all MAC entities.

3.1.2 Assumptions from the PHY

A MAC entity is associated with a single PHY entity (covered in Section 5) via that entity’s PHY SAP.
The MAC sublayer requires the following features provided by the PHY:

—
Frame transmission and reception

—
PLCP header error indication for both PHY and MAC header structures

—
Clear channel assessment for estimation of medium activity

Figure 2 shows the structure of a PHY frame.

—
First is the preamble

—
The PLCP header including MAC and PHY Headers is protected by a header check sequence (HCS).

—
The Frame Payload is followed by its frame check sequence (FCS).
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Figure 2 — PHY Frame Structure

Frames are transmitted by the PHY from the source beacon device and delivered to all of its neighboring beacon devices in identical bit order. Throughout this document, the start of a frame refers to the leading edge of the first symbol of the PHY frame at the local antenna and end of a frame refers to the trailing edge of the last symbol of the PHY frame.

Frame transmission and reception are supported by the exchange of parameters between the MAC sublayer and the PHY layer. These parameters allow the MAC entity to control, and be informed of, the frame payload data rate and length, the frame preamble, the PHY channel and other PHY-related parameters.

3.1.3 Overview of MAC Service Functionality
The MAC service defined in this document provides:

—
Communication between cooperating Part 74 beacon devices (DEVs) within radio range on a single channel using the PHY;

—
DEVs within radio range autonomously discover each other and share the channel for beacon transmissions, and hence better spectrum utilization;

—
Dynamic synchronization and merging of multiple networks;

—
Mechanisms for handling mobility and interference situations;

—
Announcement and redistribution of information regarding channel usage by Part 74 devices

—
Bi-directional communication, by maing it possible for DEVs to receive beacons from unlicensed secondary users (USU) – for example, IEEE 802.22;

—
Secure communication and authentication;

The architecture of this MAC service is fully distributed. All devices provide all required MAC functions and optional functions as determined by the application. No DEV acts as a central coordinator.

Coordination of DEVs within radio range is achieved by the exchange of beacon frames. Periodic beacon transmission enables device discovery, supports dynamic network organization, and provides support for mobility. Beacons provide the basic timing for the network.

3.1.3.1 Logical Group
The MAC protocol is specified with respect to an individual DEV, which has its own individual neighborhood. All MAC protocol facilities are expressed with respect to this individual neighborhood.

In a network formed with fully distributed MAC, logical groups are formed around each DEV to facilitate contention-free frame exchanges while exploring medium reuse over different spatial regions. In this document, these logical groups are a beacon group and an extended beacon group, both of which are determined with respect to an individual DEV.

3.1.3.2 Control Algorithms
MAC protocol algorithms attempt to ensure that no member of the extended beacon group transmits a beacon frame at the same time as the DEV. Information included in beacon frames facilitates contention-free beacon frame exchanges.

3.1.3.3 Channel Selection
When a DEV is enabled, it scans one or more channels for beacons and selects a channel. If no beacons are detected in the selected channel, the DEV creates its beacon period (BP) by sending a beacon.

If one or more beacons are detected in the selected channel, the DEV synchronizes its BP to existing beacons in the selected channel. The DEV exchanges data with members of its beacon group using the same channel the DEV selected for beacons.

Each DEV operates in a dynamic environment. Thus, it is subject to interference from licensed users, other networks, and other unlicensed wireless entities in its channel. To enable the device to continue operation in this type of environment, each device has the capability to dynamically change the channel in which it operates without requiring disruption of links with its peers.

If at any time a device determines that the current channel is unsuitable, it uses the dynamic channel selection procedure, as described in 3.3.5, to move to a new channel.

3.1.3.4 Beacon Period Protection
Each DEV protects its and its neighbors’ BPs for exclusive use of the beacon protocol. No transmissions other than beacons are attempted during the BP of any DEV. Protection of the DEV’s BP is implicit.

A DEV may protect an alien BP, detected by reception of a beacon frame unaligned with the DEV’s own BP, by announcing a reservation covering the alien BP in its beacon.

3.1.3.5 The Superframe
The basic timing structure for frame exchange is a superframe. The superframe duration is specified as mSuperframeLength. The superframe is composed of 32 medium access slots (MASs), where each MAS duration is mMASLength.

Each superframe starts with a BP, which extends over one or more contiguous MASs. The start of the first MAS in the BP, and the superframe, is called the beacon period start time (BPST).


[image: image3]
Figure 3 —MAC superframe structure

3.2 MAC Frame Formats

This clause specifies the format of MAC frames. An overview of the MAC frame with descriptions of common fields is followed by subclauses for each frame type and subtype.
3.2.1 Conventions

In this document, the following conventions and definitions apply.
3.2.1.1 Figures
MAC frames are described as a sequence of fields in a specific order. Figures in this clause depict fields in the order they are delivered to the PHY, from left to right, where the left-most field is transmitted first in time. In field figures, bits within the field are numbered from the least-significant bit on the right to the most-significant bit on the left.

An example sequence of fields is illustrated in Figure 4.
	octets: 2
	1
	…
	4

	First field transmitted (2 octets)
	Second field transmitted (1 octet)
	…
	Last field transmitted (4 octets)


Figure 4 — Example sequence of fields

3.2.1.2 Octet Order
Unless otherwise noted, fields longer than a single octet are delivered to the PHY in order from the octet containing the least-significant bits to the octet containing the most-significant bits. 

An example of a bitmap specification for a two-octet field is illustrated in Figure 5.
	bits: b15-b13
	b12-b8
	b7-b0

	Most-significant bits of second octet transmitted
	Least-significant bits of second octet transmitted
	First octet transmitted


Figure 5 — Example bitmap specification for a field

3.2.1.3 Encoding
Values specified in decimal are encoded in unsigned binary unless otherwise stated.

A bitmap is a sequence of bits, labeled as bit[0] through bit[N-1]. A bitmap is encoded in a field such that bit[0] corresponds to the least-significant bit of the field and subsequent bitmap elements correspond to subsequent significant bits of the field. Octets of the field are presented to the PHY in order from least-significant octet to most-significant octet.

Reserved fields and subfields are set to zero on transmission and ignored on reception.

3.2.2 General MAC Frame Format

A MAC frame consists of a fixed-length MAC Header and an optional variable-length MAC Frame Body. The MAC Header is illustrated in Figure 6.

	octets: 1
	2

	Frame Control
	SrcAddr


Figure 6 — MAC Header format

The MAC Frame Body, when present, contains a Frame Payload and Frame Check Sequence (FCS) as shown in Figure 7.

	octets: Ln
	4

	Frame Payload
	FCS


Figure 7 — MAC Frame Body format

In secure frames the Frame Payload includes security fields as shown in Figure 8. The left-most four fields in Figure 8 are collectively referred to as the Security Header.

	octets: 3
	1
	2
	6
	P
	8

	Temporal Key Identifier (TKID)
	Security Reserved
	Encryption Offset (EO)
	Secure Frame Number (SFN)
	Secure Payload
	Message Integrity Code (MIC)


Figure 8 — Frame Payload field format for secure frames

The Frame Payload length ranges from zero to mMaxFramePayloadSize. If the Frame Payload length is zero, the FCS field is not included, and there is no MAC Frame Body. The Frame Payload length includes the length of the security fields for a secure frame.

In this document, a reference to the payload of a frame indicates the Frame Payload field of a non-secure frame, or the Secure Payload field of a secure frame. The payload is a sequence of octets labeled as payload[0] through payload[P-1]. Octets are passed to the PHY in ascending index-value order.

3.2.2.1 Frame Control
The Frame Control field is illustrated in Figure 9.

	bits: b7-b5
	b4-b3
	b2
	b1-b0

	Frame Subtype
	Frame Type
	Secure
	Protocol Version


Figure 9 — Frame Control field format

3.2.2.1.1 Protocol Version

The Protocol Version field is invariant in size and placement. The default value for the Protocol Version is zero. All other values are reserved.

3.2.2.1.2 Secure

The Secure bit is set to one in a secure frame, which is protected using the temporal key specified by the Temporal Key Identifier (TKID). The Secure bit is set to zero otherwise. Frames with the Secure bit set to one use the Frame Payload format for secure frames as shown in Figure 8. Valid settings for the Secure bit in each frame type are listed in clause 4.

3.2.2.1.3 Frame Type

The Frame Type field is set to the type of frame that is being sent. Table 1 lists the valid frame type values, descriptions, and the subclauses that describe the format and use of each of the individual frame types.

Table 1 — Frame Type field encoding

	Value
	Frame type
	Subclause

	0
	Beacon frame
	3.2.3

	1
	Command frame
	3.2.4

	2-3
	Reserved


3.2.2.1.4 Frame Subtype

The Frame Subtype field is used to assist a receiver in the proper processing of received frames. In command frames, this field is used as defined in Table 5. For beacon frames, this field is used as described in Table 3.
This field is reserved in all other frame types.

3.2.2.2 SrcAddr
The SrcAddr field is set to the DevAddr of the transmitter of the frame.
3.2.2.3 Frame Payload
The Frame Payload field is a variable length field that carries the information that is to be transferred to all the neighbors of a DEV. In a secure frame, it includes the required security fields as shown in Figure 8 and defined below.

3.2.2.3.1 Temporal Key Identifier (TKID)
The TKID field is an identifier for the temporal key used to protect the beacon frame. The TKID uniquely identifies this key from any other temporal keys held by the sender and the recipient(s) of the frame. It does not need to uniquely identify the key for devices not holding the key.

3.2.2.3.2 Security Reserved
The Security Reserved field is reserved, but included in authentication of the frame.

3.2.2.3.3 Encryption Offset (EO)
The Encryption Offset field indicates where encryption starts, in octets, relative to the beginning of the Secure Payload, as shown in Figure 8. A value of zero indicates that the entire Secure Payload is encrypted. A non-zero value in this field indicates that the first EO octets of the Security Payload are not encrypted. Regardless of the value of this field, the entire Secure Payload, along with other appropriate fields, is authenticated by the MIC.

3.2.2.3.4 Secure Frame Number (SFN)
The SFN field provides message freshness as a defense against replay attacks. The SFN field in a secure frame is set to the next value of the sender’s secure frame counter (SFC) for the temporal key used by this frame. SFC setting and replay protection are described in Section 4.

3.2.2.3.5 Secure Payload
The Secure Payload field in secure frames is the counterpart of the Frame Payload field in non-secure frames. It contains the information specific to individual frame types and protected by the symmetric key identified in the TKID field of the same frame.

3.2.2.3.6 Message Integrity Code (MIC)
The MIC field contains an 8-octet cryptographic checksum used to protect the integrity of the MAC Header and Frame Payload.

3.2.2.4 FCS
The FCS field contains a 32-bit value that represents a CRC polynomial of degree 31.
The CRC is calculated over a calculation field, which is the entire Frame Payload field for this specification. The calculation field is mapped to a message polynomial M(x) of degree k-1, where k is the number of bits in the calculation field. The least-significant bit of the first octet presented to the PHY SAP is the coefficient of the xk-1 term, and the most-significant bit of the last octet transmitted is the coefficient of the x0 term.

The CRC is calculated using the following standard generator polynomial of degree 32:

G(x) = x32 + x26 + x23 + x22 + x16 + x12 + x11 + x10 + x8 + x7 + x5 + x4 + x2 + x + 1

The CRC polynomial is the one's complement of the modulo 2 sum of the following remainders:

—
The remainder resulting from xk × (x31 + x30 + ... + x + 1) divided (modulo 2) by G(x).

—
The remainder resulting from x32 × M(x), divided (modulo 2) by G(x).

The FCS field value is derived from the CRC polynomial such that the least-significant bit is the coefficient of the x31 term and the most-significant bit is the coefficient of the x0 term. Figure 10 illustrates the encoding of the FCS field for the CRC polynomial:

a31x31 + a30x30 + a29x29 + … + a2x2 + a1x + a0
	bits: b31
	b30
	b29
	…
	b2
	b1
	b0

	a0
	a1
	a2
	…
	a29
	a30
	a31


Figure 10 — FCS field encoding
In a common implementation, at the transmitter, the initial remainder of the division is preset to all ones and is then modified via division of the calculation field by the generator polynomial G(x). The one’s complement of this remainder is the FCS field. At the receiver, the initial remainder is preset to all ones. The serial incoming bits of the calculation field and FCS, when divided by G(x) in the absence of transmission errors, results in a unique non-zero remainder value. The unique remainder value is the polynomial:

x31 + x30 + x26 + x25 + x24 + x18 + x15 + x14 + x12 + x11 + x10 + x8 + x6 + x5 + x4 + x3 + x + 1

3.2.3 Beacon Frames

MAC Header field settings for beacon frames are described in Table 2. Network beacons (NB) and Foreign beacons (FB) have the same frame structure, but differ in the Frame Subtype value as indicated in Table 3. Beacon frames are also referred to as beacons throughout this specification.

Table 2 — MAC Header field values for beacon frames

	Header field
	Value

	Protocol Version
	0

	Secure
	0

	Frame Type
	0 (beacon frame)

	Frame Subtype
	See Table 3

	SrcAddr
	DevAddr of the transmitter


Table 3 — Frame Subtype field encoding for Beacon frames

	Value
	Command frame subtype
	Description

	0
	Network beacon
	Indicates that this is a network beacon transmitted by a DEV

	1
	Foreign beacon
	Indicates that this is a foreign beacon transmitted by a USU

	2-7
	Reserved
	


The beacon frame payload is illustrated in Figure 11.

	octets: 12
	L1
	…
	LN

	Beacon Parameters
	Information Element 1
	…
	Information Element N


Figure 11 — Payload format for Beacon frames

The information elements (IEs) that may be included in a beacon frame are listed in Table 6. IEs are included in order of increasing Element ID, except for ASIEs. ASIEs do not appear prior to any IE with Element ID zero through seven, but may appear anywhere after those IEs.

The Beacon Parameters field is illustrated in Figure 12.

	octets: 6
	1
	1
	1
	1

	Device Identifier
	Beacon Channel Number
	Beacon Sub-Channel Number
	Beacon Slot Number
	Device Control


Figure 12 — Beacon Parameters field format

The Device Identifier field is set to the IEEE 802 48-bit address of the DEV sending the beacon.
The Beacon Channel Number and Beacon Sub-Channel Number are set to the channel where the BP is taking place. Note that this is not necessarily the same channel where the beacon is transmitted.
The Beacon Slot Number field is set to the number of the beacon slot where the beacon is sent within the beacon period (BP), in the range of [0, mMaxBPLength-1], except in beacons sent in signaling slots. In signaling slots it is set to the number of the device’s non-signaling beacon slot.
The Device Control field is illustrated in Figure 13.

	bits: b7-b6
	b5-b2
	b1
	b0

	Security Mode
	Reserved
	Signaling Slot
	Movable


Figure 13 — Device Control field format

The Movable bit is set to one if the beacon is movable according to 3.3.2.5, and is set to zero otherwise.

The Signaling Slot bit is set to one if the beacon is sent in a signaling beacon slot according to 3.3.2.3, and is set to zero otherwise.

The Security Mode field is set to the security mode at which the device is currently operating.

3.2.4 Command Frames

Default MAC Header settings for command frames are shown in Table 4.

Table 4 — Default MAC Header field values for command frames

	Header field
	Value

	Protocol Version
	0

	Secure
	As defined in 3.2.2.1.2

	Frame Type
	1 (command frame)

	Frame Subtype
	See Table 5

	SrcAddr
	DevAddr of the transmitter


Table 5 contains a list of valid values for the Frame Subtype field for command frames.

Table 5 — Frame Subtype field encoding for Command frames

	Value
	Command frame subtype
	Description

	0
	Probe
	Used to request for, or respond with, information elements

	1
	Application-specific
	At discretion of application owner

	2-7
	Reserved
	Reserved


3.2.4.1 Probe
The Probe command frame is used to request information from a DEV or respond to a Probe request. The payload format is illustrated in Figure 14.

	octets: M1
	M2
	…
	MN

	Information Element 1
	Information Element 2
	…
	Information Element N


Figure 14 — Payload format for Probe command frames

If the payload includes a Probe IE, the command requests information from the recipient. Each Information Element field contains one information element.

3.2.4.2 Application-Specific
The payload format for Application-specific command frames is illustrated in Figure 15.

	octets: 2
	…

	Specifier ID
	Data


Figure 15 — Payload format for Application-specific command frame

The Specifier ID field is set to a 16-bit value that identifies a company or organization. The owner of the Specifier ID defines the format and use of the Data field.

3.2.5 Information Elements

This subclause defines the information elements (IEs) that can appear in beacons and certain command frames.

The general format of all IEs is illustrated in Figure 16.

	octets: 1
	1
	N

	Element ID
	Length (=N)
	IE-specific fields


Figure 16 — General IE format

The Element ID field is set to the value as listed in Table 6 that identifies the information element.

The Length field is set to the length, in octets, of the IE-specific fields that follow.

The IE-specific fields contain information specific to the IE.

Table 6 contains a list of IEs defined in this proposal.

Table 6 — Information elements

	Element ID
	Information element
	Description

	0
	Beacon Period Occupancy IE (BPOIE)
	Provides information on neighbors’ BP occupancy in the previous superframe

	1
	Hibernation Mode IE
	Indicates the DEV will go to hibernation mode for one or more superframes but intends to wake at a specified time in the future

	2
	BP Switch IE
	Indicates the DEV will change its BPST at a specified future time

	3
	MAC Capabilities IE
	Indicates which MAC capabilities a DEV supports

	4
	Probe IE
	Indicates a DEV is requesting one or more IEs from another DEV or/and responding with requested IEs

	5
	Application-specific Probe IE
	Indicates a DEV is requesting an Application-specific IE from another device

	6
	Hibernation Anchor IE
	Provides information on DEVs in hibernation mode

	7
	Channel Change IE
	Indicates a DEV will change to another channel

	8
	Identification IE
	Provides identifying information about the DEV, including a name string

	9
	Alien BP IE
	Makes a reservation to allow an alien BP to be protected

	10
	Part 74 Occupancy IE
	Provides information about Part 74 incumbent devices as known to the DEV

	11
	Channel to Sense IE
	Provides information on which channels the DEV will sense

	12
	Spectrum Occupancy IE
	Provides information on the spectrum occupancy, including channel status report such as vacant, occupied, and so on.

	13
	Prioritized Channel List IE
	A list of channels with relative priority provided by the USU to the DEVs, and aimed at improving overall spectrum usage

	14
	USU Quiet Period IE
	Provide information on quiet periods of USU to the DEVs

	15
	Location Information IE
	Indicates the location information of the DEV

	16
	USU Descriptor IE
	Provide information describing the USU

	17
	DEV Authentication IE
	Provides authentication information of DEVs

	18 – 254
	Reserved
	Reserved

	255
	Application-Specific IE (ASIE)
	Use varies depending on the application


3.2.5.1 Application-Specific IE (ASIE)
The ASIE is illustrated in Figure 17.

	octets: 1
	1
	2
	N

	Element ID
	Length (=2+N)
	ASIE Specifier ID
	Application-specific Data


Figure 17 — ASIE format

The ASIE Specifier ID field is set to a 16-bit value that identifies a company or organization.

The owner of the ASIE Specifier ID defines the format and use of the Application-specific Data field.

3.2.5.2 Application-Specific Probe IE
The Application-specific Probe IE is used to request an application-specific IE from a DEV. It is illustrated in Figure 18.

	octets: 1
	1
	2
	2
	N

	Element ID
	Length (=4+N)
	Target DevAddr
	ASIE Specifier ID
	Application-specific Request Information


Figure 18 — Application-specific Probe IE format

The Target DevAddr field is set to the DevAddr of the DEV from which an ASIE is requested.

The ASIE Specifier ID is set to a 16-bit value that identifies a company or organization.

The owner of the ASIE Specifier ID defines the format and use of the Application-specific Request Information field.

3.2.5.3 Beacon Period Occupancy IE
The BPOIE provides information on the BP observed by the DEV sending the IE. The BPOIE is illustrated in Figure 19.

	octets: 1
	1
	1
	1
	1
	K
	2
	…
	2

	Element ID
	Length (=2+K+2×N)
	NBP Length
	FBP Length
	Mode Information
	Beacon Slot Info Bitmap
	DevAddr 1
	…
	DevAddr N


Figure 19 — BPOIE format

The NBP Length and FBP Length fields are set to the length of the NBP and FBP, respectively, measured in beacon slots, as defined in 3.3.2.2.
The Mode Information is show in Figure 20. The Mode field can be set to 0 (full dump) or 1 (incremental). The default mode is Mode = 0 (full dump). Cycle Length indicates the length of the cycle for this information element. In other words, how many beacon transmissions are needed before the receiver can reconstruct the entire BP information. Cycle Length shall be less than or equal to mCycleLength and mMaxLostBeacons, and is only applicable when Mode = 1 (incremental). See 3.3.1.4 for more details.

	bits: 1
	7

	Mode
	Cycle Length


Figure 20 — Mode Information
The Beacon Slot Info Bitmap field consists of K octets of 2-bit elements to indicate the beacon slot occupancy and movability in the BP, where K = Ceiling (NBP_Length/4) in the case of NBP and K = Ceiling (FBP_Length/4) in the case of FBP. Each element n, numbered from 0 to 4×K-1, corresponds to beacon slot n and is encoded as shown in Table 7. Element zero is the least-significant two bits of the field. Unused elements, if any, are set to zero.

Table 7 — Beacon Slot Info Bitmap element encoding

	Element value
	Beacon slot status

	0
	Unoccupied (non-movable)

No PHY indication of medium activity was received in the corresponding beacon slot in the last superframe, or any frame header received with a valid HCS was not a beacon frame.

	1
	Occupied & non-movable

A beacon frame was received with a valid HCS and FCS in the corresponding beacon slot in the last superframe, and the Movable bit in that beacon was set to zero, or a beacon frame was received in the corresponding beacon slot in a previous superframe that indicated a hibernation period that has not expired, as described in 3.3.6.

	2
	Occupied & movable

A PHY indication of medium activity was received in the corresponding beacon slot in the last superframe, but did not result in reception of a frame with valid HCS and FCS.

	3
	Occupied & movable

A beacon frame was received with a valid HCS and FCS in the corresponding beacon slot in the last superframe, and the Movable bit in that beacon was set to one.


The DevAddr fields correspond to beacon slots encoded as occupied in the Beacon Slot Info Bitmap. They are included in ascending beacon slot order. If a beacon was received with a valid HCS at a beacon slot in the last superframe, the corresponding DevAddr field is set to the SrcAddr in the MAC header of that received beacon. If a frame was received with an invalid HCS from a beacon slot in the last superframe, the corresponding DevAddr field is set to BcstAddr. If a neighbor of the device is in hibernation mode, the DevAddr field that corresponds to the hibernating neighbor’s beacon slot is set to the DevAddr of that neighbor.

3.2.5.4 BP Switch IE
The BP Switch IE indicates a DEV will change its BPST to align with an alien BP. It is illustrated in Figure 21.

	octets: 1
	1
	1
	1
	2

	Element ID
	Length (=4)
	BP Move Countdown
	Beacon Slot Offset
	BPST Offset


Figure 21 — BP Switch IE format

The BP Move Countdown field is set to the number of superframes after which the DEV will adjust its BPST. If BP Move Countdown is zero, the next beacon frame transmitted will be at the time specified by this IE.

The Beacon Slot Offset field is set to a positive number by which the DEV will adjust its beacon slot number when changing its BPST or is set to zero to indicate the device will join the alien BP using normal BP join rules.

The BPST Offset field is set to the positive amount of time the device will delay its BPST, in microseconds.

3.2.5.5 Channel Change IE
A Channel Change IE announces that a DEV is preparing to change to another channel.

The Channel Change IE is illustrated in Figure 22.

	octets: 1
	1
	1
	1

	Element ID
	Length (=2)
	Channel Change Countdown
	New Channel Number


Figure 22 — Channel Change IE format

The Channel Change Countdown field is set to the number of superframes remaining until the DEV changes to the new channel. If this field is zero, the DEV will change to the new channel at the end of the current superframe.

The New Channel Number field is set to the channel number of the new channel to which the DEV will change.

3.2.5.6 Hibernation Anchor IE
The Hibernation Anchor IE is illustrated in Figure 23.

	octets: 1
	1
	3
	…
	3

	Element ID
	Length (=3×N)
	Hibernation Mode Device Information 1
	…
	Hibernation Mode Device Information N


Figure 23 — Hibernation Anchor IE format

The Hibernation Mode Device Information field is illustrated in Figure 24.

	octets: 2
	1

	Hibernation Mode Neighbor DevAddr
	Wakeup Countdown


Figure 24 — Hibernation Mode Device Information field format

The Hibernation Mode Neighbor DevAddr field is set to the DevAddr of the neighbor in hibernation mode.

The Wakeup Countdown field is set to the number of remaining superframes before the DEV in hibernation mode is expected to wake up. A value of zero indicates that the DEV is scheduled to be in active mode in the next superframe.

3.2.5.7 Hibernation Mode IE
The Hibernation Mode IE is illustrated in Figure 25.

	octets: 1
	1
	1
	1

	Element ID
	Length (=2)
	Hibernation Countdown
	Hibernation Duration


Figure 25 — Hibernation Mode IE format

The Hibernation Countdown field is set to the number of superframes remaining until the DEV begins hibernation. A value of zero indicates that the DEV will enter hibernation mode at the end of the current superframe.

The Hibernation Duration field is set to the number of superframes for which the DEV intends to hibernate.

3.2.5.8 Identification IE
The Identification IE provides identifying information about the DEV or DEV operator, including a name string. The Identification IE is illustrated in Figure 26.

	octets:1
	1
	M1
	…
	MN

	Element ID
	Length (=M1+…+ MN)
	Device Information 1
	…
	Device Information N


Figure 26 — Identification IE format

The general format of the Device Information field is illustrated in Figure 27.

	octets: 1
	1
	N

	Device Information Type
	Device Information Length (=N)
	Device Information Data


Figure 27 — Device Information field format

The encoding for the Device Information Type field is shown in Table 8.

Table 8 — Device Information Type field encoding

	Value
	Device Information Data field contents

	0
	Vendor ID

	1
	Vendor Type

	2
	Name String

	3 – 255
	Reserved


The Device Information Length field indicates the length, in octets, of the Device Information Data Field that follows.

The Device Information Data field, if Device Information Type is Vendor ID, is illustrated in Figure 28.

	octets: 3

	Vendor ID


Figure 28 — Device Information Data field format for Vendor ID

The Vendor ID is set to an OUI that indicates the vendor of the DEV. The OUI is a sequence of 3 octets, labeled as oui[0] through oui[2].  Octets of the OUI are passed to the PHY SAP in ascending index-value order.

The Device Information Data field, if Device Information Type is Vendor Type, is illustrated in Figure 29.

	octets: 3
	3

	Vendor ID
	Device Type ID


Figure 29 — Device Information Data field format for Vendor Type

The Vendor ID field is set to an OUI that indicates the entity that assigns the values used in the Device Type ID field. The Device Type ID field indicates the type of DEV.

The Device Information Data field, if Device Information Type is Name String, contains the name of the DEV encoded in Unicode UTF-16LE format, and is illustrated in Figure 30.

	octets: 2
	…
	2

	Name String Unicode Char 1
	…
	Name String Unicode Char N


Figure 30 — Device Information Data field format for Name String

3.2.5.9 MAC Capabilities IE
The MAC Capabilities IE is illustrated in Figure 31.

	octets: 1
	1
	1
	X

	Element ID
	Length (=2+X)
	MAC Capability Bitmap
	Reserved


Figure 31 — MAC Capabilities IE format

The MAC Capability Bitmap field indicates capabilities supported by the MAC entity. A bit is set to one if the corresponding attribute is supported, or is set to zero otherwise. This field is encoded as described in Table 9. Subsequent octets are reserved and may or may not be present.

Table 9 — MAC Capability Bitmap

	Bit
	Attribute
	Description

	0
	Hibernation anchor
	Capable of acting as a hibernation anchor

	1
	Probe
	Capable of responding to Probe IEs received in command frames

	2
	Location information
	Capable of precisely reporting its own location information

	3 – 7
	Reserved
	Reserved


3.2.5.10 Probe IE
The Probe IE is used to request information from a DEV. It is illustrated in Figure 32.

	octets: 1
	1
	2
	1
	…
	1

	Element ID
	Length (=2+N)
	Target DevAddr
	Requested Element ID 1
	…
	Requested Element ID N


Figure 32 — Probe IE format for standard IEs

The Target DevAddr field is set to the DevAddr of the DEV from which IEs are requested or the DEV that requests IEs.

Each Requested Element ID field is set to the element ID of a requested IE.

3.2.5.11 Alien BP IE
An Alien BP IE is used to protect an identified alien BP. With the Alien BP BP IE, a DEV can negotiate a reservation for certain MASs and to announce the reserved MASs. The Alien BP IE is illustrated in Figure 33.

	octets: 1
	1
	4
	
	4

	Element ID
	Length (=4×N)
	Allocation 1
	…
	Allocation N


Figure 33 — Alien BP IE format

An Alien BP IE contains one or more Allocation fields. Each Allocation field is encoded using a zone structure. The superframe is split into 16 zones numbered from 0 to 15 starting from the BPST. Each zone contains 16 consecutive MASs, which are numbered from 0 to 15 within the zone.

The format of an Allocation field is illustrated in Figure 34.

	octets: 2
	2

	Zone Bitmap
	MAS Bitmap


Figure 34 — Allocation field format

The Zone Bitmap field identifies the zones that contain reserved MASs. If a bit in the field is set to one, the corresponding zone contains reserved MASs, where bit zero corresponds to zone zero.

The MAS Bitmap specifies which MASs in the zones identified by the Zone Bitmap field are part of the reservation. If a bit in the field is set to one, the corresponding MAS within each zone identified by the Zone Bitmap is included in the reservation, where bit zero corresponds to MAS zero within the zone.

3.2.5.12 Part 74 Occupancy IE
The Part 74 Occupancy IE (P74OIE) provides information on the channel usage by Part 74 incumbent services, as known by the DEV transmitting the beacon. The P74OIE is shown in Figure 35. 
	octets: 1
	1
	1
	2
	7
	
	7

	Element ID
	Length (=2+7×N)
	Mode Information
	DevAddr
	Part 74 Usage Info 1
	…
	Part 74 Usage Info N


Figure 35 — Part 74 Occupancy IE
The Mode Information is show in Figure 20, and described in 3.2.5.3. See also 3.3.1.4 for more details.
The DevAddr is the address of the DEV that knows (through sensing or user input) about the operation of Part 74 incumbent users.

The Part 74 Usage Info is as defined in Figure 36.
	octets: 1
	1
	2
	2
	1

	Channel No.
	Sub-Channel No.
	Start Time
	Duration
	RSSI


Figure 36 — Part 74 Usage Info
The Channel Number fields relates to the TV channel where the Part 74 incumbent user is operating.

The Sub-Channel field is an index within Channel Number that pricesely identifies where the Part 74 signal is located.

The Start Time field identifies the time when the Part 74 incumbent user plans to initiate activity and transmit in the corresponding Channel Number and Sub-Channel No. It is defined relative to GMT and shall be set to zero (0) if not known.

The Duration field indicates the duration, beginning from Start Time, of the operation of the Part 74 incumbent user. It shall be set to zero (0) if not known.

The RSSI fiels indicates the received signal strength by the DEV from the Part 74 incumbent user.
3.2.5.13 Channel to Sense IE
The Channel to Sense IE provides information on which channels the DEV performed or will perform spectrum sensing. Its structure is shown in Figure 37.

	octets: 1
	1
	1
	2
	8
	
	8

	Element ID
	Length (=2+8*N)
	Mode Information
	DevAddr
	Channel Sening Info 1
	…
	Channel Sensing Info N


Figure 37 — Channel to Sense IE
The Mode Information is show in Figure 20, and described in 3.2.5.3. See also 3.3.1.4 for more details.
The DevAddr is the address of the DEV that sensed or will sense the channel(s).

The Channel State Info is as shown in Figure 38.
	bits: 8
	2
	6
	16
	16
	10
	6

	Channel No.
	Channel State
	Reserved
	Start Time
	Duration
	Value
	Precision


Figure 38 — Channel Sensing Info
The Channel State is illustrated in Figure 39.

	Value (2 bits)
	State

	00
	Unmeasured

	01
	Vacant

	10
	Occupied by wideband user

	11
	Occupied by narrowband user


Figure 39 — Channel State
3.2.5.14 Spectrum Occupancy IE
The Spectrum Occupancy IE is shown in Figure 40.

	octets: 1
	1
	1
	2
	1
	X1
	
	XN
	P

	Element ID
	Length (=2+ X1 +…+XN+P)
	Mode Information
	SrcAddr
	Number of Channel State Info
	Channel State Info 1
	…
	Channel State Info N
	Padding Nibble


Figure 40 — Spectrum Occupancy IE
The Mode Information is show in Figure 20, and described in 3.2.5.3. See also 3.3.1.4 for more details.
The Channel State Info is depicted in Figure 41.
	bits: 8
	8
	2
	
	2

	Starting Channel No.
	Number of Channels
	Channel State 1
	…
	Channel State N


Figure 41 — Channel State Info
The Channel State is as illustrated in Figure 39.

3.2.5.15 Prioritized Channel List IE
The Prioritized Channel List IE is illustrated in Figure 42.
	octets: 1
	1
	1
	2
	1
	1
	1
	
	1

	Element ID
	Length (=2+ N)
	Mode Information
	SrcAddr
	Urgency Flag
	Number of Channels
	Channel Number 1
	…
	Channel Number N


Figure 42 — Prioritized Channel List IE
The Mode Information is show in Figure 20, and described in 3.2.5.3. See also 3.3.1.4 for more details.
The urgency flag is an indication from the USU of how urgent it is for the Part 74 incumbent device to switch to a channel contained in the list provided. It is depicted in Figure 43.
	Value
	Urgency Flag

	0
	Green (not urgent)

	1
	Yellow (alert)

	2
	Red (Urgent)

	3-127
	Reserved


Figure 43 — Urgency Flag
3.2.5.16 USU Quiet Period IE
The USU Quiet Period IE is illustrated in Figure 44.

	octets: 1
	1
	2
	1
	1
	1
	1

	Element ID
	Length (=7+ N)
	SrcAddr
	Channel Number
	Number of Channels
	TTQP
	DQP


Figure 44 — USU Quiet Period IE
3.2.5.17 Location Information IE
A Location Information IE shall always be transmitted whenever a P74OIE or Channel to Sense IE or Spectrum Occupancy IE is transmitted. Its format is shown in Figure 45.
	bits: 8
	8
	16
	6
	34
	6
	34
	4
	6
	30
	8

	Element ID
	Length (=18)
	SrcAddr
	Latitude Resolution
	Latitude
	Longitude Resolution
	Longitude
	Altitude Type
	Altitude Resolution
	Altitude
	Datum


Figure 45 — Location Information IE
3.2.5.18 USU Descriptor IE
The USU Descriptor IE provides information regarding the foreign USU transmitting beacons to the DEV. The nature of the information could be transmit power, BS and CPE location, other USUs in the vicinity, etc.
3.2.5.19 DEV Authentication IE
The DEV Authentication IE provides information from the USU to the DEV regarding the DEV’s authentication process. This IE could also serve as key exchange medium for establishing authentication between the USU and the DEV.
3.3 MAC Functional Description

This clause specifies MAC sublayer functionality. The rules for transmission and reception of MAC frames, including setting and processing MAC header fields and information elements, are specified in 3.3.1.

Channel time is divided into superframes, with each superframe composed of two major parts:

· The beacon period (BP): the BP is further comprised of two other parts, namely, the Network BP (NBP) and the Foreign BP (FBP). The NBP is used for communication amongst DEVs, while the FBP is used by USUs to communicate with the DEVs and hence allow for bi-directional traffic.
· The sense/sleep/beacon period (SSBP): This is the period of time that can be used by DEVs to sense other channels, to sleep, or to transmit beacons in out-of-band channels.
Beacon transmission and reception in the BP and merging of BPs are specified in 3.3.2.

DEV synchronization is specified in 3.3.3. Subclauses 3.3.4 through 3.3.7 specify probe commands, dynamic channel selection, power management mechanisms, and the use of ASIEs. Subclause 3.3.8 specifies values for all MAC sublayer parameters.

3.3.1 Frame Processing

This subclause provides rules on preparing MAC frames for transmission and processing them on reception. The rules cover MAC header fields and information elements.

3.3.1.1 Frame Addresses
Frames are addressed using DevAddrs. There are two types of DevAddrs; Private, Generated, and Broadcast. Table 10 shows the range for each type of DevAddr.

Table 10 — DevAddr types and ranges

	Type
	Range

	Private
	0x0000 – 0x00FF

	Generated
	0x0100 – 0xFFFE

	Broadcast (BcstAddr)
	0xFFFF


A DEV shall associate a DevAddr of either type Private or type Generated with its local MAC entity. A DEV that uses a NULL IEEE 48-bit address shall use a Private DevAddr. If a DEV uses a Generated DevAddr, it shall select the DevAddr from the Generated DevAddr range at random with equal probability and should ensure that the generated value is unique among all DEVs in its extended beacon group. Selection and conflict resolution for Private DevAddrs is out of scope of this standard.

In all frames transmitted, a DEV shall set the SrcAddr field to its own DevAddr. All transmitted frames are transmitted in the broadcast mode, and as such do not require a destination address. The Broadcast DevAddr shall be used for reporting conflicting situations, such as collisions in the BPOIE.
3.3.1.1.1 DevAddr Conflicts
A DEV with a Generated DevAddr shall recognize that its DevAddr is in conflict if any of the following conditions occurs:

—
It receives a MAC header in which the SrcAddr is the same as its own DevAddr; or

—
It receives a beacon frame in which the BPOIE contains a DevAddr that is the same as its own but corresponds to a beacon slot in which the DEV did not transmit a beacon and was not in hibernation mode.

A DEV that recognizes that its DevAddr is in conflict shall generate a new DevAddr to resolve the DevAddr conflict.

3.3.1.2 Frame Reception
Unless otherwise indicated, a frame is considered to be received by the DEV if it has a valid header check sequence (HCS) and frame check sequence (FCS) as defined in 3.2.2.4, and indicates a protocol version that is supported by the DEV. The HCS is validated by the PHY, which indicates whether or not a header error occurred.

A MAC header is considered to be received by the DEV if it has a valid HCS and indicates a protocol version supported by the DEV, regardless of the FCS validation.

3.3.1.3 Inter-Frame Space (IFS)
One type of IFS is used in this proposal: the short inter-frame space (SIFS). The value of SIFS is PHY-dependent.

Within beacon slots, all frames shall be separated by a SIFS interval.

3.3.1.4 Incremental and Full Dump Mode
In order to decrease the overhead and minimize the data rate requirements on the PHY layer, information contained in DEV beacons can operate in both full dump and incremental mode. In the full dump mode, the DEV does not omit any information that needs to be transmitted and so a single beacon transmission is self-contained with respect to the information transmitted as full dump. The incremental mode, on the other hand, allows a DEV to send only partial information in a beacon. As a consequence, multiple beacon transmissions may be needed for the receiver to gather all the information sent by the transmitting DEV. To this end, the parameter Cycle Length controls how long the cycle is before a receiving device can reconstruct the original information form the source.

3.3.1.5 MAC Header Fields
3.3.1.5.1 Information Elements
IEs are contained in beacon and command frames. They convey certain control and management information. IEs may be explicitly requested using Probe command frames.

A DEV shall include IEs in its beacon frame such that they apply to the superframe in which the beacon is transmitted. A DEV shall interpret IEs contained in beacons received in the current superframe to apply to that superframe.

The remainder of this subclause describes when each IE is generated.

3.3.1.5.1.1 Application-Specific IE (ASIE)
A DEV may include an ASIE in its beacon for each of its application/user/operator which made the request, as described in 3.3.7. The scope of the ASIE is dependent on the application/user/operator that requested the inclusion of the ASIE.

3.3.1.5.1.2 Beacon Period Occupancy IE (BPOIE)

A DEV shall always include a BPOIE in its beacon. In the BPOIE the DEV shall reflect beacons received from neighbors in the previous superframe, as well as information retained based on hibernation mode rules.

3.3.1.5.1.3 BP Switch IE

A DEV should include a BP Switch IE in its beacon prior to changing its BPST, as specified in 3.3.2.6.

3.3.1.5.1.4 Channel Change IE

A DEV should include a Channel Change IE in its beacon prior to changing to a different channel. A DEV that includes a Channel Change IE should change channels as indicated in the IE.

3.3.1.5.1.5 Hibernation Anchor IE

A DEV that indicates it is capable of acting as a hibernation anchor should include a Hibernation Anchor IE in its beacon to provide information on neighbors that are currently in hibernation mode as described in 3.3.6.

3.3.1.5.1.6 Hibernation Mode IE

A DEV shall include a Hibernation Mode IE in its beacon before entering hibernation mode, as specified in 3.3.6. A DEV that receives a Hibernation Mode IE shall report the beacon slot of the transmitter as occupied and non-movable in the BPOIE included in its beacons during the reported hibernation duration.

3.3.1.5.1.7 Identification IE

A DEV may include an Identification IE in its beacon to provide its own identifying information to neighbors.

3.3.1.5.1.8 MAC Capabilities IE

A DEV may include a MAC Capabilities IE in its beacon.

3.3.1.5.1.9 Probe IE

A DEV may include a Probe IE in its beacon to request certain IEs from another device.

3.3.1.5.1.10 Alien BP IE
A DEV should include an Alien BP as to protect another BP of a nearby network of DEVs. This will facilitate merging of BPs.
3.3.1.5.1.11 Part 74 Occupancy IE
A DEV shall include Part 74 Occupancy IE it its beacon whenever it knows about the operation of Part 74 incumbent services and the location information processing algorithm permits.
3.3.1.5.1.12 Channel to Sense IE
A DEV should include a Channel to Sense IE in its beacon to promote better spectrum management.
3.3.1.5.1.13 Spectrum Occupancy IE
A DEV should include a Spectrum Occupancy IE in its beacon. This IE can also be used by USU to inform DEVs.
3.3.1.5.1.14 Prioritized Channel List IE
A USU may include a Prioritized Channel List IE in its beacon towards the DEVs in its vicinity. The relative priority amongst channels is indicated by the order in which such channel appears list. Channels appearing first in the list have higher priority than later channels.
3.3.1.5.1.15 USU Quiet Period IE
A USU may include a USU Quiet Period IE in the beacon it transmits to the DEVs in its vicinity. DEVs should use this information to determine suitable times for scheduling their BP.
3.3.1.5.1.16 Location Information IE
A DEV shall always include a Location Information IE in its beacon. This shall be used to determine the applicability of much of the incumbent information contained in a DEV’s beacon.
3.3.1.5.1.17 DEV Authentication IE
A DEV or USU may include a DEV Authentication IE in its beacon.
3.3.2 The Beacon Period
Each superframe starts with a NBP followed by a FBP, which has a maximum length of mMaxBPLength beacon slots (throughout this document, whenever the text applies to both NBP and FBP we replace these by simply BP). The length of each beacon slot is mBeaconSlotLength. Beacon slots in the BP are numbered in sequence, starting at zero. The first mSignalSlotCount beacon slots of a BP are referred to as signaling slots and are used to extend the BP length of neighbors.

An active mode DEV shall transmit a beacon in the NBP and listen for neighbor's beacons in all beacon slots specified by its BP length in each superframe, except as described in 3.3.2.3. When transmitting in a beacon slot, a DEV shall start transmission of the frame on the medium at the beginning of that beacon slot.

A DEV shall transmit beacons at pBeaconTransmitRate. The transmission time of beacon frames shall not exceed mMaxBeaconLength. This allows for a guard time of at least mGuardTime and pSIFS between the end of a beacon and the start of the next beacon slot.
During the FBP, a DEV shall listen for possible incoming beacons from foreign USUs. A DEV shall listen in the FBP for a period equivalent to FBP length in each superframe.
Figure 46 illustrates an example of a BP (including NBP and FBP) observed by a device in a given superframe.
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Figure 46 — Example BP structure including NBP and FBP
3.3.2.1 Beacon Slot State

For beacon transmission and BP contraction purposes, a device shall consider a beacon slot available if in the latest mMaxLostBeacons+1 superframes the beacon slot was never encoded as occupied in the BPOIE of the beacons transmitted or received by the device according to Table 7. A device shall consider a beacon slot unavailable in all other cases.

3.3.2.2 NBP Length and FBP Length
A device shall announce its NBP length and FBP length, measured in beacon slots, in its beacon.

In the case of the NBP, the announced NBP length shall include the device’s own beacon slot and all unavailable beacon slots in the NBP of the prior superframe. The announced NBP length shall not include more than mBPExtension beacon slots after the last unavailable beacon slot in the NBP of the prior superframe, unless otherwise indicated in 3.3.2.6. The announced NBP length shall not exceed mMaxBPLength. Power-sensitive devices generally should not include any beacon slots after the last unavailable beacon slot in their announced NBP length.
In the case of the FBP, the announced FBP length shall include all the beacons received from USU and all unavailable beacon slots in the FBP of the prior superframe. The announced FBP length shall not include more than mBPExtension beacon slots after the last unavailable beacon slot in the FBP of the prior superframe. The announced FBP length shall not exceed mMaxBPLength.

The BP length reported by a device varies, as new devices become members of its extended beacon group, and as the device or other devices in its extended beacon group choose a new beacon slot for beacon collision resolution or BP contraction.

3.3.2.3 Beacon Transmission and Reception

Before a device transmits any frames, it shall scan for beacons for at least one superframe. If the device receives no beacon frame headers during the scan, it shall create a new BP and send a beacon in the first beacon slot after the signaling slots. If the device receives one or more beacon headers, but no beacon frames with a valid FCS during the scan, the device should scan for an additional superframe.

If the device receives one or more beacons during the scan, it shall not create a new BP. Instead, prior to communicating with another device, the device shall transmit a beacon in a beacon slot chosen from up to mBPExtension beacon slots located after the highest-numbered unavailable beacon slot it observed in the last superframe and within mMaxBPLength after the BPST.

If a device detects a beacon collision as described in 3.3.2.4, it shall choose a different beacon slot for its subsequent beacon transmissions from up to mBPExtension beacon slots located after the highest-numbered unavailable beacon slot it observed in the last superframe and within mMaxBPLength after the BPST.

If the beacon slot chosen for its beacon transmission is located beyond the BP length of any of its neighbors, the device shall also transmit the same beacon, except with the Signaling Slot bit set to one, in a randomly chosen signaling beacon slot in the BP, except as described in 3.3.2.6.1. The signaling slot is used under the above conditions regardless of whether a device is sending a beacon for the first time in an existing BP or changing the beacon slot after detecting a beacon collision. A device shall send a beacon in the signaling slot until its neighbors extend their BP lengths to include its beacon slot but only up to mMaxLostBeacons+1 superframes. After transmitting a beacon in a signaling slot for mMaxLostBeacons+1 superframes, a device shall wait for at least mMaxLostBeacons+1 superframes before sending a beacon in a signaling slot again.

If two BPs overlap as described in 3.3.2.6, a device may wait for a random number of superframes before sending a beacon in a signaling slot to reduce potential collisions.
A device communicating with other devices shall listen for beacons during the BP length it announced in the last superframe. If a device received a beacon in a signaling beacon slot in the previous superframe, it shall set its BP Length to include the beacon slot indicated in the beacon received in the signaling slot. If a device received a beacon with invalid FCS, or detected a medium activity that did not result in reception of a frame with valid HCS, in a signaling slot in the previous superframe, it shall listen for beacons for an additional mBPExtension beacon slots after its last announced BP length, but not more than mMaxBPLength beacon slots.

In order to detect beacon collisions with neighbors, a device shall skip beacon transmission aperiodically, and listen for a potential neighbor in its beacon slot. A device shall skip beacon transmission at least every mMaxNeighborDetectionInterval.

With the exception of transmitting its own beacon as described in this subclause, a device shall not transmit frames during the announced BP length of any of its neighbors.

If a device does not receive a beacon from a neighbor in the current BP, it shall use information contained in the most-recently received beacon from the neighbor as if the beacon were received in the current superframe, except when determining the contents of the Beacon Slot Info Bitmap and DevAddr fields in its BPOIE. If a device does not receive a beacon from another device for more than mMaxLostBeacons consecutive superframes, it shall not consider the device a neighbor for purposes of this specification.

3.3.2.4 Beacon Collision Detection

A device shall consider itself involved in a beacon collision with another device in its extended beacon group if one of the following events occurs:

—
Its beacon slot is reported as occupied in the BPOIE in any beacon it receives in the current superframe, but the corresponding DevAddr is neither its own nor BcstAddr.

—
Its beacon slot has been reported as occupied and the corresponding DevAddr has been BcstAddr in the BPOIE of a beacon it received in the same beacon slot in each of the latest mMaxLostBeacons superframes.

—
After skipping beacon transmission in the previous superframe, its beacon slot is reported as occupied in the BPOIE of any beacon it receives in the current superframe.

—
When skipping beacon transmission in the current superframe, it receives in its beacon slot in the current superframe: a MAC header of type beacon frame, or a PHY indication of medium activity that does not result in correct reception of a MAC header.

3.3.2.5 BP Contraction

A device shall consider its beacon to be movable if in the current superframe it finds at least one available beacon slot between the signaling slots and its own beacon slot. A device that includes a Hibernation Mode IE in its beacon shall consider its beacon to be non-movable during the announced hibernation period.

A device not involved in a beacon collision or a BP merge shall shift its beacon into the earliest available beacon slot following the signaling beacon slots in the BP of the next superframe, if in the latest mMaxLostBeacons+1 superframes (a) its beacon has been movable and (b) all the beacon slots after the device's own and within the device's BP length have been encoded as non-movable in the BPOIE of the beacons transmitted or received by the device according to Table 7.

Figure 47 shows some examples of BP contraction.
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Figure 47 — Illustration for BP contraction by example devices

3.3.2.6 Merger of Multiple BPs

Due to changes in the propagation environment, mobility, or other effects, devices using two or more unaligned BPSTs may come into range. This causes overlapping superframes. A received beacon, with valid HCS and FCS, that indicates a BPST that is not aligned with a device’s own BPST is referred to as an alien beacon. The BP defined by the BPST and BP length in an alien beacon is referred to as an alien BP.

Synchronization problems could cause the beacon of a fast device to appear to be an alien beacon. A device shall consider a BPST to be aligned with its own if that BPST differs from its own by less than 2×mGuardTime. A device shall consider an alien BP to overlap its own if its BPST falls within the alien BP or if the alien BPST falls within its own BP. A device shall not consider a beacon that has the Signaling Slot bit set to one to be an alien beacon.

If a device does not receive an alien beacon for up to mMaxLostBeacons superframes after receiving one in a previous superframe, it shall use information contained in the most-recently received beacon as if the alien beacon were received at the same offset within the current superframe.

3.3.2.6.1 Overlapping BPs

If the BPST of a device falls within an alien BP, the device shall relocate its beacon to the alien BP according to the following rules:

1.
The device shall change its BPST to the BPST of the alien BP.

2.
The device shall adjust its beacon slot number such that its new beacon slot number is its old beacon slot number plus one, plus the number of the highest occupied beacon slot indicated in any beacon received in the alien BP, minus mSignalSlotCount. Alternatively, it shall follow normal BP join rules as specified in 3.3.2.3 to relocate its beacon to the alien BP.

3.
The device shall not send further beacons in its previous BP.

4.
After changing its BPST, if the device is required to send a beacon in a signaling slot according to 3.3.2.3, it should wait for a random number of superframes before sending the beacon in the signaling slot. The device should choose the random number with equal probability in the range zero to the BP Length declared in its last beacon before relocating to the alien BP.

3.3.2.6.2 Non-overlapping BPs

If a device detects an alien BP that does not overlap in time with its own BP, it shall merge BPs according to the following rules.

1.
The device shall include in its beacon an Alien BP IE for the alien BP. Since the MAS boundaries may not be aligned, the device may need to include an additional MAS in the reservation to completely cover the alien BP. If the device received multiple beacons from the alien BP, it shall include all MASs used by the largest reported BP length in the reservation. If the MASs occupied by the alien BP change over time, the device shall update the Alien BP IE accordingly.

2.
The device shall relocate its beacon to the alien BP, according to 3.3.2.6.3, within mBPMergeWaitTime if the alien BPST falls within the first half of the superframe, or within 1.5×mBPMergeWaitTime if the alien BPST falls within the second half of the superframe, but shall not relocate to the alien BP if a beacon received in that alien BP includes a BP Switch IE.

A device that transmits or receives a beacon in its own BP that contains an Alien BP IE with Reservation Type set to Alien BP shall observe the following rules:

1.
The device should not change beacon slots except as required by merge rules in 3.3.2.6, unless a collision is detected.

2.
The device shall listen for beacons during the MASs indicated in the reservation.

3.3.2.6.3 Beacon Relocation

If a device starts or has started the beacon relocation process and receives an alien beacon, it shall follow these rules:

A.
If the device did not include a BP Switch IE in its last beacon, it shall include a BP Switch IE in its beacon in the following superframe with the fields set as follows:

A1.
The device shall set the BP Move Countdown field to mInitialMoveCountdown.

A2.
The device shall set the BPST Offset field to the positive difference in microseconds between the alien BPST and the device’s BPST. That is, the field contains the number of microseconds that the device must delay its own BPST to align with the alien BPST. If multiple alien beacons are received, the device shall set the BPST Offset field to the largest calculated value.

A3.
The device shall set the Beacon Slot Offset field to:

a.
One plus the number of the highest occupied beacon slot indicated by any beacon received in the alien BP, based on the Beacon Slot Number field and BPOIE, minus mSignalSlotCount; or

b.
Zero to indicate the device will join the alien BP using normal join rules as specified in 3.3.2.3.

B.
If the device included a BP Switch IE in its last beacon, it shall modify the BP Switch IE in the following superframe as follows:

B1.
If the elapsed time between the device’s BPST and the following alien BPST is larger than the device’s BPST Offset field + 2×mGuardTime, the device shall set the BP Move Countdown field, the BPST Offset field, and the Beacon Slot Offset field as described in A1, A2 and A3 above respectively.

B2.
If the elapsed time between the device’s BPST and the following alien BPST is larger than the device’s BPST Offset field - 2×mGuardTime and smaller than the device’s BPST Offset field + 2×mGuardTime, the device shall set the BPST Offset field as described in A2. It shall set the Beacon Slot Offset field as described in A3 if the value in the field would be increased, or leave it unchanged otherwise. It shall set the BP Move Countdown field to one less than the value used in its last beacon if the Beacon Slot Offset field is unchanged, or set it as described in A1 if the Beacon Slot Offset field is changed.

If a device receives a neighbor’s beacon that contains a BP Switch IE, it shall follow these rules:

C.
If the device did not include a BP Switch IE in its last beacon, it shall include a BP Switch IE in its beacon in the following superframe with the fields set as follows:

C1.
The device shall set the BP Move Countdown field to the BP Move Countdown field of the neighbor’s BP Switch IE.
C2.
The device shall set the BPST Offset field to the value of the same field contained in the neighbor’s beacon.

C3.
The device shall set the Beacon Slot Offset field to:

a.
The larger of: one plus the number of the highest occupied beacon slot indicated by any alien beacon received in the alien BP identified by the neighbor’s BP Switch IE, based on the Beacon Slot Number field and BPOIE, minus mSignalSlotCount; or the Beacon Slot Offset field contained in the neighbor’s beacon; or

b.
Zero, to indicate the device will join the alien BP using normal join rules.

D.
If the device included a BP Switch IE in its last beacon, it shall modify the BP Switch IE as follows:

D1.
If the BPST Offset field contained in the neighbor’s beacon is larger than the device’s BPST Offset field + 2×mGuardTime, the device shall set the BP Move Countdown field, the BPST Offset field, and the Beacon Slot Offset field as described in C1, C2 and C3 above respectively.

D2.
If the difference between the BPST Offset field contained in the neighbor’s beacon and the device’s BPST Offset field is smaller than 2×mGuardTime, the device shall modify its BP Switch IE as follows:

a.
If the Beacon Slot Offset field contained in the neighbor’s beacon is larger than the device’s Beacon Slot Offset field, the device shall set the BP Move Countdown field, the BPST Offset field, and the Beacon Slot Offset field as described in C1, C2 and C3 above respectively.

b.
If the Beacon Slot Offset field contained in the neighbor’s beacon is equal to or smaller than the device’s Beacon Slot Offset field, the device does not receive alien beacons from the alien BP indicated by its current BPST Offset field, and the BPMoveCountdown field contained in the neighbor’s beacon is less than the device’s BPMoveCountdown field, then the device shall set the BPST Offset field as described in C2 above. It shall not change the Beacon Slot Offset field. It shall set the BP Move Countdown field to one less than the value used in its last beacon.

If a device included a BP Switch IE in its last beacon and none of the conditions within B or D apply, the device shall not change the BPST Offset field or the Beacon Slot Offset field, and shall set the BP Move Countdown field to one less than the value used in its last beacon.

If a device includes a BP Switch IE in its beacon, it shall continue to do so until it completes or halts the relocation process.

—
If a device receives an alien beacon that indicates relocation earlier than its planned relocation, the device shall halt the relocation process.

—
If a neighbor halts the relocation process, the device shall halt the relocation process.

To halt the relocation process, a device shall include a BP Switch IE in its beacon with BPST Offset field set to 65535, Beacon Slot Offset field set to zero, and BP Move Countdown field set to mInitialMoveCountdown. In following superframes, it shall follow the rules above.

At the end of the superframe in which a device includes a BP Switch IE with a BP Move Countdown field equal to zero, the device shall adjust its BPST based on its BPST Offset field. It may transmit a beacon in that superframe, or delay one superframe to begin beacon transmission in its new BP. After relocating its beacon to the alien BP, the device shall include neither the BP Switch IE nor the Alien BP IE in its beacon. If the Beacon Slot Offset field was non-zero, the device shall transmit a beacon in the beacon slot with number equal to its prior beacon slot number plus the value from the Beacon Slot Offset field. If this beacon slot number is greater than or equal to mMaxBPLength, the device shall follow the normal BP join rules as described in 3.3.2.3 to relocate its beacon to the alien BP.

3.3.2.6.4 BP Extension

A device that receives an alien beacon with a BP Switch IE with Beacon Slot Offset field greater than zero shall set its BP length to at least the sum of the Beacon Slot Offset field and the BP length reported in the alien beacon, but not greater than mMaxBPLength.

3.3.3 Synchronization of DEVs
Each DEV shall maintain a beacon period start time (BPST). The DEV shall derive all times for communication with its neighbors based on the current BPST. The DEV shall adjust its BPST in order to maintain superframe synchronization with its slowest neighbor. A DEV shall synchronize with such a DEV before it sends its first beacon.

When a DEV receives a beacon from a neighbor, the DEV determines the difference between the beacon’s actual reception time and the expected reception time. The beacon’s actual reception time is an estimate of the time that the start of the beacon preamble arrived at the receiving DEV’s antenna. The expected reception time is determined from the Beacon Slot Number field of the received beacon and the receiving DEV’s BPST. If the difference is positive, then the neighbor is slower. In order to maintain superframe synchronization with a slower neighbor, the DEV shall delay its BPST by the difference, but shall limit the adjustment to a maximum of mMaxSynchronizationAdjustment per superframe. The adjustment to BPST may occur at any time following the detection of a slower DEV, but shall be done before the end of the superframe. Earlier adjustment of the BPST allows a tighter synchronization with the slower neighbor.

A DEV shall not use a beacon with the Signaling Slot bit set for synchronization.

If a DEV does not receive a beacon from a neighbor, the DEV may use historical measurements to estimate the impact on superframe synchronization and increment its BPST accordingly. This estimate may be applied for up to mMaxLostBeacons consecutive superframes.

Beacon transmit time and measured beacon receive time shall be accurate to at least mClockResolution.

3.3.3.1 Clock Accuracy
A DEV shall maintain a clock at least as accurate as mClockAccuracy. All time measurements, such as MAS boundary and frame reception time measurements, shall be measured with a minimum resolution of mClockResolution.

3.3.3.2 Synchronization for DEVs in Hibernation Mode
DEVs in hibernation mode may become unsynchronized beyond the mGuardTime value during hibernation. A DEV in hibernation mode shall wake up at least one superframe before it will send a beacon and shall synchronize to the slowest clock in the beacon group during this superframe.

3.3.3.3 Guard Times
Due to inaccuracies in superframe synchronization and drift between synchronization events, MAS start times for different DEVs are not synchronized perfectly. To ensure a full SIFS interval between transmissions in adjacent MASs, the DEVs shall maintain a SIFS interval and guard interval at the end of a reservation block. Guard times apply to all boundaries of BPs.

Figure 48 is an illustration of how a device uses the guard interval to maintain a SIFS interval between transmissions in adjacent reservation blocks.
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Figure 48 — Guard Time

The length of the guard interval, mGuardTime, depends on the maximum difference between devices’ MAS boundary times. The difference arises from synchronization error and drift. The guard time is determined as follows:

mGuardTime = MaxSynchronizationError + MaxDrift,

where MaxSynchronizationError is the worst case error in superframe synchronization and MaxDrift is the worst case drift.

Synchronization is achieved during the BP as described in 3.3.3. For purposes of determining guard time, MaxSynchronizationError is calculated as twice mClockResolution.

Drift is a function of the clock accuracy and the time elapsed (SynchronizationInterval) since a synchronization event. The maximum drift, MaxDrift, is calculated using the worst case value for clock accuracy, mClockAccuracy, and the longest SynchronizationInterval:

MaxDrift = 2 × mClockAccuracy (ppm) × 1E-6 × SynchronizationInterval,

where

SynchronizationInterval = (mMaxLostBeacons+1) × mSuperframeLength.

Propagation delay will also affect timing uncertainty, and may have to be taken into account in this calculation. Here, we ignore such effect when calculating the guard interval.

A device shall be able to receive a frame that is transmitted within the bounds of allowable transmission, accounting for the worst case drift. A device shall begin listening mGuardTime prior to the start of a BP.

3.3.4 Probe

The Probe IE and Application-specific Probe IE may be used in beacons to request one or more IEs from the target device identified in the probe IE. Target devices are not required to respond with all requested IEs. If a target device supports the Probe command frame for one or more IEs, it shall set the Probe bit in its MAC Capabilities IE to one, or otherwise it shall set the bit to zero.
A device shall include a MAC Capabilities IE in its beacon if it is the target of a Probe IE received in a beacon that includes the MAC Capabilities IE Element ID.
On reception of either probe IE in a beacon, a target device shall include a response in its beacon for the next mMaxLostBeacons superframes.
In the Probe beacon, the target device shall include:
—
A Probe IE, with Target DevAddr set to the DevAddr of the requestor, that includes no Requested Element IEs to reject the probe; or

—
One or more requested IEs.

3.3.5 Dynamic Channel Selection

Dynamic channel selection is a process that allows a group of DEVs to change channels in a coordinated manner. 

A DEV may initiate dynamic channel selection after it has performed a channel scan, as described in 3.3.2.3. If a DEV initiates dynamic channel selection, it shall include a Channel Change IE in its beacon sent in the current channel, as described in 3.2.5.5.

In a Channel Change IE, the DEV shall set the New Channel Number field to the number of the new channel. It shall set the Change Channel Count field to the remaining number of superframes before the DEV will move to another channel. In successive superframes, the Change Channel Count field should be decremented.

If the value set in the Change Channel Count field is zero, the DEV shall move to the new channel at the end of the current superframe.

On reception of the Channel Change IE, a DEV that also intends to change channels in a coordinated manner should include a Channel Change IE with the same field values in its beacon.

3.3.6 Power Management Mechanisms

3.3.7 ASIE Operation

Zero or more ASIEs may be included in each beacon. ASIEs may appear within the IE area in a beacon as defined in 3.3.1.5.1. Unrecognized ASIEs shall be ignored. The format of the ASIE payload is defined by the owner of the value in the ASIE Specifier ID field and is outside the scope of this document.

3.3.8 MAC Parameters

Table 11 contains the values for some of the MAC sublayer parameters.

Table 11 — MAC sublayer parameters

	Parameter
	Value

	mAccessDelay
	TBD

	mBeaconSlotLength
	TBD

	mBPExtension
	8 beacon slots

	mBPMergeWaitTime
	128 superframes

	mCycleLength
	5 superframes

	mClockAccuracy
	20 ppm

	mClockResolution
	1 (s

	mGuardTime
	TBD

	mInitialMoveCountdown
	3 × mMaxLostBeacons

	mMASLength
	TBD

	mMaxBeaconLength
	mBeaconSlotLength - pSIFS - mGuardTime

	mMaxBPLength
	96 beacon slots

	mMaxFramePayloadSize
	pMaxFramePayloadSize

	mMaxHibernationProtection
	128 superframes

	mMaxLostBeacons
	3

	mMaxNeighborDetectionInterval
	128 superframes

	mMaxSynchronizationAdjustment
	TBD

	mMinFragmentSize
	1

	mSignalSlotCount
	2 beacon slots

	mSuperframeLength
	32 × mMASLength


Table 12 contains the values of the PHY-dependent parameters used by the MAC sublayer.

Table 12 — PHY-dependent MAC sublayer parameters

	Parameter
	Value

	pBeaconTransmitRate
	TBD

	pCCADetectTime
	TBD

	pClockAccuracy
	TBD

	pMaxFramePayloadSize
	TBD

	pSIFS
	TBD

	pSlotTime
	TBD


4. Security

This clause is a placeholder for the forthcoming specification of the additional security mechanisms of this proposal.
5. The PHY

Please refer to the presentation slides for information on the PHY specifications.
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Abstract


This document describes the PHY and MAC specifications of a beacon-based solution proposed to be used as the baseline of IEEE 802.22.1. This proposal not only addresses the requirements set forth by IEEE 802.22.1, but also provides a number of additional tools for effective protection and coordination of Part 74 devices operating in the TV broadcast bands.
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