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1. Introduction 
IEEE 802.21d standardizes a mechanism for distributing a symmetric key to group members, securely and efficiently.
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Figure 1. Group Key Distribution
1. A PoS (Point of Service) with group manager selects group members and generates GroupKeyData for the group members.
2. The PoS with group manager distributes GroupKeyData using a multicast transport.
3. Recipients receive GroupKeyData.
i. If the recipient is a group member, the recipient can derive a symmetric key from GroupKeyData.
ii. If the recipient is not a group member, the recipient cannot derive the symmetric key from GroupKeyData.

2. Payload Protection
Payload is protected by a symmetric key encryption and a digital signature. The symmetric key is shared by the group members. 
The ciphersuites used for securing group addressed messages are defined in Table below 

        Table 1 --- Group ciphersuites
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In Table 1, AES-CCM is an AES mode of operations specified in NIST SP 800-38C. AES-CCM provides confidentiality and data integrity. In Table 1, ECDSA-256 uses curve P-256 and hash function SHA-256. Notice that in IEEE 802.21d AES-CCM uses the group key for authenticated encryption of a payload.  This scheme only provides data integrity but does not guarantee data origin authentication because the symmetric key is shared among a group of recipients. On the other hand, the data origin authentication is provided using a digital signature ECDSA. 

3. Group key distribution
Symmetric keys used for payload protection is distributed by Complete Subtree method which is one of the broadcast encryption schemes proposed in the literature [1]. The Complete Subtree method allows minimizing the number of encryptions for a given group key. The protection of group key in IEEE 802.21d uses the following ciphersuites in Table below.

 Table 2 --- Group key distribution Ciphersuites
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In Table 1, AES_Key_Wrapping is an AES mode of operations specified in NIST SP 800-38F. Note that ECB mode is not recommended to protect a key, because it cannot provide proper security level for the key. In particular, the same plaintext will be encrypted to the same ciphertext, since no random IV (Initialization Vector) is used for each encryption. On the other hand, if transmitting IVs will increase the size of GroupKeyData to an unacceptable point for the transport protocol, then ECB mode may be used, assuming that the same key will be retransmitted with a very small probability. The signature is applied to provide authentication and integrity.
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Table 6—Group ciphersuites

Code Encryption Digital Signature
Algorithm Algorithm
10010101 AES_CCM-128 ECDSA-256
10000100 NULL ECDSA-256
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Table 7-Group key distribution Ciphersuites

N . MAC Algorithm
Code Wrapping Algorithm For VerifyGroupCode
11010100 | AES Key Wrapping-128 NULL
11000100 AES_ECB-128 NULL
11000101 AES_ECB-128 AES-CMAC-128
11000000 | No group key distribution NULL





