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1. Comments

· Comment i-115

This is comment on overall GKB fragmentation: In base specification, we specified that "No retransmission by the MIH protocol (defined in 8.2) is performed for any single fragment of a multifragment message (802.21-2008, pp 154)".  Now assume that MIH uses unreliable transport and sets the ACK bit and also both GKB and MIH both fragments the packet. In this scenario, if the source MIHF does not receive the ACK response, it will start to retransmit.  Now if the GKB fragment length is more than the MIH  fragment length, and GKB expects the source MIHF to retransmit, the retransmission will never happen according to the base specification. What I was thinking is that we should add some text to avoid this situation so that the implementers will know how to choose the fragment length. For example, if the fragmentation happens both at MIH and GKB layers, GKB fragment length should be <= MIH fragment length.

· Related Problem on Comment i-115
Descriptions of MIH PDU protected through Group key generated MIHSA and digital signature are missed, when MIH PDU fragmentation is occurred.

2. Proposed resolution


· Revise Figure 30 and 31.
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· Simplify 9.5.3.1.2 and Figure 40
· Change 9.5.3.1.2 to explain generating method of MIH_Net_Group_Manipulate message’s the MIH Service Specific TLVs.
· Note: This remedy is made from the original texts in D/06. 


 9.5.3.1.2 MIHF of a PoS with Group Manager
Required components relevant to group manipulation and group commands are listed as follows:
A signing key (of type SIGNING_KEY as defined in Table F.25). The key is for creation of a signature at the PoS with group manager.
A Group Membership Information Base (of type GROUP_MEMBERSHIP_BASE as defined in Table F.25) stores the information required to send commands to the group, i.e., the MIHF Group ID and the transport address used. If the service specific TLVs carried in group addressed commands and group manipulation commands addressed to the group are encrypted, the Group Membership Information Base also stores the MGK, the sequence number and the SAID associated with the group.
Allocation of a transport address to an MIHF Group ID is implementation specific and outside the scope of this standard. The transport address may be contained in the MIH_Net_Group_Manipulate.request received from the MIH User. When the MIHF receives an MIH_Net_Group_Manipulate.request, generated by the MIH User, the MIHF generates and sends an MIH_Net_Group_Manipulate indication/request message to an MIHF Group or an MIHF. Note that this behavior depends on the ResponseFlag parameter. When “ResponseFlag=1”, the MIHF will generate MIH_Net_Group_Manipulate request message. When “ResponseFlag=0”, the MIHF will generate MIH_Net_Group_Manipulate indication message. 
In the following we detail the steps performed to generate MIH Service Specific TLVs of the message:


In the following we detail the steps performed to generate the message:
Generate a Source MIHF ID TLV using its own MIHF ID.	Comment by hana: These steps do not generate the Service Specific TLVs.
Generate a Destination MIHF ID TLV from the DestinationIdentifier in the received MIH_Group_Manipulate.request.
1. Generate a Group Identifier TLV from the TargetIdentifier in the received MIH_Net_Group_Manipulate.request.	Comment by hana: A step on TargetIdentifier is missed.
1. If the MIH_Net_Group_Manipulate.request contains a SubgroupRange, it generates a SubgroupRange TLV from the SubgroupRange.
1. If the MIH_Net_Group_Manipulate.request contains a UserSpecificData, it generates an Aux Data TLV from the UserSpecificData.
1. Generate a SubtreeFlag TLV from the SubtreeFlag in the received MIH_Net_Group_Manipulate.request.	Comment by hana: SubtreeFlag may be ComplementSubtreeFlag. Then, this Step is the same as Step f).
1. Generate a Complete Subtree TLV from the CompleteSubtree in the received MIH_Net_Group_Manipulate.request.
1. If the MIH_Net_Group_Manipulate.request contains a GroupKeyData, it generates a Group Key Data TLV from the GroupKeyData.
1. If MIH_Net_Group_Manipulate.request contains a ComplementSubtreeFlag, it generates Complement Subtree Flag TLV from the ComplementSubtreeFlag.
1. If GroupKeyData is accompanied, generate a Sequence Number TLV.	Comment by hana: (i-??) Sequence Number may be used in a digital signature without a group key.
 I suggest to revise this step as follows:
” The MIHF generate a Sequence Number TLV.”

There are various policy to manage the sequence number, e.g., per PoS, per Group, or per SAID…
1. The MIHF generates optionally a Transport Address TLV. If the MIH_Net_Group_Manipulate.request contains a TransportAddress parameter, the parameter is contained in the Transport Address TLV. Else if the MIH_Net_Group_Manipulate.request does not contain a TransportAddress parameter, the MIHF decides a transport address parameter (which is implementation specific and outside of the scope of this specification).
1. If GroupKeyData is accompanied, generate an SAID Notification TLV. If GroupKeyUpdateFlag=0, the TLV contains the security association identifier associated with the GroupKeyData. Otherwise, the TLV contains a newly allocated security association ID for the GroupKeyData. The security association identifier obtained through the SAID Notification TLV is stored.  This identifier is used in SAID TLVs, which are carried in subsequent MIH messages encrypted by the group key corresponding to the GroupKeyData.
1. If ResponseFlag=0, generate an MIH_Net_Group_Manipulate indication using the preceding TLVs, else generate an MIH_Net_Group_Manipulate request using the preceding TLVs.	Comment by hana: These steps do not generate the Service Specific TLVs.
Protect the MIH_Net_Group_Manipulate indication message or the MIH_Net_Group_Manipulate request message as shown in 9.6.4.
Update the Group Membership Information Base with TargetGroupIdentifier, the transport address parameter, the sequence number and the SAID. If a MasterGroupKey is contained in the MIH_Net_Group_Manipulate.request, also update the Group Membership Information Base with the MasterGroupKey as the MGK.

Figure 40, shows a flow diagram summarizing the steps performed by the MIHF at a PoS, described in this Clause.
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· Simplify 9.5.3.2 and Figure 42
· Change 9.5.3.2 to explain generating method of MIH_Net_Group_Manipulate message’s the MIH Service Specific TLVs.
· Note: This remedy is made from the original texts in D/06. This remedy also related to  comments  i-68.


 9.5.3.2 Receiving procedures for group manipulation commands
The recipient of a group manipulation message is either an MN or a PoS that receives and understands group manipulation commands.
Required components relevant to group manipulation and group commands are listed as follows:
A Group Recipient Information Base (of type GROUP_RECIPIENT_INFO_BASE as defined in Table F.25) containing the pairs of a Node Index and a corresponding node key (i.e., device keys) to retrieve an MGK from a GKB and the certificate used to verify digital signatures.
A Group Membership Information Base (of type GROUP_MEMBERSHIP_BASE as defined in Table F.25) stores the information required to receive commands to the group, i.e., the MIHF Group ID and the transport address used. If the service specific TLVs carried in group addressed commands and group manipulation commands addressed to the group are encrypted, the Group Membership Information Base also stores the MGK, the sequence number and the SAID associated with the group.
When an MIHF receives an MIH_Net_Group_Manipulate indication/request or MIIH_MN_Group_Manipulate response message, it processes  the message, after reassembling fragments if any, as follows: 
The MIHF obtains a Source Identifier from the Source MIHF ID TLV.	Comment by hana: These steps do not process the Service Specific TLVs.
The MIHF verifies the Signature TLV using a verification key in the certificate corresponding to the obtained SourceIdentifier stored in the Group Recipient Information Base. If the verification fails, the MIHF shall cancel the following steps and stop processing the command.
The MIHF checks the DestinationIdentifier in the Destination MIHF ID TLV. If the DestinationIdentifier does not match one of the following MIHF IDs, the MIHF shall cancel the following steps and stop processing the command: (i) An MIHF Group ID corresponding to a broadcast address, (ii) an MIHF Group ID which is registered with a transport address in the Group Membership Information Base, or (iii) the MN's own MIHF ID.
The MIHF decrypts the payload if it is encrypted, i.e., if it is a Security TLV. The decryption key is derived from the MGK associated with the DestinationIdentifier and the SAID in the Group Membership Information Base.
In case an MN cannot decrypt the Security TLV, the message will be discarded. 
1. [bookmark: _Ref367466160]If a SubgroupRange TLV exists in the messageindication, the MIHF obtains a SubgroupRange and checks whether its own Leaf Number is contained in the SubgroupRange or not. If it is not, the MIHF shall cancel the following steps and stop processing.
l) [bookmark: _Ref259982976]The MIHF obtains a TargetIdentifier in the Target Identifier TLV, a ComplementSubtreeFlag in the Complement Subtree Flag TLV, and a CompleteSubtree in the Complete Subtree TLV.	Comment by hana: For simple description, I suggest to remove this step.
m) The MIHF processes the Complete Subtree in the Complete Subtree TLV as described in 9.5.2.2. If the MIHF succeeds to find a matching pair of Node Indices, go to Step c)the next step. Otherwise, go to Step d)i).
n) If ComplementSubtreeFlag = 0, go to Step e)j).	Comment by hana: (i-68): I believe following texts is correct. Please confirm. “If ComplementSubtreeFrag in the Complement Subtree Flag TLV is “0”, go to Step e), else go to Step n).”

If (Succeeds to find a matching pair of Node Indices) and (ComplementSubtreeFlag = 0) , then the MIHF shall be “Join” or “Stay.”
If (Succeeds to find a matching pair of Node Indices) and (ComplementSubtreeFlag = 1) , then the MIHF shall be “Leave” or “Terminate.”
o) [bookmark: _Ref259982753]If ComplementSubtreeFlag = 1, go to Step n)t).	Comment by hana: (i-68) I believe following texts is correct. Please confirm. “If  ComplementSubtreeFrag in the Complement Subtree Flag TLV is “0”, go to Step o), else go to Step g).” 

If (Fails to find a matching pair of Node Indices) and (ComplementSubtreeFlag = 1), then the MIHF shall be “Join” or “Stay” without a group key.
If (Fails to find a matching pair of Node Indices) and (ComplementSubtreeFlag = 0), then the MIHF shall be “Leave” or “Terminate.”
p) [bookmark: _Ref259982787]The MIHF obtains a GroupKeyUpdateFlag from the GroupKeyUpdateFlag TLV.	Comment by hana: For simple description, I suggest to remove GroupKeyUpdateFlag TLV from the message.
q) [bookmark: _Ref259983070]If a Transport Address TLV exists in the indication, the MIHF obtains a TransportAddress. Otherwise, the MIHF obtains a transport address with respect to the TargetIdentifier from a server (Note that this operation is out of the scope of this specification).	Comment by hana: This step move to Step g)
r) If a GroupKeyData TLV exists in the messageindication, the MIHF obtains a GroupKeyData and derives an MGK by processing the GroupKeyData using a node key corresponding with the Node Index as described in 9.5.2.2. In case GroupKeyData TLV does not exist, go to next step.	Comment by hana: For simple description, I suggest to merge Step f) to Step b), and revise 9.5.2.2.
s) If a SAID TLV exists in the messageindication, the MIHF obtains a SAID. 	Comment by hana: If Step b) and Step f) are merged, this step shall be “If a group key MGK is derived in Step b), the MIHF obtains a SAID in the SAID notification TLV.”
t) If a Transport Address TLV exists in the message, the MIHF obtains a TransportAddress. Otherwise, the MIHF obtains a transport address with respect to the TargetIdentifier from a server (Note that this operation is out of the scope of this specification).
u) If a Sequence Number TLV exists in the messageindication, the MIHF obtains a SequenceNumber. If the GroupKeyUpdateFlag is “1,” the MIHF resets the SequenceNumber to an initial value.
v) The MIHF checks whether thea TargetIdentifier in the Group Identifier TLV obtained in Step f) has already been registered or not in the Group Recipient Information Base. If it has been, go to Step j)p) [Stay]. Otherwise, go to Step l)r) [Join].
w) [bookmark: _Ref367465931][Stay] The MIHF updates the transport address, the group key and the SAID, and the SequenceNumber, with respect to the TargetIdentifier, in the Group Membership Information Base. 
x) The MIHF throws an MIH_Net_Group_Manipulate.indication described in 7.4.32.2 to the MIH User. The GroupStatus field of the indication shall be “Unchanged successful” (5). The procedure of command processing terminates.
y) [bookmark: _Ref367465942][Join] The MIHF starts listening to the transport address associated with the TargetIdentifier. The MIHF saves in the Group Membership Information Base the TargetIdentifier, the associated transport address, the group key (Option), the SequenceNumber (Option), and the SAID (Option).
z) The MIHF issues an MIH_Net_Group_Manipulate.indication described in 7.4.32.2 to the MIH User. The GroupStatus field must be “Join operation successful” (0). The procedure of command processing terminates.
aa) [bookmark: _Ref259982804]The MIHF checks whether athe TargetIdentifier in the Group Identifier TLV has already been registered or not in the Group Membership Information Base. If it has been, go to Step o)p) [Leave]. Otherwise, the MIHF terminates the procedure of command processing.
ab) [bookmark: _Ref367465961][Leave] The MIHF finds the transport address recorded on the same row as the TargetIdentifier obtained in Step f) and the MIHF stops listening to it. The MIHF removes the row that has the TargetIdentifier.
ac) The MIHF throws an MIH_Net_Group_Manipulate.indication described in 7.4.32.2 to the MIH User. The GroupStatus field must be “Leave operation successful” (3). The procedure of command processing terminates.

Figure 42 summarizes the steps followed by the MIHF on the MN/PoS upon reception of an MIH_Net_Group_Manipulation indication or request message, after reassembling fragments if any.


[image: ]	Comment by hana: Revised Figure 44:   Step b) and Step f) are merged, and Step d) and Step e) are revised)d)
a)
a)
b), e)
b), e)
c)
h)
g)
f)
f)
n)
i)
l), m)
o), p)
j), k)


[bookmark: _Ref367466364]—Summary of steps performed by the recipient MIHF





 Subclause 7.4.31 introduces a mechanism enabling the recipient to trigger the Join/Leave operations controlled by the PoS with group manager. In order to do so, the MIH User located at the recipient notifies the PoS with group manager of its desire to Join or Leave a group through the use of the MIH_MN_Group_Manipulate primitive. The MIHF of the PoS with group manager, upon receiving the associated request message, performs the same process as defined in this Clause, for the use of the MIH_Net_Group_Manipulate, although in this case, the group to be manipulated is provided by the recipient. The resulting GKB parameters are returned to the recipient in the MIH_MN_Group_Manipulate response message.


· Revise 9.6.2 
· Change “MIH Service Specific TLVs” to “MIH Service Specific TLVs or a fragment.”

9.6.2 Multicast message protection (Changes in this section are incrementally made against the proposed text  in 21-14-0152-03-MuGM)

 a) The MIHF generates a Source MIHF ID TLV based on its own MIHF ID.
 b) The MIHF generates a Destination MIHF ID TLV based on the DestinationIdentifier in the received request.
 c) The MIHF generates MIH Sservice Sspecific TLVs or a fragment based on the received request primitive.
 d) Consulting with the Multicast Address Information Base, the MIHF finds the multicast address  associated with the DestinationIdentifer in the received request.
e) The MIHF generates an MIH request or indication message.
 1) The MIH Sservice Sspecific TLVs or fragment may be encrypted with an MIGSK associated to the
 DestinationIdentifier to make a Security TLV if necessary in the scheme described in 8.4.2.
 2) A signature TLV may be generated as shown in 9.6.3.1 using the signing key of the MIHF.
f) The MIHF sends the message to the multicast address found in Step d).

 The MIH Sservice Sspecific TLVs or fragment may be encrypted to make a Security TLV if necessary in the scheme described in 8.4.2.
 When an MIHF of a recipient receives the message, the following steps are takenit issues an indication primitive to its local MIH User, following the next steps:

 a) The Destination Identifier is retrieved from the Destination MIHF ID TLV. The MIHF checks if the Destination Identifier is registered in the Group Information Base or not. If it is not, the message is not for the recipient. Thus, it cancels the following steps and stops processing.
 b) The Source Identifier is retrieved from the Source MIHF ID TLV.
c) If the Signature TLV is attached, the MIHF verifies SIGNATURE_DATA in the Signature TLV using the verification key corresponding with the CERT_SERIAL_NUMBER in the Signature TLV as shown in 9.6.3.2. 
 d) The service specific parameters are retrieved from the service specific TLVs. If the service specific TLVs are encrypted in a Security TLV is contained, the MIHF decrypts the Security TLV with the MIGSK associated with the preceding Destination Identifier and the SAID in the Security TLV that is available in the Group Information Base. If the decryption fails, it cancels the following steps and abort. If the decryption succeeds, MIH Service Specific TLVs or a fragment is obtained.
 e) If MIH service specific TLVs is obtained or a fragment is obtained and reassembling fragments succeeds, the MIHF 

issues an indication primitive to its local MIH User.

· Revise 9.6.3.1 
· Change “MIH Service Specific TLVs” to “MIH Service Specific TLVs or a fragment.”

9.6.3.1 Multicast Message Signatures (Changes in this section are incrementally made against the proposed text in 21-14-0152-03-MuGM)

Multicast Messages are signed with the message source using a private key of the message source. Integrity and proof of origin of a multicast message is verified by verifying the message signature with the public key of a message source. The message content is signed using elliptical curve cryptography.

In case the MIH PDU is protected through GKB-generated MIH SA with a signature as specified in 8.4.2.3, the MIHF of PoS generates a Signature TLV consisting of a CERT_SERIAL_NUMBER and a SIGNATURE_DATA. The SIGNATURE_DATA is created by signing an MIH_Group_Manipulate command or a group addressed command using a signing key corresponding with a verification key specified by CERT_SERIAL_NUMBER. Figure 454 illustrates the data protection procedure with confidentiality.
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—Signing (with confidentiality)

The MIHF encrypts the MIH Service Specific TLVs or fragment with MIGSK, and generates the Security TLV. The MIHF selects a certification serial number and generates CERT_SERIAL_NUMBER from the certification serial number. Then, the MIHF computes the SIGNATURE_DATA of the Signature TLV from the MIH Header, the Source MIHF Identifier TLV, the Destination MIHF Identifier TLV, the SAID TLV, the Security TLV, and the Type, Length and Value fields of the Signature TLV excluding the SIGNATURE_DATA.
Note: If the MIH PDU is protected through a GKB-generated MIH SA, the signature TLV shall not include the SEQUENCE_NUMBER.

In case the MIH PDU is not protected through a GKB-generated MIH SA and protected with a signature only as specified in 8.4.2.4, the MIHF of PoS generates a Signature TLV consisting of a SIGNATURE_DATA, a CERT_SERIAL_NUMBER and a SEQUENCE_NUMBER. Figure 465 illustrates the data protection procedure without confidentiality.
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—Signing (without confidentiality)
The MIHF computes the SIGNATURE_DATA of the Signature TLV from the MIH Header, the Source MIHF Identifier TLV, the Destination MIHF Identifier TLV, the MIH Service Specific TLVs or fragment, and the Type, Length and Value fields of the Signature TLV excluding the SIGNATURE_DATA. 
Note: If the MIH PDU is not protected through a GKB-generated MIH SA, the signature TLV shall include the SEQUENCE_NUMBER.

On receipt of signed multicast message there is an optional response indicating the validity of signature.
Message source requests credentials for key updates. Message source provides updates of credentials to destination devices (with overlap period).


9.6.3.2 Signature Verification

The signature is verified using the message source signature verification key. The message source will identify which key is to be used for the multicast message so that verification will utilize the correct key for signature verification.

In case the MIH PDU received contains a Signature TLV and is protected through a GKB-generated MIH SA, then the MIHF of recipient retrieves a CERT_SERIAL_NUMBER and a SIGNATURE_DATA from the Signature TLV. Then, the MIHF verifies the SIGNATURE_DATA using a verification key specified by the CERT_SERIAL_NUMBER. If the Signature TLV includes a SEQUENCE_NUMBER, the MIH PDU shall be dropped since it is a wrong form. Figure 476 illustrates the data protection procedure with confidentiality.
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—Signature verification (with confidentiality) 

In the case the MIH PDU contains a Signature TLV and is not protected through a GKB-generated MIH SA, then the MIHF of recipient retrieves CERT_SERIAL_NUMBER, SIGNATURE_DATA and SEQUENCE_NUMBER from the Signature TLV. Then, the MIHF verifies the SIGNATURE_DATA using a verification key specified by the CERT_SERIAL_NUMBER, and the SEQUENCE_NUMBER. The received SEQUENCE_NUMBER is considered valid if and only if the SEQUENCE_NUMBER is greater than the last valid incoming sequence number maintained for the sender. Figure 487 illustrates the data protection procedure without confidentiality.


[image: ]Service Specific TLVs or a fragment

—Signature verification (without confidentiality)
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