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1. 
Comments
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2. Suggested Remedy:

Delete Section 9.5.3.1 and modify the Section 9.5.2 as follows:

A GKB contains a complete subtree part and a group key data part. A group key data part appears when a GKB is used to deliver a group key.

A complete subtree part identifies all the subtrees covered by the group such that each member
30 represented by a leaf node in the group belongs to one and only one complete subtree. Each complete subtree is identified by its root node. Each root node has a Node Index. A Node Index is a pair of binary strings (Node Depth, Node Index Value). The first parameter, Node Depth, indicates the binary length of the index of the root node represented by one octet. The second parameter, Node Index Value, is a binary string representing the index of the root node.

The Node Depth is represented by an octet. The corresponding integer L is the binary length of the index of the root node representing the complete subtree. The Node Index Value is represented by ⎡L/8⎤ octets, where ⎡x⎤ is the ceiling function, which takes the minimum integer, which is larger than or equal to x. For example, ⎡1.2⎤ = 2. With the ceiling function, to demonstrate, if the value of a Node Depth L is between 1 and 8, the size of the binary string used to represent the Node Index Value is 1 octet (= 8 bits). If L is between 9 and 16, the size of the binary string used to represent the Node Index Value is 2 octets (= 16bits). A Node Index Value is left aligned in the network byte order. A Node Index Value shall have a zero padding added to the right. An example of Node Index is (0x05, 0b10011000). This Node Index represents the node ‘10011’, which is the root node of the complete subtree in a key tree. The depth of the key tree is a
system parameter and configured to the applications. If the key tree has depth 8, then the root node ‘10011’ identifies a depth-3 complete subtree. Another example of Node Index is (0x0e, 0b1100101000011100),which represents the node ‘11001010000111’. If it is in a depth-16 key tree, then the node identifies a depth-2 complete subtree. IEEE P802.21d/D4.0, April 2014

A complete subtree part is a list of Node Indices. The Node Indices are ordered based on the 1 following rule. Let (L1, I1) and (L2, I2) be two Node Indices. (L1, I1) appears in the front of (L2, I2), if and only if Int(d, I1) < Int(d, I2), where Int(d, Ih) is a function to convert binary index Ih to an d-bit long integer. It uses Ih as the binary values in the most significant bits of a d-bit integer. For example, if d=8, (0x05, 0b10011000) is converted to 27+24+23 = 152. When another Node Index is (0x08, 0b00011001) (with index 00011001 and convert to 24+23+1=25), then (0x05, 0b10011000) appears first. A group key data part of a GKB is a sequence of ciphertexts of the encrypted group key, where a group key is encrypted by Node Keys corresponding to all the root nodes of the complete subtrees covered by the group. There is a one-one correspondence between the complete subtree part and the group key data part in a GKB. The number of Node Indices, i.e. the number of complete subtrees, in the complete subtree part is equal to the number of ciphertexts of the encrypted group key in the group key data part. The n-th ciphertext of the group key is generated by the Node Key assigned to the root node designated by the n-th Node Index.  AES_Key_Wrapping-128 or AES_ECB-128 is used for the encryption algorithm.

In the example illustrated in Figure 33, the group with nodes 000, 001, 010, 011, 101, 111 is covered by three complete subtrees at root node 0, 101, and 111. Therefore, the complete subtree part in the GKB includes Node indices for node 0, 101, and 111. The key data part, the ciphertexts of MGK encrypted by k(0), k(101), and k(111) as indicated in Figure 34.

[image: ]
             Figure 34—GKB for the group with nodes 000, 001, 010, 011, 101 and 111

Notice that the example is for illustration purpose. The key tree has depth 3, not a multiple of 8. The Node Index Value is not illustrated with the binary string in Figure 34. In fact, Node Index (0) can be represented as (0x01, 0b000000000), Node Index (101) as (0x03, 0b10100000) and Node Index (111) as (0x03, 0b11100000). 

In case when a complete subtree is only present in a GKB, the GKB is used for specifying the group members of a particular group instead of a group key distribution. Following methods are used to identify the group members appropriately.

Method 1: The set of leaf nodes specified by the complete subtree part of the GKB represents the members who belong to the group

Method 2: The set of leaf nodes specified in the complete subtree part of the GKB represents the members who do not belong to the group. In other words, the complete subtree part represents the complement set of the leaf nodes.

For example, in a depth-3 group management tree, the set of all the leaf nodes is S = {000, 001, 010, 011,100, 101, 110, 111} and the group consists of members with leaf nodes in a set is; A = {000, 001, 010, 011,100}. When Method 1 is used, the complete subtree part shall represent set A, while when Method 2 is used, the complete subtree part shall represent S-A = {101, 110, 111}.
In order for a recipient to distinguish the two methods, a group manipulation command accompanies a flag named ComplementSubtreeFlag. If the flag is 0, Method 1 is used. If the flag is 1, Method 2 is used. The ComplementSubtreeFlag thus helps the recipient to correctly interpret the complete subtree part of a GKB.

A command center has a component called GKB Generator. A GKB Generator receives all the device keys assigned to all the recipients associated to a group and a MGK. The MGK is a master group key for that group. recipients and the CC can generate a Media Independent Group Session Key (MIGSK) from MGK (see 9.6). The mechanism to provide all device keys to the GKB generator is out of the scope of this specification. This mechanism can just encompass the explicit provision of the device keys to the GKB  Generator or the random seed used to derive them. On receiving those data, a GKB Generator outputs a GKB, or several GKBs.
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649.5.1.3 55 5 T With this title, the flow of the specification is 

little bit lost. We should first introduce the 

complement Subtree and then discuss the 

purpose and functonality of 

ComplementSubtreeFlag.  

If agreed, I can provide the proposed 

title and retsructure of this clause. I 

would first start with 

ComplementSubtree definition and then 

describe the purpose and functionality.

Subir Das

659.5.1.3 55 5 E It is not proper to insert subclause 9.5.1.3 

here. At this moment, the two portions of 

GKB have not been introduced. In subclause 

9.5.2 (after 9.5.1.3) it says that "A GKB 

contains a complete subtree part and a group 

key data part. A group key data part appears 

when a GKB is used to deliver a group key, 

while in subcluase 9.5.1.3 (before the two 

portions are introduced), it says that "In case 

when a complete subtree is only present in a 

GKB, the GKB is used for specifying the 

group members of a particular group instead 

of a group key distribution." The readers 

would not know what it means by "when a 

complete subtree is only present in a GKB". 

Instead of inserting a subclause, the 

text (with the changes suggested in the 

next few comments) in subclause 

9.5.1.3 can be inserted at the end of 

subclause 9.5.2. [Not a subclause, text 

only!]

Lidong Chen
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