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1. Comments
· Cmt #112: In step h) recipient verifies the Signature TLV, but there is no step for command center to genenate a Signature TLV.

2. Suggested Remedy:

[1] Change 9.5.3.1.2 as follows:

9.5.3.1.2 MIHF of a GMCS

k) If a security association ID with respect to the DestinationIdentifier is stored in its own Recipient Information Base, it encrypts Service Specific TLVs of this group manipulation command as shownin 9.6.4.
l) Generate a Signature TLV as shown in 9.6.4 using the signing key of the MIHF.
mk) If ResponseFlag=0, generate an MIH_Net_Group_Manipulate indication using the preceding TLVs, else generate an MIH_Net_Group_Manipulate request using the preceding TLVs.
l) Protect the MIH_Net_Group_Manipulate indication message or the MIH_Net_Group_Manipulate request message as shown in 9.6.2.

[2] Change Figure 40 as follows:
 (
Change to 
“
Generate MIH_Group_Manipulate indication
”
) (
Change to 
“
Generate MIH_Group_Manipulate request
”
)



 (
Protect the message
)


 (
Send the message
)

[3] Change 9.6.2 as follows:

9.6.2 Multicast message encrypton protection
In order to send a multicast MIH request or MIH indication message, the MIH User of the command center generates a request primitive and delivers it to the local MIHF. Upon receiving the request, the MIHF of the command center behaves as follows:
 a) The MIHF generates a Source MIHF ID TLV based on its own MIHF ID.
 b) The MIHF generates a Destination MIHF ID TLV based on the DestinationIdentifier in the received request.
 c) The MIHF generates service specific TLVs based on the received request primitive.
 d) Consulting with the Multicast Address Information Base, the MIHF finds the multicast address  associated with the DestinationIdentifer in the received request.
 e) The MIHF generates an MIH request or indication message, and it sends the message to the multicast address found in Step d).
 1) The service specific TLVs may be encrypted with an MIGSK associated to the DestinationIdentifier to make a Security TLV if necessary in the scheme described in 8.4.2.
 2) The signature TLV may be generated as shown in 9.6.4 using the signing key of the MIHF.
f)  The MIHF sends the message to the multicast address found in Step d).
 
When an MIHF of a recipient receives the message, it issues an indication primitive to its local MIH User, following the next steps:
 fa) The Destination Identifier is retrieved from the Destination MIHF ID TLV. The MIHF checks if the Destination Identifier is registered in the Group Information Base or not. If it is not, the message is not for the recipient. Thus, it cancels the following steps and stops processing.
 gb) The Source Identifier is retrieved from the Source MIHF ID TLV.
 hc) The MIHF verifies the Signature TLV using the verification key corresponding with the preceding Source Identifier. If the verification fails, it cancels the following steps and abort.
 id) The service specific parameters are retrieved from the service specific TLVs. If the service specific TLVs are encrypted in a Security TLV, the MIHF decrypts the Security TLV with the group keyMIGSK associated with the Destination Identifier that is available in the Group Information Base.
1
image1.emf

