
Start Group Manipulation

Group exist?

Choose new 
TargetGroupIdentifier 
consulting the Group 

Information Base

· Decide group members checking with 
Command Center Information Base,

· Choose MGK for the group

CreateCompleteSubtreeFragments Procedure

Input: 

Output: 
GKB

(Optional) Define UserSpecificData

No

Choose DestinationIdentifier based on 
TargetGroupIdentifier

Group Key 
updated?

GroupKeyUpdateFlag = 1

Reply needed?

Yes

ResponseFlag = 1

Yes

Update Group Information Base

Send MIH_Net_Group_Manipulation.request 
primitive to local MIHF

GroupKeyData?

MasterGroupKeyWrapping procedure

Input: 

Output:

Yes

· MIHF_IDs of members
· Group management tree
· Threshold for fragmentation

· CompleteSubtree
· SubgroupRange

· MGK
· CompleteSubtree
· Device keys stored at Group 

Management Information 
Base

GroupKeyData
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