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Remedy for Cmt#97,98,99 in LB7b.
Change the original text to following new text.

Add new text and remove original text.

New text: 
	MIH_SEC_CAP
	SEQUENCE(

TLS_CAP,

EAP_CAP,

MULTICAST_CAP,

)
	Represents the MIH security

capabilities.


	MULTICAST_CAP
	CHOICE ( NULL, SEQUENCE

(GLOUP_KEY_DIST_LIST,

SIG_ALG_LIST,

CIPH_ALG_LIST,

PRF_LIST))
	A Group key distribution Ciphersuite and a multicast cipher suite. When NULL is chosen, group manipulation commands and group addressed commands are not supported.

When SEQUENCE is chosen, group manipulation commands and group addressed commands are supported.



	GROUP_KEY_DIST_LIST 

	BITMAP(B)
	Represents a list of group key distribution methods.

Bitmap values

Bit 0: AES_Key_Wrapping-128
Bit 1: AES_ECB-128
Bit 2: A group key distribution is not supported.
Bit 3–7 (Reserved)

	SIG_ALG_LIST

	BITMAP(B)
	Represents a list of integrity algorithm.

Bitmap values

Bit 0: ECDSA-256
Bit 1: SIG_NULL

Bit 2–7 (Reserved)

	GROUP_CIPH_ALG_LIST

	BITMAP(B)
	Represents a list of encryption algorithm.

Bitmap values

Bit 0: AUTH_AES_CCM‐128
Bit 1:  ENCR_NULL

Bit 2-7 (reserved)


	SIGNATURE_DATA
	SEQUENCE(
 OCTET(32),

 OCTET(32)

)

	A digital signature data.

	SIGNATURE SEQUENCE(


	CERT_SERIAL_NUMBER,

SIGNATURE_DATA

)
	The OCTET_STRING is a

digital signature data, which is

verified by a verification key

indicated by the

CERT_SERIAL_NUMBER.

	SIGNING_KEY DATA TYPE OF 


	

OCTET(32)

	The key to generate a digital signature it can be verified using a CREDENTIAL.


Original text:

	MIH_SEC_CAP
	SEQUENCE(

TLS_CAP,

EAP_CAP,

MULTICAST_CAP,

)
	Represents the MIH security

capabilities.


	SIGNATURE SEQUENCE(


	CERT_SERIAL_NUMBER,

SIGNATURE_DATA

)
	The OCTET_STRING is a

digital signature data, which is

verified by a verification key

indicated by the

CERT_SERIAL_NUMBER.

	SIGNING_KEY DATA TYPE OF 


	ECDSA’S

SIGNING KEY.


	The key to generate a digital signature it can be verified using a CREDENTIAL.


� Should we amend KEY_DIST_LIST defined in IEEE802.21a, rather than defining a new data type?


�Should we amend INT_DIST_LIST defined in IEEE802.21a, rather than defining a new data type?


�In p.73, l.15, “The support of code “10000100” is mandatory and all entities supporting this specification shall implement it.” This sentence means we shall use a digital signature to provide integrity when we use group addressed commands. We shall not support no security mode which does not use a digital signature. If it is right, please remove SIG_NULL.


�Should we amend CIPH_ALG_LIST defined in IEEE802.21a, rather than defining a new data type?


�To support ECDSA-256, this is a sufficient definition, because the signature of ECDSA is (r,s) which is a pair of OCTET(32). An alternative of data type is OCTET_STRING.


�To support ECDSA-256, this is a sufficient definition, because the signing key of ECDSA is d which is OCTET(32).
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