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Remedy for Cmt#46 in LB7a.
Add the following definitions to Clause 3:

“Group management tree: A perfect binary tree where each leaf node corresponds to a distinct MIH node that is subject to group management. 
Perfect binary tree: A binary tree with all leaf nodes at the same depth and all internal nodes having two children.”
Change the original text to following new text.

New text: 

9.4.3.1.1 MIH user of a GMCS


Required components in an MIH User of a GMCS in a PoS relevant to group manipulation and group commands are listed as follows:

· A GKB Generator. This compornent is constructed from CreateCompleteSubtreeFragments, KeyDerivation, MasterGroupKeyWrapping, and GroupKeyVerificationCode generator.
· A Group Management Information Base (of type GROUP_MANAGEMENT_BASE as defined in Table F.25). This information base contains the MIHF_IDs and device keys of all nodes in the network.
· A Command Center Information Base (of type COMMAND_CENTER_BASE as defined in Table F.25). This information base contains the list of nodes that can be managed by groups together with the information regarding certificates to be used by the Control center.
· A Group Information Base (of type GROUP_INFO_BASE as defined in Table F.25). This information base stores the information about a group. It contains the MIHF Group ID, the different group members, the MGK used and the status of the group. 
The MIH User generates MIH_Net_Group_Manipulate.request described in 7.4.32 as follows: A Flow diagram of the generation process of the GKB parameters is given in Figure 39.
a) Define a group to manipulate:

i. Decide a TargetGroupIdentifier which indicates a group to manipulate.
· If it is a new group, choose the TargetGroupIdentifier by consulting with the Group Information Base.
ii. Decide group members who are belonged to the group.
· The group members are recipients of group addressed commands to the group.
iii. If contents of group addressed commands to the group shall be encrypted, the MIHF chooses an MGK for the group.
iv. Update with the new MGK and the new membership information the Group Information Base.
v. 
vi. 
b) Define CompleteSubtree and SubgroupRange:

i. Send MIHF IDs of the group member, the group management tree, and threshold for fragmentation to the CreateCompleteSubtreeFragments procedure, and receive CompleteSubtree and SubGroupRange. 
ii. If the CompleteSubtree is not fragmented, SubgroupRange is removed.
c) (Optional) Define GroupKeyData and GroupKeyVerificationCode: 
i. When MGK is not used, this process is skipped.
ii. Send the MGK and the CompleteSubtree to the MasterGroupKeyWrapping procedure, and receive GroupKeyData. The procedure accesses to the Group Management Information Base to refer the group members’ device key.
iii. Send the MGK to the Key derivation procedure, and receive an MIGKCK.

iv. Send the MIGKCK and the fixed string to the GroupKeyVerificationCode generator, and receive a GroupKeyVerificationCode.
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Figure 39— Flow diagram of the generation process of the GKB parameters

d) (Optional) Construct the UserSpecificData field.
e) Choose a DestinationIdentifier. A DestinationIdentifier is an MIHF Group ID, which represents an existing group. The group indicated by the DestinationIdentifier shall include all members who are manipulated by this command.  
f) 
g) Generate an MIH_Net_Group_Manipulate.request from the DestinationIdentifier, the TargetGroupIdentifier, the SubgroupRange (an option), the GroupKeyVerificationCode (an option), the UserSpecificData (an option), the CompleteSubtree and the GroupKeyData (an option). Set the GroupKeyUpdateFlag if the MGK of the group designated by the TargetGroupIdentifier should be updated. Send it to the local MIHF.

Figure 40, shows a flow diagram summarizing the steps performed by the MIH User on a PoS, described in this Clause.
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Figure 40— Summary of steps performed by PoS MIH User

Remove the original text of section 9.4.3.1 and the original Figure 39 and 40 in P802 21d_D03-LLC-0114-2014.doc.

: 
9.4.3.1.1MIH user of a GMCS

[This can use the content in 9.4.2.1. Here MIH user of a GMCS is a command center.]
Required components in an MIH User of a PoS (Command center) relevant to group manipulation and group commands are listed as follows:

· A GKB Generator.
· A Group Management Database (of type GROUP_MANAGEMENT_BASE as defined in Table F.25). This database contains the MIHF_IDs and device keys of all nodes in the network.
· A Command Center Database (of type COMMAND_CENTER_BASE as defined in Table F.25). This database contains the list of nodes that can be managed by groups together with the information regarding certificates to be used by the Control center.
· A Group Information Database (of type GROUP_INFO_BASE as defined in Table F.25). This database stores the information about a group. It contains the MIHF Group ID, the different group members, the MGK used and the status of the group. 
An MIH User generates MIH_Net_Group_Manipulate.request described in 7.4.32 as follows:

h) Define a group to manipulate:

i. If it is a new group, choose a TargetGroupIdentifier by consulting with the Group Information Database. A TargetGroupIdentifier should be an MIHF Group ID that is not currently in use as an MIHF Group ID for an existing group. Then, decide group members, i.e. MNs, which belong to the group. Choose an MGK for the group, and decide the members of the group. Add all this information to the Group Information Database.

ii. For an already existing group, identify all the group members in the group. As necessary, add new group members to them and remove group members from them so that the members of the group are updated. Choose an MGK for the group. It may be equal to the current MGK. If a new MGK is chosen, update with the new MGK and the new membership information the Group Information Database.

i) Send to the GKB Generator all the device keys and the associated Leaf Numbers of the group members determined in a) and the MGK. Then, the MIH User receives from the GKB generator a GKB or a set of GKBs: A GKB contains a CompleteSubtree field, a GroupKeyData field and optionally a SubgroupRange field.  A SubgroupRange is a pair of Leaf Numbers and defines a range of Leaf Numbers. A simple example that shows how to make those fields is given in Figure 39. A GKB contains a SubgroupRange field if it is one of fragmented GKBs. Note that one MIH_Net_Group_Manipulate.request contains one and only one GKB. Plural GKBs result in plural requests. Optionally a VerifyGroupCode is also generated. 
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Figure 39— Flow diagram of the generation process of the GKB parameters

j) (Optional) Construct the UserSpecificData field.

k) Choose a DestinationIdentifier. A DestinationIdentifier is an MIHF Group ID, which represents an existing group. If GKB is fragmented, the SubgroupRange indicates the MNs that are the distribution targets of a specific fragment of the GKB. At least, an MIHF Broadcast Identifier is assumed to exist. Other initial groups may exist though they are out of the scope of this specification.

l) Generate an MIH_Net_Group_Manipulate.request from the DestinationIdentifier, the TargetGroupIdentifier, the SubgroupRange (an option), the VerifyGroupCode (an option), the UserSpecificData (an option), the CompleteSubtree and the GroupKeyData (an option). Set the GroupKeyUpdateFlag if the MGK of the group designated by the TargetGroupIdentifier should be updated. Send it to the local MIHF.

Figure 40, shows a flow diagram summarizing the steps performed by the MIH User on a PoS, described in this Clause.
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Figure 40— Summary of steps performed by PoS MIH User
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�Comment #46, need text in order to answer


�Comment #45 and #102, not sure what to do, is it GroupKeyData optional or not?


�Comment #45 and #102, not sure what to do, is it GroupKeyData optional or not?
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