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Remedy for Cmt#44 in LB7a.
Change the original text to following new text. And change several definitions of data types.
New text: 

9.5.4 Multicast Ciphersuites

The ciphersuites used for securing multicast MIH message are defined in Table 5.

Table 5—Multicast Ciphersuites

	Code
	Encryption Algorithm
	Digital Signature Algorithm

	10010101
	AES_CCM-128
	ECDSA-256

	10000100
	NULL
	ECDSA-256


In エラー! 参照元が見つかりません。, AES-CCM is an AES mode of operations specified in NIST SP 800-38C. AES-CCM provides confidentiality and data integrity.  

In エラー! 参照元が見つかりません。, ECDSA-256 uses curve P-256 and hash function SHA-256. 

Notice that AES-CCM uses the group key, either MIGMEK or MIGEK. It can provide data integrity but not unique data origin authentication because the symmetric key is shared among a group of MNs. The data origin authentication is provided through ECDSA.
The support of code “10000100” is mandatory and all entities supporting this specification shall implement it.

9.5.5 Group key distribute Ciphersuites

The ciphersuites used for distributing a master group key are defined in Table 6.

Table 6—Group key distribute Ciphersuites

	Code
	Wrapping Algorithm
	MAC Algorithm for Verify Group Code

	11010100
	AES_Key_Wrapping-128
	AES_CMAC-128

	11000100
	AES_ECB-128
	AES_CMAC-128


In エラー! 参照元が見つかりません。, AES_Key_Wrapping is an AES mode of operations specified in RFC 3394.   

Notice that AES-ECB is not recommended to securely wrapping a group key. But, a system which needs to reduce a size of GroupKeyData is allowed to use AEC-ECB.

The support of code “11010100” is mandatory and all entities supporting this specification shall implement it.

Change several definitions of data type.

Table F.24—Data type for security
	Data type name 
	Derived from
	Definition

	
	
	


	ENCRYPTED_KEY_ECB
	OCTET(16)
	This store a key of 16 octets encrypted with AES-ECB-128.

	ENCEYPTED_KEY_KEY_WRAP
	OCTET(24)
	This store a key of 16 octets encrypted with AES-Key-Wrapping-128.

	GROUP_KEY_DATA
	CHOICE(

LIST (ENCRYPTED_KEY_ECB),

LIST(ENCRYPTED_KEY_KEY_WRAP),

)
	The data type for the key data part of a GKB. See エラー! 参照元が見つかりません。
 for the details.


Remove the original text (shown below) : 

Section 9.5.4  in P802 21d_D03-LLC-0114-2014.doc.
9.5.4 Multicast Ciphersuites

The ciphersuites used for securing multicast MIH message are defined in Table 5.

Table 5—Multicast Ciphersuites

	Code
	Encryption Algorithm
	Digital Signature Algorithm
	MAC Algorithm for Verify Group Code

	10010101
	AES_CCM-128
	ECDSA-256
	AES_CMAC-128

	10010100
	AES_CCM-128
	ECDSA-256
	NULL

	10000100
	NULL
	ECDSA-256
	NULL


In エラー! 参照元が見つかりません。, AES-CCM is an AES mode of operations specified in NIST SP 800-38C. AES-CCM provides confidentiality and data integrity.  

In エラー! 参照元が見つかりません。, ECDSA-256 uses curve P-256 and hash function SHA-256. 

Notice that AES-CCM uses the group key, either MIGMEK or MIGEK. It can provide data integrity but not unique data origin authentication because the symmetric key is shared among a group of MNs. The data origin authentication is provided through ECDSA.
The support of code “10000100” is mandatory and all entities supporting this specification shall implement it.

�Remove


�May be 9.4.2.
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