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Remedy for Cmt#48 in LB7a.
Change the original text to following new text.

MIH_Net_Group_Manipulate request/indication message do not have Group Key Update Flag TLV. A part of Cmt#48 is wrong.

New text: 

a) Generate a Source MIHF ID TLV using its own MIHF ID.

b) Generate a Destination MIHF ID TLV from the DestinationIdentifier in the received MIH_Group_Manipulate.request.

c) If GroupKeyUpdateFlag = 0 and GroupKeyData is accompanied in the received MIH_Group_Manipulate.request, it generates Sequence Number TLV from a current SequenceNumber with respect to the TargetIdentifier in the MIH_Group_Manipulate.request. Else Sequence Number TLV is not generated.
d) Generate a Group Identifier TLV from the TargetIdentifier in the received

 MIH_Group_Manipulate.request.

e)  The MIHF generates a Multicast Address TLV.  If the MIH_Net_Group_Manipulate.request accompanies a MulticastAddress parameter, the parameter is contained in the Multicast Address TLV.  Otherwise, a multicast address determined by the MIHF is contained in the Multicast Address TLV.
f) If the MIH_Net_Group_Manipulate.request accompanies a SubgroupRange, it generates a SubgroupRange TLV from the SubgroupRange.

g) If the MIH_Net_Group_Manipulate.request accompanies a VerifyGroupCode, it generates a Verify Group Code TLV from the VerifyGroupCode.

h) If the MIH_Net_Group_Manipulate.request accompanies a UserSpecificData, it generates an Aux Data TLV from the UserSpecificData.

i) Generate a Complete Subtree TLV from the CompleteSubtree in the received MIH_Net_Group_Manipulate.request.

j) If the MIH_Net_Group_Manipulate.request accompanies a GroupKeyData, it generates a Group Key Data TLV from the GroupKeyData.
k) If GroupKeyUpdateFlag = 0 , SAID TLV is not generated. Else decide new security association ID and generate SAID TLV from the security association ID.
l) If the GroupKeyUpdateFlag = 1, then process the GKB (the Complete Subtree TLV and the Group Key Data TLV) using the Device Key stored in own RECIPIENT_MIHF_Base, and obtain the MGK. 

m) Update own RECIPIENT_MIHF_Base
 using the TargetIdentifier, the MultictAtadress, the MGK, and the SAID.
n) Generate a Signature TLV as shown in 9.4.1 using the signing key of the MIHF..

o) If ResponseFlag=0, generate an MIH_Net_Group_Manipulate indication using the preceding TLVs, else generate an MIH_Net_Group_Manipulate request using the preceding TLVs. 

[image: image1.emf] 
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Figure 48: Summary of steps performed by PoS MIHF

Note: I think following information should be moved or deleted for readability.

m) If necessary, its Service Specific TLVs are also encrypted that they make a Security TLV. Send the MIH_Net_Group_Manipulate indication message to the multicast address corresponding to the DestinationIdentifier. 
Memo:

Primitive (appeared in p.17, sec 7.4.32.1.2)
DestinationIdentifier, 

ResponseFlag (o), 

GroupKeyUpdateFlag, 

TargetIdentifier, 

MulticastAddress, 

SubgroupRange (c2),

 VerifyGroupCode (c3), 

UserspecificData (o),

 CompleteSubree, 

GroupKeyData (o)

Message (appeared in p.39, sec. 8.6.1.23 and p. 40 sec. 8.6.1.24)
Source MIHF ID TLV, 

Destination MIHF ID TLV, 

Group Key Update Flag TLV
, 

Group Identifier TLV, 

Sequence Number TLV (c1),

Multicast Address TLV (o),

Subgroup Range TLV (c2), 

Verify Group Code TLV (c3), 

Aux Data TLV (o), 

Complete Subtree TLV,

Group Key Data TLV (o), 

SAID TLV (c3)
I think that we should change some (optional) to (conditional) to clearly show how to use optional parameter, but there is not such comment in LB7a...

o: optional.

c1: GroupKeyUpdateFlag = 0 (MGK is not updated) and GroupKeyData exists.

c2: CompleteSubtree or GroupKeyData is a fragmented.

c3: GroupKeyUpdateFlag = 1
c4: GroupKeyData exists
MIH User of command center fragments complete subtree and/or group key data if it is needed.

Remove the original text (shown below) and the original Figure 48: 

p.55, l.28 to p.56, l.14
The original text is also appeared in #227-01, p.13, 24 to p.14, l.4.

26 In the following we detail the steps performed to generate the message, herein we assume

27 “ResponseFlag=0”:
28 a) Generate a Source MIHF ID TLV using its own MIHF ID.

29 b) Generate a Destination MIHF ID TLV from the DestinationIdentifier in the received

30 MIH_Group_Manipulate.request.

31 c) Generate a Group Identifier TLV from the TargetIdentifier in the received

32 MIH_Group_Manipulate.request.

33 d) Generate, as needed, a Multicast Address TLV from the multicast address corresponding to the

34 TargetIdentifier in the received MIH_Net_Group_Manipulate.request. The Multicast Address

35 Database can serve for the purpose of finding the multicast address.

36 e) (Optional) Generate a SubgroupRange TLV from the SubgroupRange in the received

37 MIH_Net_Group_Manipulate.request.

38 f) (Optional) Generate a Verify Group Code TLV from the VerifyGroupCode in the received

39 MIH_Net_Group_Manipulate.request.

40 g) (Optional) Generate an Aux Data TLV from the UserSpecificData in the received

41 MIH_Net_Group_Manipulate.request.

42 h) Generate a Complete Subtree TLV from the CompleteSubtree in the received

43 MIH_Net_Group_Manipulate.request.

44 i) Generate a Group Key Data TLV from the GroupKeyData in the received

45 MIH_Net_Group_Manipulate.request.
j) Process the GKB (the Complete Subtree TLV and the Group Key Data TLV) using 1 the Device Key

2 assigned to the MIHF, and obtain the MGK. If the MIHF fails to obtain the master group key, the

3 MIHF shall cancel the rest of the process.

4 k) Ask the Multicast Address Database and obtain the current MGK and the current SAID for the

5 TargetGroupIdentifier. If the obtained MGK is equal to the MGK derived in j), do nothing here.

6 Otherwise, generate a new SAID which is unique up to the group, and update the MGK and the SAID

7 on the row for the TargetGroupIdentifier in the Multicast Addresses Table.

8 l) Generate a Signature TLV as shown in 9.4.1 using the signing key of the Command center.

9 m) Generate an MIH_Net_Group_Manipulate indication using the preceding TLVs. If necessary, its

10 Service Specific TLVs are so encrypted that they make a Security TLV. Send the

11 MIH_Net_Group_Manipulate indication message to the multicast address corresponding to the

12 DestinationIdentifier.

� I think this name may be confusing. We should change the name to Group “Manipulation Command Recipient Base”


�I think this parameter can be changed to conditional (c4) since it is not needed when the group key does not exist.


�I think this parameter can be changed to conditional (c4) since it is not needed when the group key does not exist.
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