2014-1-17
21-14-0003-00-MuGM

	Project
	IEEE 802.21d 
<http://www.ieee802.org/21/>

	Title
	Remedy for Cmt#26 in LB7b

	DCN
	21-14-0003-00-MuGM

	Date Submitted
	17th Jan, 2014

	Source(s)
	Yoshikazu Hanatani (Toshiba)
	

	Re:
	IEEE 802.21 Session #59 in Dallas

	Abstract
	This is a text to explain the initialization step of a command center.

	Purpose
	This contribution provides a text to resolve the comment #26 in LB7b.

	Notice
	This document has been prepared to assist the IEEE 802.21 Working Group. It is offered as a basis for discussion and is not binding on the contributing individual(s) or organization(s). The material in this document is subject to change in form and content after further study. The contributor(s) reserve(s) the right to add, amend or withdraw material contained herein.

	Release
	The contributor grants a free, irrevocable license to the IEEE to incorporate material contained in this contribution, and any modifications thereof, in the creation of an IEEE Standards publication; to copyright in the IEEE’s name any IEEE Standards publication even though it may include portions of this contribution; and at the IEEE’s sole discretion to permit others to reproduce in whole or in part the resulting IEEE Standards publication. The contributor also acknowledges and accepts that IEEE 802.21 may make this contribution public.

	Patent Policy
	The contributor is familiar with IEEE patent policy, as stated in Section 6 of the IEEE-SA Standards Board bylaws <http://standards.ieee.org/guides/bylaws/sect6-7.html#6> and in Understanding Patent Issues During IEEE Standards Development http://standards.ieee.org/board/pat/faq.pdf


Remedy for Cmt#26 in LB7a.
[1] Replace the 1st paragraph of 9.4.1 with the following text:
A command center, at its initialization period, shall generate a key tree of a depth  8, 16, 24 or 32. The detailed procedure is described in section 9.4.1.1
.  

Notes:
 Could we change “key tree” to “group management tree” since device keys may not be used.
Alternative text to support an arbitrary depth of key tree:
A command center, at its initialization period, shall generate a key tree whose depth is less than 256. The detailed procedure is described in section 9.4.1.1
.  

[2] Remove the original text (shown below).

Original text: p.49, l.35 to p.50, l.5.

*The original text also appears in #0227-01(restructured 9.4) as p.8, l.7 to p.8,l.13.

*The original text is already removed from P802 21d_D03-LLC-0114-2014.doc.
Each MN has a Device Key, which is a sequence of AES keys. The number of keys in a Device Key is 8, 34 16, 24 or 32, which is a pre-configured constant common to all MNs under the same Group Manager. All MNs, which are managed by a Group Manager, have the same number of device keys. The format of Device Key may vary depending on its implementation and is out of the scope of this specification. For convenience, an example format of a Device Key is described in Clause 9.4.2.5 and Annex U. When confidentiality is not required for group manipulation, a GKB without GroupKeyData should be used. Note that an MN does not need to have a Device Key if the GKBs always have no GroupKeyData.
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