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Alternative of the data format of device key : Remedy for 135
	Data type name
	Derived form
	Definition

	NODE_DEPTH
	UNSIGNED_INT(2)
	This is called “NODE_BIT_LENGTH” in the current draft.

	NODE_INDEX_VALUE
	CHOICE(

  UNSIGNED_INT(1),

  UNSIGNED_INT(2),

  UNSIGNED_INT(3),

  UNSIGNED_INT(4)
)
	This is called “NODE_INDEX” in the current draft.

	NODE_INDEX
	SEQUENCE( 

NODE_DEPTH, 

NODE_INDEX_VALUE
   )
	This is called “GKB_INDEX” in the current draft.

	NODE_KEY
	OCTET(16)  
	This is the base data type of a key assigned each node in a management tree. This stores a key of 16 octets AES key.

	DEVICE_KEY
	SEQUENCE(

NODE_INDEX,

NODE_KEY
)
	This is the base data type of DEVICE_KEYS.

	DEVICE_KEYS
	LIST(DEVICE_KEY)
	The data type for a list of the device key. 


Note: Sec. 9.4 in the current draft does not follow the data type of NODE_INDEX.

Definition of Leaf key: Remedy for cmt#19
Leaf number: A node index value which is assigned to a node of depth d in a key tree of depth d.

Leaf key: A node key which is assigned to a node of depth d in a key tree of depth d.
Note:
  “Key tree” is a term used in the contribution DCN#199-00.

   “Node index value” is called “node index” in the current draft.
An alternative of information base: Remedy for cmt#31
 In this part, I summarize information that each entity holds. Please brush up.

MIH user of PoS (Command Center)
 Group_Management_Information_Base
             - LIST(DEVICE_KEY_MANAGEMENT__Info_Base)
               -- MIHF_ID
               -- DEVICE_KEYS
              - LIST(Group_Info_Base)

               -- MIHF Group ID

               -- MGK

               -- GroupMembers

                 --- LIST(MIHF_ID)

  Command_Center_Base

             - LIST(Group_Info_Base)

             -ManagedNodes
               -- LIST(MIHF_ID)

             -CREDENTIAL

             -Certificate

Note: Both Group_Management_Information_Base and Command_Center_Base have LIST(Group_Info_Base). LIST(Group_Info_Base) in Group_Management_Information_Base stores group information to issue group manipulation commands, i.e., all group information in a system is stored in it. LIST(Group_Info_Base) in Command_Center_Base stores group information to issue group addressed commands, i.e., a part of group information in a system may be stored in it. A command center who can generate GKB may omit LIST(Group_Info_Base) in Command_Center_Base.
MIHF of PoS

RECIPIENT_MIHF_Base,

-DEVICE_KEYS,

-Certificate,

-LIST(Group_Membership_Base)

--MIHF Group ID,

--MulticastAddress,

--MGK,

--SequenceNumber,

--SAID
SigningKey

MIHF of Recipient
     RECIPIENT_MIHF_Base

	Name
	Type
	Descriotion
	Note

	ManagedNodes
	LIST(MIHF_ID)
	The IDs of PoS/MN which can be managed by groups.
	

	GroupMembers
	LIST(MIHF_ID)
	The IDs of PoS/MN which a belonged a group.
	

	SigningKey
	Data type of ECDSA’s signing key.
	The key to generate a digital signature it can be verified using a CREDENTIAL.
	

	Group_Info_Base
	SEQUENCE(

MIHF Group ID,

MGK,

GroupMembers

)
	The information base stores MIHF Group ID and its group members.
	MGK:OCTET(16) is optional.

Does it also need to store GROUP_STATUS?

	DEVICE_KEY_MANAGEMENT_Info_Base
	SEQUENCE(

MIHF_ID,

DEVICE_KEYS
)
	The information base stores MIHF_ID and device keys assigned to the MIHF_ID to generate GKB.
	

	Group_Membership_Base
	SEQUENCE(
MIHF Group ID,

MulticastAddress,

MGK,

SequenceNumber,

SAID

)
	The information base stores group membership information to manage a belonged group.
	MGK, SequenceNumber and SAIS are optional.

	Group_Management_Information_Base
	SEQUENCE(

LIST(DEVICE_KEY_MANAGEMENT_Info_Base),

LIST(Group_Info_Base)

)
	The information base stores all ManagedNode_Info_Base and all Group_Info_Base to manage group membership using GKB.
	

	Command_Center_Base
	SEQUENCE(

LIST(Group_Info_Base),

ManagedNodes,

CREDENTIAL,
Certificate

)
	The information base stores information to issue group manipulation commands and group addressed commands.
	Does it need to store CERT_STATUS?

CREDENTIAL and Certificate are needed to issue MIH Push_Certificate command.

	RECIPIENT_MIHF_Base
	SEQUENCE(

DEVICE_KEYS,

Certificate,

LIST(Group_Membership_Base)

)
	The information base stores an individual device keys to decrypt GKB, Certificate to verify digital signatures, and Group_Membership_Base to manage belonged groups.
	


5

