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1. Solution for user authentication problem  of handover between heterogeneous networks
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<Figure 1. User authentication by content server>

As shown in Fig. 1, the content servers periodically check whether users connect to networks or not for providing stable services of contents and applications. To authenticate users and check users’ connection to content server, content servers check users’ IP address for initial connection except for users’ identifiers (IDs) and passwords (PWs) because users’ IDs and PWs are easy to be disclosed.
However, if a mobile node performs handover in homogeneous networks or heterogeneous networks, IP address of the mobile node are changed, and thus the mobile node loses connection to its content server.
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<Figure 2. User authentication check in each layers>
The content server treats users that change its IP address as unapproved users for protecting itself from hacking. Specially, authentication of users by using IP address should be considered very seriously in situation that monetary transaction with Mobile banking, mobile shopping or game item transaction is achieved. Authentication by using identifier of a mobile node can be an alternative of authentication by using IP address. Identifier of a mobile node is UDID (Unique Device Identifier) proposed in Geneva meeting of July.
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<Figure 3. IP check case & UDID check case>

“As Is” in Fig. 3 shows that a content server using authentication based on IP address does not allow change of a user’s access network. “In case of using UDID” in Fig. 3 shows that the content server using authentication based on UDID allows a user’s change of a user’s access network.
Standard of UDID has been discussed in IETF but is not finalized yet.
2. Works for UDID in IEEE 802.21.1 task group
IEEE802.21 working group (WG) standardized media independent handover (MIH) to support handover between heterogeneous networks for heterogeneous networks and security optimization for MIH. IEEE 802.21 WG has lots of experts that can discuss security in handover between heterogeneous networks and thus is a good standard group to discuss authentication by using UDID in heterogeneous networks.  In addition, IEEE 802.21.1 task group (TG) begins to standardize service for supporting interworking between heterogeneous networks.
Standard for procedure, primitives, and messages for authentication based on UDID should be discussed in IEEE 802.21.1 TG.
