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IEEE P802.21 Media Independent Handover Services

Tentative Minutes of the IEEE P802.21d Group Management Task Group 
Chair: Yoshihiro Ohba

Editor: TBD
1. First Day PM2 Meeting: Travis C; Monday, November 12
1.1  Meeting called to order by Chair at 4:00PM 
Call for volunteer to take minutes. Charlie Perkins is the minutes-taker for Monday PM2
1.2  Meeting Agenda (21-12-0162-00) is presented by Chair
The agenda is approved by unanimous consent.
1.3  Opening Notes (21-12-0161-01) is presented by Chair
Slides #1-#4 shown, Note Well, Duty to Inform
Call for essential patents (No one responds)

Officers (Editor TBD, Secretary TBD)

TGd Schedule (on schedule so far)
Proposal discussion: three "clusters" of proposals for the three timeslots
Proposal rules (including procedural motions to provide feedback).

No questions raised about the proposal rules

No teleconferences were scheduled between September Interim and November plenary
1.4  Proposal Presentation (DCN 21-12-0156-00) presented by Stephen Chasko
- Question whether optional response MUST be requested

- Question about non-default crypto algorithms

- 802.11ar supports certificate push at provisioning/manufacture using device global ID

· Add signature field to Revoke Request (not needed for Certificate Push since certificate includes signature)
1.5  Recess at 5:40PM
2. Second Day AM1 Meeting: Travis C; Tuesday, November 13
2.1  Meeting called to order by Char at 8:00AM 

Minutes are taken by Toru Kambayashi
2.2  Proposal Presentations presented by Antonio de la Oliva and Daniel Corujo
The presenters provided the following presentations from a remote site.

·  DCN 21-12-0148-00

The proposal uses MIHF-ID with L2 or L3 multicast address encoded as the group identifier.

Comment: In 3GPP, they are trying to define group communication based on L3-level group identifier.  The use of L3 multicast address in this proposal may conflict with L3-level group identifier definition in 3GPP group communication standardization. Is it possible to use 3GPP-defined L3-level group identifier for MIH group management?
Comment: When a smart meter group is formed based on L2 multicast address as the group identifier and another smart meter group is formed based on L3 multicast address as the group identifier, will the two groups contain the same set of smart meters?

Comment: If an L2 or L3 multicast address is not used as a group identifier, a mechanism to bind the group identifier and L2 or L3 multicast address is needed.  

Comment: If an L2 or L3 multicast address is used as a group identifier, then there is no additional binding mechanism needed.

· DCN 21-12-0149-00
This proposal defines group creation and removal mechanisms.
Question: If L2 or L3 multicast address is assigned out of band, how it is connected to MIH group identifier if it is different from L2 or L3 multicast address?

· DCN 21-12-0150-00

The proposal uses MIH registration to distribute group identifiers from PoS to MN.
Comment: The message used for distributing group identifiers need to be integrity protected.

Comment: If PoS distributes group identifiers, then the identifiers need to be contained in MIH_Register response message instead of MIH_Register request.

· DCN 21-12-0151-00

The proposal uses certificates for integrity protecting multicast MIH message.

It was difficult to have a discussion on this due to extremely low quality of the remote communication.

Chair suggested to discuss this proposal over  the reflector or during Thursday session.
· DCN 21-12-0152-00
The proposal defines necessary changes to MIH in order to make existing MIH messages multicastable.  For messages that use link identifers, a new generic target link identifier is proposed.
Comment: What is the minor change required to the MIH state machines?

Comment: A change is to have multicast sender to maintain per-receiver state for receiving responses.

2.3  Recess at 12:10PM
3. Third Day AM1 Meeting: Travis C; Wednesday, November 14
3.1  Meeting called to order by Char at 8:00AM 

Minutes are taken by Yoshihiro Ohba

3.2  Proposal Presentations (DCN 21-12-0157-00) presented by Yoshikazu Hanatani
Clarification questions will be accepted during the presentation.

Comment: What is the difference between solutions I and 3?

Comment: Solution 3 is based on plural of device keys for each device.  Some keys may be shared by multiple MNs.

Comment: Size of MKB depends on structure of device keys.  It may be encrypted using only one device key for distributing a group key to a specific set of devices.

Comment: Is group MIHF ID a L2/L3 group ID?  It can be independent of L2 or L3.

Comment: It looks like L3 ID.  To carry L2 ID some mapping may be needed.

Comment: What does out-of-band mechanism mean?  Outside of MIH?

Comment: Alternative 2 may be better.  Consider also backward compatibility with broadcast MIHF-ID.

Comment:  Some other indicators may also need to be carried in MKB to determine which portion of MKB is used.

Comment: We carry index information in MKB for that purpose.

Comment:: A single MKB in a single MIH message?  Is a flag to show that this is key distribution message is needed?

Comment: MKB is only one message.

Comment: Why do we need new primitives for group commands?  Can't we use existing MIH primitives for multicast usage if we use MIHF-ID as group id?

Comment:  For a large group, MKB size can be big.  You need to have a compression mechanism. 

Comment: There is existing compression technique based on public-based tree. 

Comment: If a new MN is installed with no device ke, how it is configured with a device key?   New tree needs to be allocated or just a new leaf only?

Comment: If height is not enough how tree is extended?

Comment: There is a way to extend tree.

Comment: Group ID may need to consider L2 and L3 IDs.  We can have separate discussion on gruop ID

Comment: Assumption is that a multicast group can contain several different groups.  One MN can belong to several groups.

Comment: Where is database for storing group memberships. for L2 and L3.

Comment: Same discussion happens in 3GPP regarding internal or external IDs.

Comment: When an MN belongs to multiple groups, how GM will determine which group should be used for a specific command? 

Comment: CC may ask GM to create a new group.  MIH Non-PoS can be a GM if we want to define GM as part of MIH.

Comment: CC is the main engine.  GM maintains group.  Two-way communication between CC and GM is better, dealing the GM as a kind of DB.

Comment: Definition of group manager function is needed.

Comment: For this proposal GM can be part of CC, but in general they are separate. Interface between GM and CC are outside of the scope.  GM is a logical box.

Comment: Generally how many MNs we are dealing with? 
Comment: 40-50k devices.

3.3  Recess at 10:00AM
4. Fourth Day AM2 Meeting: Travis C; Wednesday, November 15
4.1  Meeting called to order by Char at 10:30AM 

Minutes are taken by Lily Chen.
4.2  Discussion (DCN 21-12-0171-00) presented by Yoshihiro Ohba

The group looked at the three clusters of proposals together.

·  The characterization of the proposals is captured on page 4. 

Comment: For cluster 3, public key method is used for signature. Therefore, certificate is used. 

Comment: However, cluster 3 does not provide methods to distribute certificates.

Comment: Cluster 1 assumes that each MN has a certificate. There must be a way to use hierarchy. Otherwise, it would not work. 

Comment: We probably do not need to consider mobility. NEMO may address those aspects. 

Comment: How they address group communication? In NEMO, HA joins mobile group in the name of MR and then tunnels the multicast information to the MR. Mobility aspect can be addressed using NEMO. 

Comment: The mobility handled in 21d is group mobility, not individual MN ability. 
·  Issues

Comment: Should we support only a single signature algorithm? 

Comment: We should accommodate multiple signatures so that the receivers can know which signature it is. But we cannot negotiate. 

Comment: System can determine which signatures to use and restrict it to a single system. 

Comment: We need to have field to indicate the algorithm. 

Comment: The same rule applies to encryption algorithm. 

Comment: Group identifier issue: Should we define group ID as multicast address (Cluster 1). 

Comment The issue is what is the group ID? If we use L2 or L3 multicast mechanism, then the mapping will be needed. On the other hand, the mapping happens at the network. The mobile node does not need to be aware those. 

Comment: We still need MIHF group ID.  Then it is transport to L2 or L3 IDs. There must be possibility to translate them. You can have MIHFID that corresponds to the NAI of a multicast L2 address. How can you transport packets to this MIHID (theat is L2) can be at L3 or L2 does not matter. 

Comment: There must be a transport Group ID. 

Comment: 3GPP discussing group ids at L3.  If we define group ID at L3, then we will get a problem. 

Comment: The 3GPP L3 group id and the MIHF id must match to each other. 

Comment: Nothing prevents both ids to the same nodes. This must be done at the MIH user level. 
Comment: We probably do not need to define the mapping.  

Comment: Can Farrokh provide a presentation or a talk about the 3GPP group id?

Comment: At this moment, it is important to raise and understand this issue. 

Comment: The cluster 1 has some methods to map the group id to transport group id. If it is necessary, the mechanisms can be provided. 

Comment:  It is not clear why we need those mechanisms.

Comment: Yes, we do, the mobile node needs to know which transport group to join. 

·  Multicast enabled messages. 
Comment: We need to identify which messages can be multicast. We need to define signature TLV, which is proposed by cluster 2. 

Comment:
We might need to prepare for possible alternatives such as dynamic device key distribution. 

4.3  Closing Note (DCN 21-12-0xxx)
Chair presented Closing Note which is to be uploaded as DCN 21-12-0124-00.

Next step: Presentation II. (Enhancement is fine.)
Teleconference is schedule: (tentative)
· December 5 (Wed) 8am-10am ET

· December 19 (Wed) 8am-10am ET
4.4  The meeting adjourned at 12:05pm
