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IEEE P802.21 Media Independent Handover Services

Tentative Minutes of the IEEE P802.21d Task Group teleconference 
1. Teleconference (10:00 ET -12:00 ET): June 15, 2012
1.1  Teleconference is called to order by Yoshihiro Ohba at 10:00 ET
1.2  Attendance: Lily Chen, Subir Das, Yoshihiro Ohba, Daniel Corujo, Antonio de la Oliva, Toru Kambayashi, Stephen Chasko. Minutes are taken by Lily Chen.
1.3  Review of contribution DCN 21-12-0077-00-MuGM-one-example:
Stephen Chasko of Landis + Gyr presented the contribution. 
Q1
: In the example, can an end point send multicast messages?

A1: No, not in this case. The multicast messages are sent from a multicast source to a group of end points. The messages are one way. 

Q2: If the MAC length is shorter than 160, would SHA-256 be used for HMAC, not SHA-1. 
A2: We follow NIST guidance on the MAC length.

Q3: In this example, is a key update mechanism in the place for dynamic group membership? 

A3: No. 

Q4: What is ECIES? 

A4: This is a key wrap scheme specified in ANSI X9.63. NIST has not provided sufficient guidance in this area.
Lily Chen: Please tell exactly where it is stated and in which way by sending me an e-mail afterwards. In NIST terminology, public key based key protection is called key transport. 
Q5: In the example, public key cryptography is used for signature and key transport. Is the end point powerful enough for those resource demanding algorithms.
A5: The computation is not a concern for the end points. We try to avoid message exchanges. That is why we do not use NIST recommended schemes since they need interactive. 

Lily Chen: NIST does have approved key transport schemes which do not require interactive.

Q6: This is a question on 21a. In 21a, which kind of security protection is specified? 

A6: (Yoshi) 21a specified pair-wise key establishment, encryption and integrity protection.  

Comment: 21d should see what 21a has specified to make them compatible. 
Q7: One of the requirements is availability. Which functions are used to achieve this?

A7: We have stream ciphers and HMAC. They are independently selected. We define message classes. Different classes can use different protections. 

Q8: Does the example support single or multiple multicast sources?
A8: A single multicast source.

Q9: Does it derive a key hierarchy?

A9: No. key hierarchy is not used. 

Q10: Does it support key revocation? 

A10: No. it is hard to revoke a key.

Yoshi’s comment: GDOI supports key update. But it is not scalable. There are certain gaps between the existing key management scheme and 21d need

Subir’s comment: It will be very helpful to identify these gaps. There will be a meeting between IETF and IEEE in July to discuss collaborations. 
Antonio’s comment: I do not think we need IETF to develop a solution. 

Subir: If a end point is compromised, a key revocation scheme is needed. 

Q11: We may not need key revocation if confidentiality is not required. Why do we need to provide confidentiality? 

Subir’s comment: We need to provide confidentiality. For example, if a node is not a member of the group and not eligible to receive the service, then it is not supposed to access the message. Therefore, the messages must be protected. 
Lily’s comment: Whether confidentiality is needed shall be discussed in the requirements. 

Yoshi: Let’s move to the requirement proposal. 

1.4  Review of contribution DCN 21-12-0071-02-MuGM-security-requirement-for-new use-cases:

Toru Kambayashi presented the update after the previous teleconference. 
Lily’s comment: The sentence “Command for ground handover assume authority” does not sound like a requirement. It is not clear what to require. 

Antonio’s comment: It needs to be assured that the commends came from an authorized PoS.

Lily’s comment: Can we replace it with something like “It must be possible to verify a group handover commend is originated from an authorized PoS”. 
Toru: I will modify it based on the comments and suggestions. 

Q1: Can you explain why encryption is needed to answer Antonio’s question?

A1. Encryption is needed to prevent some attacks. Some messages must be invisible to the nodes they are not group members. 

Q2: If we can provide confidentiality, it will be better. But key update is a problem. If one node in the group is compromised, do we need to revoke a key.

Lily’s comment: In fact, no matter whether encryption is provided, as long as a symmetric key method is used, key update is needed. For example, if a compromised node shares MAC key, then it can send broadcast messages on the behalf of the PoS. 

Q3: Do we need to handle group membership changes?

A3: Yes. Key update for membership change is very important. 

Q4: Is the key update based on multicast or unicast?

A4: In some case, unicast is good, while in other cases, multicast is more efficient. 

Q5: Is it possible that when one node is excluded to the group the old key is still used.

A5: Probably not. Impersonate is the main concern. If we can assume that a PoS is always trustable, then multicast can be simplified. 

Q6: Is it possible to use multicast to remove a member.

A6: We can use broadcast to announce the membership change, if the multicast source is a PoS. It is very difficult to remove a node, unless MIHID can be blocked. 

Q7: Is it right that only a PoS can send multicast message? 

A7: Yes. 

Q8: How can we summarize of discussions with regard to key update and revocation for encryption and integrity protect?

Yoshi’s comment: I don’t think we can come up with a conclusion at this teleconference call. We will continue the discussion through e-mails and also in the next teleconference. 
1.5  Review of contribution DCN 21-12-0071-02-MuGM- Solution-Requirements-document:

Antonio de la Oliva introduced the document: This is a preliminary draft. Please read and we will discuss at the next teleconference. During the time, I will continue to modify it and add a new section for use case. 
� Q# is used for a question to the presenter. If the presenter answers the question, then it is denoted as A#. If some one else adds a comment, then the name of the commenter is mentioned. 





