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IEEE 802.21d (Multicast Group Management) Use cases and Requirements

Use cases

IEEE 802.21 enables the optimization of the handover process by providing the network and the terminal with extended handover information and control mechanisms. On its original design, IEEE 802.21 defined the signaling required by a control node located at the network (the so called Point of Service, PoS) to assist and manage a terminal handover process, and prepare network link resources. As such, the signaling was originally designed with a unicast point of view, in which the PoS establishes a peer to peer communication with the terminal. Recently, there have been some trends within the IEEE 802.21 WG pushing for its extension to new scenarios, not covered by the base specification. One of the most relevant scenarios, which have received most of the attention lately, is the handover of sensors/actuators networks. This scenario considers the handover of a significant portion or a complete sensor network, potentially conformed by hundreds to thousands of nodes. This large number of nodes may involve rules that can become impossible through the use of unicast message exchanges, since the signaling required to control the handover of the complete network in a peer to peer way will certainly overload the network. 
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Figure 1: Use cases
This is the scenario that IEEE 802.21d tries to manage, defining mechanisms for multicast group management, which enable a PoS to control the handover of multiple nodes at the same time. The use of this technology will enable the realization of some interesting use cases for the industry that can take benefit of the new functionalities and optimize their management procedures. The ability to address multiple nodes simultaneously has been identified by the industry as a critical factor that enables new use cases (See Figure 1) such as: i) handover of groups of sensors due to several reasons such as load balancing, failover/restoration or maintenance and ii) firmware update.
The first use case (load balancing use case) refers to a handover triggered in order to free resources in the Point of Attachment (PoA) serving the sensor network. In this way,  the load on the PoA is decreased, while also reducing the probability of losing some important measurement from the nodes.
The second one (failover/restoration) corresponds to a handover being triggered due to optimization or preventive procedures (i.e., a failure in the PoA), forcing the whole sensor network, in general, to hand off to a second PoA in order to maintain or optimize connectivity. This use case can also contemplate the scenario of executing the handover to a PoA where the sensor nodes are expected to obtain a better signal strength, contributing to a better energy efficiency. Another useful scenario is the handover of portions of the sensor/actuator network to a secondary maintenance network, in order to perform management operations.
Finally, the last use case envisions the use of IEEE 802.21 extensions to indicate the sensor network that a firmware update is available (REQUIRES AGREEMENT).Although the three use cases impose new security requirements on the solution, the firmware update use case in particular requires extra security mechanisms, in order to avoid compromised firmware to be installed in the sensor nodes, by PoS impersonators.

In the rest of this document we discuss the different requirements already identified.
General requirements

1. The solution must support the exchange of MIH primitives between an MIHF located at a PoS and a group of MIHFs.

· Rationale: The creation of multicast trees with source on a MIHF located at an MN is extremely complex. Hence, limiting the solution to multicast trees originated at the PoS seems more feasible at this moment. Use cases currently identified do not require of multicast requests sent from the MNs.

2. The solution must rely on already established L2 and L3 multicast mechanisms

· Rationale: The scope of the TG do not encompass the definition of new L2 or L3 multicast mechanisms. The solution must be able to work with currently deployed and standardized multicast transport solutions.

3. The solution must provide an addressing mechanism in order to identify the group (e.g., a multicast MIHF_ID). This identifier must be compatible with current identifiers used in the base spec.

· Rationale: We should use an identifier space compatible with current .21 in order to minimize the amount of changes required to implement the solution on top of the main spec.

4. The solution must provide mechanisms for the MIHF to perform all transport related mechanisms. The multicast transport mechanisms (address, protocol, etc.) must be transparent for the MIH User.
· Rationale: The same way in the base spec, the MIH User only sees an MIHF_ID and no knowledge about the transport is required.

Membership management requirements

5. The solution must provide functionalities to create/destroy groups. It is also required to be able to merge and divide groups although no atomic operations might be used.

· Rationale: New mechanisms in order to include MIHF_IDs in multicast groups are required

Backward compatibility requirements

6. The solution must be compatible or supersede the zero length MIHF_ID behaviour

· Rationale: New multicast solution must provide a mechanism to address all MIHFs (broadcast)

7. The solution must be compatible or supersede IEEE 802.21b mechanisms of group management.

· Rationale: Current 802.21b mechanisms for group management are based on the concept of program identifier and are best suited for video delivery in downlink only technologies. The proposed solution must be able to provide a complementary mechanism that helps differentiating the users.

8. The solution must minimize the changes introduced in the standard .21 protocol state machine and should clearly identify the IEEE 802.21 primitives allowed to be used in a multicast fashion

· Rationale: There are multiple ways of designing the multicast state machine but some of them will completely break the current state machine. Also, not all of the primitives defined in .21 make sense in multicast, so it is important to identify and clearly mark the ones that can be used.

Security Requirements

9. The solution must provide mechanisms for securing the exchange of messages within a group. This security must be provided at the MIH level, in a self-contained way, not relaying in L2 mechanisms.

· Rationale: With the increase in amount of nodes joining multicast groups, and their heterogeneous nature, it is possible that different nodes have different security requirements. As such, the usage of Group Management mechanisms by IEEE 802.21d should be able to work, despite the different security requirements of independent nodes.
10. The solution must provide mechanisms to secure messages received from the group controller entity. These mechanisms must scale from low to high capacity devices.
· Rationale: The messages are sent from the controller so only the communication coming from the controller needs to be secured. The mechanisms used must scale for the different capacities of the sensor nodes.
11. The solution must provide mechanisms to authenticate, provide non-repudiation and detect tampering of the messages at the receiving node.

· Rationale: Modification of the messages exchanged between the controller and the group should be detected in order to de-authorize the source of the messages and avoid any issue.

12. The solution optionally might provide group cyphering and key redistribution mechanisms.
· Rationale: Sensitive information might be sent towards a specific group of nodes that should not reach other nodes. Plus, when the activity of one or more nodes compromises the group, a new key could be redistributed with the aim of isolating the non-conforming nodes.
