
21-0000-00-srho-TGc_proposal_Dapeng_Liu.doc

	Project
	IEEE 802.21 Media Independent Handover Services

IEEE 802.21c: Single Radio Handover 
<http://www.ieee802.org/21/>

	Title
	IEEE 802.21c Proposal: Single Radio Handover Proposal

	Date Submitted
	September 6, 2011

	Source(s)
	 Dapeng Liu (China Mobile)

	Re:
	IEEE 802.21c draft

	Abstract
	This proposal aligns the term of “SFF” to “control gateway” in section 9.7 of current 802.21c draft.

	Purpose
	Task Group Discussion and Acceptance

	Notice
	This document has been prepared to assist the IEEE 802.21 Working Group. It is offered as a basis for discussion and is not binding on the contributing individual(s) or organization(s). The material in this document is subject to change in form and content after further study. The contributor(s) reserve(s) the right to add, amend or withdraw material contained herein.

	Release
	The contributor grants a free, irrevocable license to the IEEE to incorporate material contained in this contribution, and any modifications thereof, in the creation of an IEEE Standards publication; to copyright in the IEEE’s name any IEEE Standards publication even though it may include portions of this contribution; and at the IEEE’s sole discretion to permit others to reproduce in whole or in part the resulting IEEE Standards publication. The contributor also acknowledges and accepts that this contribution may be made public by IEEE 802.21.

	Patent Policy
	The contributor is familiar with IEEE patent policy, as outlined in Section 6.3 of the IEEE-SA Standards Board Operations Manual <http://standards.ieee.org/guides/opman/sect6.html#6.3> and in Understanding Patent Issues During IEEE Standards Development <http://standards.ieee.org/board/pat/guide.html>.


9.7 Securing Single-Radio messages using C-GW
There is a need for a simplified yet secure method for enabling movement between the network domains of roaming partners for single-radio smartphones and Internet enabled wireless devices.    Using the SFF along with some signaling to transmit security information between roaming partners enables a low-latency, optimized single-radio handover  of interest in 802.21c.

9.7.1 Overview

Security is indispensable to mobility management, but it is also typically quite time consuming because of reliance on distant authentication agents.   Improving the security model and reducing authentication delay enables crucial improvements in handover performance.  The C-GW is a convenient and natural place to locate security functions, and roaming partners have in place agreements that can be used to beneficially establish the needed security agreements between different C-GWs in partner networks.  It is expected that in many cases the C-GWs in partner networks must communicate by data paths that traverse the external Internet; in such cases, a secure communication channel must exist or must be established between the partner C-GWss.  It is out of scope for this document to specify exactly how the partner C-GWss should establish secure communications, but this can be done by configuration when the partners enter into their roaming agreement.  It can also be done on demand by using IKEv2 [RFC 5996].
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Figure 1: MN handover signaling for preregistration using OC-GW  
Except for the initial network attach, by the time a MN enters a network, it also has a security relationship with the C-GW in that network.  For a visited network, this security relationship is created on demand, enabled by signaling from another C-GW.  The C-GW creating the visited security relationship can either be the MN's home C-GW (HC-GW, a C-GW in MN's home network), or the C-GW in the network previously visited by the MN.  When the MN first attaches to one of the partner networks of the roaming partners, it is either the MN's home network, or a visited network.  If the first attachment is to the MN's home network, then the MN is expected to already have a security association with HC--GW; otherwise, the MN can bootstrap this security association using IKEv2 or standard AAA mechanisms or other proprietary means.

After initial attachment, there is signaling defined so that at all times the MN has a security association with the C-GW in the network at its current point of attachment (PoA); the current network is termed the "originating" network, and the C-GW in the originating network is abbreviated as the OC-GW.   As the MN moves from one partner network to the next (i.e., to a new "target network"), the MN establishes or renews a security association with the C-GW in the target network (i.e., the "TC-GW").  When handover is completed, the TC-GW naturally becomes the local C-GW(OC-GW).

For optimized handovers, a single-radio MN must perform as many protocol steps as possible for attachment to the target network, before actually tuning its radio to the access point of the target network.  The entire reason for the existence of the C-GW is to mediate signaling between the MN and a new target network while the MN is still radio contact with its current access network (i.e., to mediate "pre-registration").  The exact signaling steps included in the pre-registration process is naturally dependent on the requirements of the target network, and typically quite independent of the nature of the network (as above, the "originating network") providing the current point of attachment for the MN.

Preregistration typically involves the following steps:

· pre-authentication -- that is, authenticating the MN before it arrives in the target network,

· address allocation -- one or more IP addresses to be used by the MN after it arrives in the target network.

· data path setup -- establishing tunnels and forwarding entries for the MN in the target network, and

· context establishment -- building all necessary state information such as QoS parameters and access permissions within target core network entities.

Each of these operations can be time-consuming, and if they had to be carried out after the MN had retuned to the target network radio access, smooth handover might be impossible because of the dead time before packets could start flowing again (break-before-make).  Moreover, each of the operations must be carried out securely to prevent hijacking attempts or mismanagement of target network resources.  As long as handovers occur only between access points within the same operator network, it is often possible to guarantee that signaling packets are never exposed to attack.  On the other hand, for access networks belonging to different operators, the data path between neighboring access points of originating and target access networks are more likely to traverse the Internet; thus preregistration signaling could be exposed to attack.

In order to enable wider application of high-performance handovers and in particular preregistration signaling, we need to provide a guarantee of security for the control traffic.  From above, we see that this signaling traffic is mediated by the C-GW in each target network, which may be unknown to the MN until the need for handover has been determined.  In such cases, for secure signaling, the MN needs to establish a security association with the target C-GW.  The process of establishing such a security association is, in general, quite time consuming and often expensive in processor cycles as well.  This clause specifies a much faster and easier method for providing security associations as needed between the MN and the target C-GW in any target network within the networks covered by the roaming partners.

9.7.2 Key distribution for SFF-based handover

The following terminology and abbreviations will be used for keys and key distribution functions:

Table 1: Terminology for C-GW Key Distribution
	K_hsff    
	key between MN and HC-GW

	K_osff    
	key between MN and OC-GW

	K_tsff    
	key between MN and TC-GW

	K_hosff    
	key between HSFF and OC-GW

	K_htsff    
	key between HC-GW and TC-GW

	K_otsff    
	key between OC-GW and TC-GW

	KDF_hosff
	key distribution function between HC-GW and OC-GW

	KDF_otsff
	key distribution function between OC-GW and TC-GW


As mentioned in the foregoing discussion, when the MN has determined that a handover is needed to a new network, we may assume that the MN has a security association with its home SFF (HC-GW), based on a key K_hsff.  Because of previous protocol operations, the MN has a current security association with the SFF in the originating network (OC-GW).

Suppose the MN determines to move to a new network, the target network.  Then the MN needs to preregister, and thus needs to use the C-GW in target network (TC-GW).  Before it can do this, it needs to discover the address of TC-GW and establish a security association with TSFF using K_tsff.

MN can make use of its existing security association with OC-GW, because OC-GW either already has, or can readily establish, a security association with TC-GW.  Suppose OC-GW already has the required security association with TC-GW.  Then, when MN begins forwarding preregistration traffic to TC-GW via OC-GW, OC-GW will provide MN and TC-GW with a shared key, K_tsff, for use to protect the remainder of the MN's signaling traffic with TC-GW.  The OC-GW would thus forward the initial traffic to TC-GW on behalf of the MN; the OC-GW uses its own security relationship with TC-GW to protect this initial preregistration signaling, and it also supplies the value of K_tsff  to TC-GW by adding a new extension to the preregistration traffic.

To send K_tsff  to TC-GW, OC-GW provides the following payload as part of an appropriate extension payload:


Payload_tsff = MNaddr, RAND, [K_tsff  ⊕  KDF_otsff (MNaddr, RAND)]

To send K_tsff to MN, OC-GW provides the following payload as part of payload in a new 802.21(c) message:


Payload_mn = TSFFaddr, RAND, [K_tsff  ⊕  KDF_osff (TC-GWaddr, RAND)]

Upon TC-GW receiving Payload_tsff, TC-GW calculates KDF_otsff (MNaddr, RAND) and XORs the result to the third parameter of Payload_tsff to recover K_tsff.  Similarly, upon receiving Payload_mn, MN calculates KDF_osff (TC-GWaddr, RAND) and applies that to the third parameter of Payload_mn to recover K_tsff.

Alternatively, for both of these messages, the entire contents could be encrypted by OC-GW using the keys it has available with TC-GW and MN respectively.  MN is allowed to send more signaling information to TC-GW via OC-GW even after OC-GW distributes the keys; OC-GW continues to forward traffic back and forth between MN and TC-GW as needed until both endpoints have used K_tsff to establish the required security association.  For best performance and least likelihood of congestion at OC-GW, MN and TC-GW should begin to use direct signaling as soon as possible and thus bypass OC-GW.  Other structures for the message payloads are also possible, depending on requirements.

Once the handover is completed, TC-GW "becomes" OC-GW and the handover cycle can begin anew whenever MN determines the need for the next handover.

It is possible for OC-GW to take a more active role to promote smooth handover.  When the MN determines the need for handover, but does not already know the address of the TC-GW for the intended target network, the MN can start the preregistration sequence by sending all the known information to the OC-GW.  Subsequently, the OC-GW will provide the address of the TC-GW to the MN along with K_tsff, just as described above.  The exact nature of the information about TC-GW provided by the MN is dependent on the radio access technology type (RAT) of the target network, and may be specified in detail in later revisions of this document.  Other alternatives for identifying the target network access point are also envisioned.  For MNs configured with Information Repository software, detailed information about TC-GW, and the other entities within the target network can be easily be made available.  Note, however, that discovery and secure communication with Information Repository may not be any easier than discovery and secure communication with TC-GW.

9.7.3 C-GW-based Key Distribution -- Integration with Mobile IP

When the MN makes its initial attachment to a network other than its home network, as mentioned above, it can use its HC-GW to bootstrap a security association with the C-GW in the visited network.  For this case, which is will not be uncommon, the HC-GW can be beneficially integrated with the MN’s home agent.  Then, the home agent can include the desired key material as part of the Mobile IP registration signaling.  For IPv6, this would be the MIPv6 Binding Update and Binding Acknowledgement exchange [RFC 6275].  There are multiple advantages of this approach.  One is that the MN does not have to manage yet another security association with yet another trusted agent in its home network.  Another is that the MN, when it receives the Binding Acknowledgement, will already be assured of IPv6 address continuity in the visited network.

Furthermore, in the frequent case when the MN returns to its home network, it will always have the proper security association with HC-GW being utilized as TC-GW when the home network is the same as the target network.

See [http://tools.ietf.org/id/draft-perkins-mext-sffexts-01.txt] for further details.
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