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IEEE P802.21 Media Independent Handover Services

Tentative Meeting Minutes of the IEEE P802.21a Security Task Group in November 2010 Plenary
Chair: Yoshihiro Ohba

Editor: Lily Chen

Minutes taken by Karen Randall
1. Tuesday, November 9th, 2010, 8:00am -10:00am and 10:30AM-12:30PM
1.1  Chair called the meeting to order
1.2  Agenda (DCN# 21-10-0219-00-0sec) by Chair

The security group is intending to meet during the Tuesday AM1, Tuesday AM2, Wednesday AM1, and Wednesday PM1 slots. The agenda was approved with one update and no objections.
1.3  Meeting opening notes (DCN#21-10-0233-00-0Sec) by Chair
The task group opening note given in DCN 21-10-233, containing WG information, patent slides, etc., was reviewed. There were no comments or patent claims from the attendees.
1.4  Approval of outstanding meeting minutes
The working group minutes were approved during opening plenary on Monday (8 November 2010); the WG minutes contained minutes from the security task group meeting at the September interim meeting, so there was no need to review them during the security meeting. At this time we need to review meeting minutes from the teleconference calls on 28 September and 2 November, provided in DCN 21-10- 205 and 21-10-208. There were no comments and both sets of minutes were approved. 

1.5  Issue discussions
Much of the meeting was then spent discussing the IEEE 802.21a issue list in DCN 21-10-187 (version 10).  Some proposed resolutions for open issues are provided in the draft for Option III submitted in DCN 21-10-209 by Fernando Bernal-Hidalgo and Rafael Marin-Lopez. The proposed text was reviewed. 
Issue 16: For AES-CCM, what are the counter generation function and formatting function and what is the nonce generation rule? DCN 21-10-209 provides text for a section on Ciphersuite.  AES_CCM needs a counter generation function, a formatting function, and a nonce. A reference to Appendix A of NIST-SP800-38C was provided.

Issue 21: New data types are used without definition, such as KEY_DIST, {INT,CIPH,KDF}_ALG, ID_OPT, INTREGRITY_DATA, SESSION_ID and KEY. DCN 21-10-209 provides text for a new section 6.5.4, Information Elements that contains descriptions of these data types.

Issue 24: Confirm primitive is missing in MIH_Push_Key and MIH_Proact_Pull_Key.

Issue 27: Clarification text provided for Figure 16 of DCN 021-10078 “scenario using a PoA as a bridge” as to why the proposed approach is more suitable than PANA. This will be included in an informative annex.

Issue 28: Capability discovery may not need to contain detailed ciphersuite parameters.

Issue 29: For MIIK and MIEK derivation, KDF is called twice. There is a new section proposed for Key Derivation and Key Hierarchy. A single key derivation /KDF is needed for the MSK, which is provided by the EAP authentication. The MIIK or MIEK can be derived from the MSK.

Issue 30: Do we want to use all 512 bits for MSK and do we need to support only HMAC or CMAC? The group will need to make a decision about number of bits used for KDF and which hash or MAC algorithms are options. 

Issue 33: Can we move P- and F-bits by defining a generic security TLV? It was agreed to have 2 header bits. One will (s-bit) indicate whether the content is integrity or confidentiality protected and the other bit indicates proactive authentication. The F-bit was removed by adding a status TLV in MIH_AUTH. Lily will work on getting the text accurate first, then the figure will be modified to correspond.

The group then reviewed other proposed changes in DCN 21-10-209. There were some added definitions. It was noted that only new terms (or any terms that have been changed) need to be included in the amendment text. 
There was further discussion on the ciphersuite description, in particular the nonce in order to use CCM. The transaction ID should not be used as the nonce. The nonce needs to be a non-repeating value and unique per security association.  It was noted that the size is 13 octets. Information elements for the cipher suite will be included in the draft with minor changes.
1.6  Chair called the meeting to recess at 12:30pm 
2. Wednesday, November 10th, 2010, 8am-10am

2.1  Chair called the meeting to order at 8:10am
2.2  Discussion on outstanding issues
Much of the meeting was spent reviewing the proposed updates provided by Fernando Bernal-Hidalgo and Rafael Marin-Lopez in DCN 21-10-209-01 (updated).

There is a proposal to modify Clause 10.2.3, Proactive pull key distribution. DCN 21-10-209-01 provided updated text for consideration. Much time was spent discussing what was meant by the contribution, what the changes are, and how they would best be implemented in the draft document. For the most part, the text seemed to be acceptable. 

Lily Chen (editor) recommended keeping “proactive” in the data type description to differentiate the scope of this work. There was concern that renaming MIH_Pro_Auth to be MIH_LL_Auth could be misconstrued. MIH_Pro_LL_Auth would be clearer. 

There was concern about the second sentence about key hierarchy:

The key hierarchy shared between the MN and the PoS is used in order to derive a shared key to be used in the key distribution process, where the PoS will be acting as a local AAA and using the identity provided during the Media Independent Service Authentication phase the PoS could be contacted to perform the key distribution mechanism.

It was felt that this sentence is not needed and may be beyond the scope of the document. 

Some references the new sections proposed in items in DCN 21-10-209-01 (e.g., A??, B??) were not unique for the document. This was confusing. The editor will try to generate text according to the suggestions. 

There was another input proposal to add a new sub-clause in 7.4.34 addressing Security to MIH_LL_Auth. Lily pointed out that the contents of Clause 7 are primitives. It would not be appropriate to add a discussion on security here. She will find another location in the document to include the security information. 

The security task group contacted the authors of the contribution in DCN 21-10-209-01 via a teleconference call to discuss some concerns and clarify some questions. It was confirmed that editor along with the members of the security group at the meeting will accept some of the text provided – though there may be some modifications and/or the text may be included in other sections as deemed appropriate. The goal is to accept as much as possible, while making sure that the text is clear and inserted into the correct location in the draft document. 

Lily will try to generate an updated draft based on the input proposals and subsequent discussion to be sent to Rafa and Fernando for review before the PM1 session. This will provide one common document for all parties to use. At that time, we will establish another teleconference call to review the changes and discuss any comments or questions.

2.3  Chair called the meeting to recess at 10:00am
3. Wednesday, November 10th, 2010, 1:30pm-3:30pm

3.1  Chair called the meeting to order at 1:40pm
3.2  Editor’s presentation on latest snapshot of pre-draft specification

Editor (Lily) mentioned that a new pre-draft specification has been submitted to the member-only web site.  
Lily mentioned that she will work on adding necessary Figures so that Letter Ballot can be started.
3.3  Closing Node (DCN 21-10-0229-00) by Chair
The following two motions were taken:

Motion:  The 802.21a TG authorizes Editor to produce IEEE P802.21a D01 by adding necessary Figures to 802.21a draft specification http://www.ieee802.org/21/private/802.21a/body%28nov10-2010%29.pdf.

Moved by: Antonio de la Oliva

Second by: Lily Chen

Yes: 3

No: 0 

Abstain: 0

Result:  Motion passes
Motion:  The 802.21a TG requests the 802.21 WG to issue a LB on the question "Should IEEE P802.21a D01 be forwarded to Sponsor Ballot?"

Moved by: Antonio de la Oliva

Second by: Lily Chen

Yes: 3

No: 0

Abstain: 0

Result:  Motion passes
Audio Conference schedule was discussed. Since there will be a Letter Ballot, there will be no conference calls until January meeting.
3.4  Chair called the meeting to adjourn at 2:30pm
