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Chair called the teleconference to order and introduced the participants. Also reminded the IEEE SA patent and policy procedures. 

Chair explained the agenda.  DCN 21-10-0078-08 is the agenda item.

There is a question about the purpose of DCN 21-10-0078-08 because the TG agreed in September interim that we work on revising the TG document.
Comment; Our intention in this teleconference is to discuss issues related to WI#2 Option III.  After today’s discussion, we create another document that contains proposed text for the TG document. 

The presenter of DCN 21-10-0078-08 mentioned that there is power-point contribution DCN 207-00 that contains the summary of discussion points.  The presenter presented DCN 207-00 instead of DCN 21-00-0078-08.
Red colored issues are pending issues that should be discussed today. For others issues, text is already provided and kind of closing.

Comment: Closing does not mean editor already reflected the text.

Comment: Agreed.

Issue 16 is about AES-CCM. Text added to reference the NIST SP800-38C where the functions needed for AES-CCM are defined. Also, we indicate in the text the length of the parameters needed.
Comment: AES-CCM counter generation function and formatting function needs to be determined.
Comment: Other standards use the functions defined in Appendix of NIST SP800-38C.

Comment: Agreed that we should use counter generation function and formatting function defined in NIST SP800-38C.  802.1AE MACsec also refers to NIST SP800-38C.
Comment: Still nonce generation rule should be defined in each specifcation that use AES-CCM.

Comment: We need to check 802.11 specification for their nonce usage.

Issue 16 is assigned to Lily Chen.
Issue 28: Capability discovery  ciphersuite and key distribution parameters are kept.

New section 2.3.1 where IEs for ciphersuite and key distribution mechanisms are defined.
Comment: There may be other place to add ciphersuite.

Comment: Right.  There are two places.  One is Cap. Disc.  The other part is first MIH_Auth exchange.

Comment: We already have ciphersuites in Cap. Disc. The issue is whether we include them in MIH_Auth exchange as well.
Comment: We removed them from MIH_Auth primitives, but MIH_Auth messages have them.

Comment: Agreed.

Issue 29: Key hierarchy derivation updated with Lily’s proposal about Issue 30.
Question: Does Issue 29 depend on Issue 30 about KDF?

Comment: No.
Lily agreed to provide text for Issue 29.
Issue 30 about KDF.

Comment: The problem is with AES-CMAC, we can only use 128bit. If we have 512-bit MSK, we can drop some bits to be 128-bit, but it’s not a recommended practice. For key derivation we should use HMAC-SHA1 or HMAC-SHA2 without truncating MSK before computing hash. 
Issue 31: Text added to indicate that if the KeyDistMechList TLV is not present the bundle option is not going to be used. Rafa&Fernando will provide text. 

Issue 32: Waiting for Dapeng’s response. 
Send text for the merged MIH_Auth message to Dapeng, cc: other contributors. 
Issue 33: Bit P is represented on position 0 in RESERVED2 field in MIH Header.

Bit F is replaced by adding a STATUS TLV in MIH_AUTH. 

Comment: So we are using two flags in the header.

Comment: We have currently 5 bits available. After using 2 bits for S-bit and P-bit, we have three bits remained, which is fine. No Flag TLV is needed.
Issue 34: A generic TLV: SECURITY TLV must be defined on subir’s proposal instead of TLS TLV to merge both proposal in order to use MIHS header.
Comment: We have encryption null. Having an integrity algorithm null may not make sense if MIH message is always integrity protected with MIH SA.
Comment: If the underlying layer is protected, MIH SA may not be used. In that case it does not make sense to use non-null integrity algorithm.
Comment: Then we must use a key generating EAP method or lower-layer security without EAP.
Comment: What happens if we use AES-CCM.
Comment: Use the same algorithm number for both encryption and integrity.
Question: MIH_Start_auth / MIH_Push_Key/MIH_Proact_Pull_Key. Should be defined in service management?
Comment: Service management should be fine.
Teleconference ended at 12:20pm

