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1 MIH session key derivation
This document suggests a description of key derivation to derive MIIK and MIEK based on the selected ciphersuite. 
We will introduce the following parameters:

· MSK or rMSK – master session key established through an EAP or EAP re-authentication. When the MSK or rMSK is 128 bits long, the PRF used for key derivation can be HMAC-SHA1, HMAC-SHA-256, or AES-CMAC. But if MSK is longer than 128 bits, then HMAC-SHA-1 or HMAC-SHA-256 shall be used as a PRF in key derivation. 

· L – the length of keying material. L = |MIIK| + |MIEK|, that is, the sum of the binary length of MIIK and MIEK. 

· h – The output length of the PRF used in key derivation.

· For HMAC-SHA-1, h = 160

· For HMAC-SHA-256, h = 256

· For CMAC-AES, h = 128

· n = the number of iterations of PRF in order to generate L bit keying material. 

The ciphersuites are coded as follows:
	Code
	Integrity Algorithm
	Encryption Algorithm
	L (bits)

	00000000
	NULL
	NULL
	0

	00000001
	AES_CBC
	NULL
	128

	00000010
	AES_CBC
	HMAC-SHA1-96
	256

	00000011
	AES_CBC
	CMAC-AES
	256

	00000100
	NULL
	HMAC_SHA1-96
	128

	00000101
	NULL
	CMAC_AES
	128

	00000110
	AES_CCM
	128


The key derivation for MIH session keys can be described by the following procedure: 

Fixed values: 
1. h - The length of the output of the PRF in bits, and 
2. t - The length of the binary representation of the counter I and L. A default value of t is 32. 
Input: K = MSK or rMSK, Nonce-P, Nonce-S, and L. 

Process:

1. n: = (L/h(.

2. If n > 2t-1, then indicate an error and stop. 

3. result(0):= ( 
4. For i = 1 to n, do
a.  K(i) :=  PRF (K, “MISK” || [i]2 || Nonce-P || Nonce-S || ciphersuite code ||  [L]2)
b.  result (i) :=  result(i-1) || K(i)
7.  Return: MISK, i.e., the leftmost L bits of result(n).
Output: MISK. 
The MISK is parsed in such a way that 

MISK = MIIK || MIEK.

2 MS root key derivation

In bundle case, an MS root key is derived from MSK or rMSK.  Then from the MS root key, it can derive multiple MS MSKs for different PoAs. 

It is assumed that the same PRF is used for both MIH session keys and for MS root key. When the MSK or rMSK is 128 bits long, the PRF used for key derivation can be HMAC-SHA1, HMAC-SHA-256, or AES-CMAC. But if MSK is longer than 128 bits, then HMAC-SHA-1 or HMAC-SHA-256 shall be used as a PRF in key derivation. 

The MS-root key can be derived by the following procedure. 

Input: K = MSK or rMSK, Nonce-P, Nonce-S, and L. 

Process:

1. MS-RK :=  PRF (K, “MSROOTKEY” ||  Nonce-P || Nonce-S )
2. Return: MS-RK.
Output: MS-RK. 
.MS-RK can be 128 bits, 160 bits or 256 bits depending on the PRF used in the above. 
3 MS-PMK derivation
Multiple MS-PMK can be derived from MS root key for different PoAs. Each PoA is defined by its LINK layer address. 
It is assumed that the same PRF is used for both MIH session keys and for MS root key. When the MSK or rMSK is 128 bits long, the PRF used for key derivation can be HMAC-SHA1, HMAC-SHA-256, or AES-CMAC. But if MSK is longer than 128 bits, then HMAC-SHA-1 or HMAC-SHA-256 shall be used as a PRF in key derivation. 

The MS-root key can be derived by the following procedure. 

Input: MS-RK, MN_LINK_ID, POA_LINK_ID. 

Process:

1. MS-PMK :=  PRF (MS-RK, “MS-PMK” || MN_LINK_ID || POS_LINK_ID )
2. Return: MS-PMK.
Output: MS-PMK. 
.MS-PMK can be 128 bits, 160 bits or 256 bits depending on the PRF used in the above.  The MS-PMK will be distributed to the PoA identified by POA_LINK_ID.  It will be used by the PoA to derive media specific session keys. The key derivation for media specific session keys is out of the scope of this standard. 
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