
[image: image1.png]EEE
802












































[image: image2.png]



IEEE P802.21 Media Independent Handover Services

Tentative Meeting Minutes of the IEEE P802.21a Security Task Group in July 2010 Plenary
Chair: Yoshihiro Ohba

Editor: Lily Chen

Minutes taken by Karen Randall and Antonio de la Oliva
1. Tuesday, July 13th, 2010, 08:00am-10:00am
1.1  Chair called the meeting to order. 
1.2  Agenda (DCN# 21-10-0134-00) by Chair

Chair reviewed the agenda.  The proposals under consideration for down selection will be presented during the AM1 session on Tuesday and Wednesday. 
Tuesday presentations will be on:

Work Item #1 Option A (by Dapeng Liu)

Work Item #2 Option II (by Subir Das)
Down selection voting is planned for Wednesday. If the proposal down selection succeeds, Editor will merge proposals into a pre-draft document for discussion on Thursday. 

The agenda was approved with no objections.

1.3  Opening note (DCN# 21-10-0096-00) by Chair
The Security TG Opening Note (21-10-0143-01) was presented by the chair. The patent notice was reviewed with no comments or claims from attendees.

1.4  Approval of meeting minutes

The minutes of the face to face meeting in May were approved during the IEEE 802.21 opening plenary. 
The security task group reviewed the minutes from the recent teleconference meetings: 

June 15 (minutes in document 21-10-119-00)

June 22 (minutes in document 21-10-122-00)

No objections to the draft minutes, so both were approved.

1.5  Option A in Work Item 1:  Proactive Authentication Through EAP (MSA is the authenticator) (DCN# 21-10-0123-00) by Dapeng Liu

Dapeng Liu’s presentation (21-10-0123-00) provided detailed text describing Work Item 1 Option A, Proactive authentication through EAP with MSA as Authenticator. This proposal will extend the MIHF to support proactive authentication. Dapeng presented an architecture overview and then described the functions and procedures to be used. Section 4 of the document describes in detail the extensions needed for the IEEE 802.21 specification to support this scheme. The MN would also need to support candidate media specific authenticator discovery.

It was noted that the MIH security association protects the link between the MN and PoS. A new protocol needed for the PoS to PoA link is beyond the scope of this work.

Discussion

There are two possible ways proposed to extend the IEEE 802.21 specification to support media specific authenticator discovery: extending the command service and extending the information service.  There was discussion about whether this is exclusive (e.g., is it only one or the other?).

Comments recommended that the group be aware of compatibility issues when integrating with legacy systems.  

The proposed motion for consideration on Wednesday: 

Motion to accept clause 4 of the proposal.

It was noted that Editor may need more clarification or explanatory text when adding content from the proposals into the pre-draft document. 

1.6  Option II in Work Item 2: use (D)TLS to protect MIH (DCN# 21-10-0079-01) by Subir Das
Subir Das presented a joint proposal by Telcordia and Toshiba (21-10-0079-01) on Work Item #2 Option II on the use of (D)TLS to provide security and protect MIH messages.  He proposed that using an existing security protocol for authentication and key management would reduce the risk of introducing security flaws. The TLS handshake is carried over the MIH protocol and a MIH security association is established between two MIHF peers. (D)TLS does the cipher suite negotiation, so MIH transport level security is not needed. The proposal presented MIH protocol extensions needed to use (D)TLS.
Discussion

There was discussion about MIH service access control. If the POS is the TLS server as well, access control may not need to be specified. 

It was proposed that an informative annex may be useful to clarify transport issues. DTLS is used if the transport layer is UDP and not TCP. MIH function is between the MIH user and the transport layer and thus performs as a transport protocol. 

It was noted that it is desirable to avoid two separate solutions – one for (D)TLS and a separate one for EAP. 

The proposed motion for consideration on Wednesday: 

Motion to accept the proposal described in document number 21-10-0079-01.
Session recessed at 10:02am.
2. Wednesday, July 14th, 2010, 08:00am -10:00am
2.1  Chair called the meeting to order
2.2  Chair reviewed Wednesday AM1 part of the agenda (DCN# 21-10-0134-00)
2.3  Option I in Work Item 2 – Protection on MIH messages provided by Transport Protocol (DCN# 21-10-0084-01) by Lily Chen

Lily Chen’s presentation (21-10-0124-01, based on document number 21-10-0084-01) discussed how to protect MIH messages using mechanisms provided by transport protocols. She reviewed use and pros/cons of security mechanisms in L2 protocols, IPSec, and (D)TLS. For L2 protocols, protection is under the MIH layer and security is not MIH specific. For IPSec, the IPSec security associations must be established to accommodate the MN’s dynamic addresses (maybe use MOBIKE), and again the protection provided is not MIH specific. If MIH messages are protected by TLS or DTLS, it may be possible to use the MIH function identifiers, but there may need to be a new port assigned with is dependent on the IETF. Note that the corrected reference in the presentation (slide 6) is RFC 5677. 

Discussion:
The (D)TLS mechanism looks the most straightforward, but there may be more changes and it’s not clear how easy or difficult changes will be made through the IETF.
The proposed motion for consideration: 

Motion to include options to protect MIH messages through transport protocols, together with pros and cons for each of them, as presented in DCN 21-10-0084-01-0sec as part of 802.21a draft specification. 

2.4  Option III in Work Item 2 – EAP to conduct service authentication and MIH packet protection (DCN# 21-10-0078-02) by Fernando Bernal-Hidalgo
Fernando Bernal-Hidalgo presented a proposal (21-10-0120-02, based on 21-10-0078-02). The presentation described the proposed approach for service authentication based on EAP and how it can be used to protect the MIH protocol in Work Item #2 Option III. It was noted that the protocol could also be used for key distribution mechanisms.  He started with an overview of components and message flows. He also listed the extensions to the IEEE 802.21 specification required. 

Additionally, the presenter reviewed another proposal to bundle with Work Item #1, Option B. Again, the required extensions to the IEEE 802.21 specification were listed.

Discussion:
Derivation of the key hierarchy will depend on which algorithm is used. MIH can trigger the key distribution – either push or pull, but this will not define the key distribution protocol (it is out of scope). Additionally, it may be useful to coordinate with the Option II of work item 2 proposal described in DCN# 21-10-0079-01 for key management and hierarchy. This needs further investigation to optimize the use of these protocols.

It was noted that the specification of 64 octets for PAEK, PAIK, etc. is too high. Authors of the Option III of work item 2 (DCN# 21-10-0078-02) will review and update.

For capability discovery, four primitives will be defined to conform to the IEEE 802.21 standard. Additional parameters need to be included in the list. It would also be helpful to Editor to give a better indication of the changes to the original document. 

The presenter proposed two motions for consideration: 

Motion 1: Approve EAP to conduct service authentication and MIH packet protection (reference section 2 in his document).

Motion 2: Approve bundle with WI#1 option B (reference section 3 in his document).

2.5  Down-Selection voting
Only IEEE 802.21 voting members are eligible to vote. Three additional members received voting privileges as of this meeting and are included in the vote tally. In total 5 motions are conducted.
All 5 motions passed. All voting numbers were recorded on the slide presentation by the task group chair. Vote summaries are provided below.

1. Work Item #1, Option A

Moved by Dapeng Liu

Seconded by Juan Carlos Zuniga

Discussion: none

Yes: 10

No: 0

Abstain: 0

Motion Passes

2. Work Item #2, Option II

Moved by Subir Das

Seconded by Lily Chen

Discussion: none

Yes: 9

No: 0

Abstain: 0

Motion Passes

3. Work Item #2, Option I

Moved by Lily Chen

Seconded by Subir Das

Discussion: none

Yes: 9

No: 0

Abstain: 0

Motion Passes

4. Work Item #2, Option III

Moved by Juan Carlos Zuniga

Seconded by Lily Chen

Discussion: none

Yes: 11

No: 0

Abstain: 0

Motion Passes

5. Work Item #1, Option b

Moved by Juan Carlos Zuniga

Seconded by Antonio de la Oliva

Discussion: none

Yes: 11

No: 0

Abstain: 0

Motion Passes

Editor will present a pre-draft specification during the Thursday morning AM1 session on July 15. Meeting recessed at 9:41am.
3. Thursday, July 15th, 2010, 08:00am-10:00am 

3.1  Char called to the meeting to order

3.2  Chair reviewed Thursday AM1 part of the agenda (DCN# 21-10-0134-00)
3.3  Editor’s presentation on Draft IEEE 802.21a Document Proposal (DCN 21-10-0148-00)
Editor: After down selection, a first 21a draft proposal was created. Modified clauses are purple-colored. New clauses are yellow-colored. Things like acronyms will not be discussed until the text is more or less complete.

Comment: currently in the draft a title is different from the one in the PAR and it is required to change the title to the one in the PAR.

Editor: In section 5 (General Architecture) a new sub-clause defining the security architecture is included.

Editor: In the IE part there some new IEs with * and some other without it, the ones with * are already defined, the ones without are subject to change.

Comment:  we need to modify the IE XML schema in one of the annexes

Comment: MIH_Capability_Discover primitives require correct text from authors of Option III of work item 2. 

Comment: clause 7.6 introduces a new SAP with a wrong title. The title should be “Security Related Primitives” or “Authentication Primitives”.
Comment: taking into account all security related primitives are part of MIH_SAP so no need to create a sub-section, they can be listed in the MIH_SAP list section

Comment: some of the primitives forming part of MIH_Key can form part of MIH_Link_SAP and then they cannot be named MIH_*

Comment: Clause 8 contains the new header format with protection, need to discuss with David Cipher if this is the correct representation.
Editor requested Subir Das to explain how to group and where to put the new messages in Clause 8.
Editor requested Subir Das to provide modification for a phrase in the middle of the paragraph of Clause 9.2.1.
Comment: Adding Clause 5.9.1 may be considered as a technical change. If editor makes technical changes before Letter Ballot, it is better to add Editor’s notes to indicate the changes.
Comment: in Clause 9.2.2.1, Service Access Phase seems to be out of authentication, needs further discussion.
Editor: An issue list is created and will be discussed in teleconferences.
Comment: should security service be moved to Clause 6?  

Comment: Security cannot live in its own and cannot be in the same category as Event, Command and Information services.

Comment (by several members): it may be not a good idea to categorize it as a service.
Comment: Mark the Figure before Clause 10.1.2 with change Media Specific Association.

Editor: In Clause 10, there are some parts which are out of scope such as the key distribution protocol since 802.21a is not a protocol for that.

3.4  Chair concluded the meeting with the closing notes (DCN #21-10-0151-00)
Chair: After September meeting .21a will be set for Letter Ballot

Chair presented teleconference schedule:
August 17th (Tue) 9am-11am Eastern Time

August 31st (Tue) 9am-11am Eastern Time

3.5  Security task group meeting is adjourned at 09:58am.
