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IEEE P802.21 Media Independent Handover Services

Meeting Minutes of the IEEE P802.21a Security Task Group in May 2010 Interim
Chair: Yoshihiro Ohba

Editor: Lily Chen

Minutes taken by Lily Chen, Subir Das  and Anthony Chan

1. Tuesday, May 11th, 2010, 11:15am-1:15pm
1.1  Chair called the meeting to order. 
1.2  Agenda (DCN# 21-10-0086-01) by Chair

Chair reviewed the agenda for the security task group for this meeting. The agenda is given in DCN 21-10-0086-01. A major goal will be to continue with the ongoing effort to detail the options and discuss the raised issues. 

The Chair asked for any additions to the agenda. There were none. The agenda was approved. 11:22am.

1.3  Opening note (DCN# 21-10-0096-00) by Chair 

Patent slides were reviewed. 

The timeline for the project was reviewed. It was noted that the group plan to make selections in July meeting among the current options in each work item.  

The main objectives for this meeting are:
· Identify possible issues for each option and possible recommendations; 
· Discuss open issues.

1.4  Approval of meeting minutes

Three meeting minutes to be reviewed: (1) the minutes from March plenary meeting (DCN# 21-10-0085-00); (2) the minutes from April 15 teleconference (DCN# 21-10-0081-00); (3) the minutes from May 4 teleconference (DCN# 21-10-0083-00).  The chair asked every one to review the minutes. The chair asked for comments. No comments or objections to the minutes so they are all approved. 11:30am

1.5  Option I for Work Item 2 (DCN# 21-10-0084-00) by Lily Chen

Q: Do you think we should use only Tunnel mode?

A: It is not clear from RFC 5677 that whether IPSec should be used in either transport mode or tunnel mode.  The RFC mentioned about MoS which is equivalent to PoS in our case. It is not clear is whether there is one hop IP link between MN and PoS or there are multiple IP hops.

Comment: It may be good to capture this as recommendation. Also text should say that if tunnel mode is used, traffic engineering is not possible at intermediate nodes.

Q:  Can both modes of IPSec work in our context?

A: IPSec is generic and both modes should work whether the MIH messages are delivered in one IP hop or multiple IP hops. After some discussions, it was felt that additional investigations would be required.

Action item: Lily volunteered to dig out more and report to the task group.

Q: Can we make a decision on whether we would work with IETF to define new ports for using of  (D)TLS at the MIH layer?

Consensus:  It would be good to avoid the IETF dependencies.

Conclusion:  (D)TLS may be used as the same way as IPSec may be used at the transport layer. This will protect all the MIH messages but the protection will not be specific to MIH layer.

Q: Should we list all the options with equal importance or should we make one mandatory and rest optional?

Suggestion: We should make at least one mandatory amongst all options into two categories: i) when there is an access control, ii) when there is no access control.

1.6  Option II for Work Item 2 (DCN# 21-10-0079-00) by Subir Das

Q: Why in Figure 3, source MIHF and destination MIHF do not present?

A: I will change the figure later. This way it can accommodate handover when a MN is talking with a PoS. (MN identifier may change.)

Q: What is an MIH SA? Is it server credential in TLS or the keys together with the ciphersuite?

A: MIH SA is the ciphersuite together with the derived keys in TLS.

Q: How will we distinguish an MIH SA defined here and an MIH SA defined in option III?

A: We probably will provide a general definition followed by specific explanations.

Q: What is the difference between option II and option III?

A: Option III applies to the scenario where a server is used by multiple PoSs to authenticate and to establish keys. In option II, each PoS is a TLS server.

Q: It seems that this option provides security capability negotiation. Doesn’t it?

A: Yes. 

Q: About the security capability, shall we define it in the policy?

A: We probably should discuss it as security considerations. I do not think 21 should define policy. 

Q: I do not agree. I do think we will need to define policy for the case where one node support MIH security and another MIH does not. 

C: Let’s keep it as an open issue. 

2. Wednesday, May  12nd, 2010, 1:30 pm -4:300 pm 

2.1  Chair called the meeting to order and the agenda is displayed. 

Since all the contributions can be discussed this afternoon, the chair asked if there is ant objection to cancel Thursday session. No objection was presented. The agenda is changed. 

2.2  Discuss RFC 5836 by Yoshihiro Ohba
This RFC is published in April 2010. It includes direct and indirect pre-authentication usage model and authenticated anticipatory keying usage model. In a direct authentication: signaling between Mobile Device (MD) and Candidate Attachment Point (CAP), EAP over MD-CAP is by L3 transport. Work Item 1 Option A is related to SRHO, signaling is carried by MIH tunnel. 

Q:  In RFC 5836, direct pre-authentication assumes that between the mobile device and the candidate authenticator is over L3. In this case, we may not need to require PoS de-capsulate the EAP and format them in L2 frame. Is this correct?

A: Yes. 

Q: In Option B of work item 1, does it fit to authenticated anticipatory keying usage model?

A: It seems different. 

Q: Can we use this authenticated anticipatory keying usage model as an option?

A: Yes. We can.

C: However, authenticated anticipatory keying usage model is still working in progress. We may want to wait for a while. 

Q: Will push or pull determine which model to use?

A: Push vs. pull is a separate issue.

2.3  Discuss issue summary (DCN# 21-10-0100-02-0sec) by Lily Chen
Lily presented three raised issues in the existing options. Issue 1 is how a PoS can distinguish the situation in work item 1 and work item 2. In both cases, between a MN and a PoS, MIH is used to carry EAP. In work item 1, PoS is not an authenticator. But in work item 2, PoS is an authenticator. 

Comment: We can use different TLVs for different situations 

Issue 2 is about MSA discovery. There are three main situations. It is not clear which are the true possible situations. 

Comment1: It does not seem a complete solution. 

A: These are just situations not solutions. 

Comment2: A MN may discover a MSA directly. Then discover a proper PoS. 

A: If that is the case, it may not need to discover a PoS.

Comment3: Yes. It still needs. 

Issue 3 is policy vs. security consideration issue. 

Comment: One side of the opinion about define security policy is not captured correctly. Mandatory security is not the point. The point is to define policy for two nodes that one of them support MIH security and another does not.

A: I will correct the document.

This issue was deferred since the people who held one side opinion were not in the room. 

2.4  Chair concluded the meeting with the closing notes (DCN #21-10-0102-0Sec).

· Discussed two proposal options with detailed text (21-10-{0079,0084})

· Discussed open issues (21-10-100)

· Next Step: Down-selection in July 2010 Plenary

          Teleconference schedule:

· June 15 (Tue) 9-11PM EST

· June 29 (Tue) 9-11PM EST

2.5  Security task group meeting is adjourned at 3:27am.

