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IEEE P802.21 Media Independent Handover Services

Meeting Minutes of the IEEE P802.21a Security Task Group in March 2010 Plenary
Chair: Yoshihiro Ohba

Editor: Lily Chen

Minutes taken by Karen Randall and Subir Das  
1. Tuesday, March 16th, 2010, 8am-10am
1.1  Chair called the meeting to order. 
1.2  Agenda (DCN# 21-10-0050-01) by Chair
Chair reviewed the agenda for the security task group for this meeting. The agenda is given in DCN 21-10-0050-01. A major goal will be to continue with the ongoing effort to harmonize the protocol options. Thursday will be dedicated to start drafting the framework solution document. 

The Chair asked for any additions to the agenda. There were none. Any objections to approving the agenda? None voiced so the agenda was approved. 8:12am.

1.3  Opening note (DCN# 21-10-0055-00) by Chair 

Patent slides were reviewed. 

The timeline for the project was presented. It was noted that the group will discuss updating this at this meeting 

The main objectives for this meeting are:
· Agreement on harmonized proposal at framework level 
· Develop a selection procedure suitable for the ongoing harmonization effort

The selection procedure, once agreed, will replace the current down-selection procedure

1.4  Approval of meeting minutes

Chair noted that the Opening Plenary on Monday approved the minutes from the January interim meeting, including the security task group minutes.  During this meeting, the task group will review the minutes from the teleconference meetings on February 2 and February 6. The minutes are provided in DCN 21-10-0045 for February 2 and DCN 21-10-0042 for February 16. The chair asked for comments. No comments or objections to the minutes so they are both approved. 8:19am

1.5  Summary of Proposed Security Solutions (DCN# 21-10-0049-01) by Lily Chen
Lily Chen presented a summary of the proposed security solutions, given in document number 21-10-0049-01. This document decouples work item 1 and work item 2 options to understand the issues more clearly.  

Work item 2 (Protect MIH Services) options include non-MIH specific protection (over L2 or over L3 via IPSec or TLS), (D)TLS over MIH, or EAP.  The task group discussed the options at length.  For these various options for work item 2, there several activities to be considered in order to proceed. The task group will need to discuss the pros and cons for IPsec, TLS, and L2 protection, define MIH messages to carry (D)TLS protected MIH data, and/or define service authentication through EAP and specify MIH specific protections. 

The task group briefly touched on the options for work item 1 (assist secure handover). These options are using EAP over MIH between MN and POS or bundled with an option from work item 2.  The task group will need to identify MIH messages to carry L2 frames and possibly define additional primitives, IEs as appropriate for proactive authentication, and possibly define a key hierarchy for work item 1 options. 

The security task group will meet again on Wednesday afternoon PM2 to continue this discussion. The Thursday meeting times will be used to begin drafting text for the framework document.

Security task group meeting recessed at 10:05am. 

2. Wednesday, March  17th, 2010, 4:00 pm -6:00 pm 
2.1  Chair called the meeting to order and the agenda is displayed. 

2.2  Selection Procedure (DCN# 21-10-0056-00-0sec) Yoshihiro Ohba
Chair then presented the updated selection procedures (DCN # 21-10-0056-00-0sec). He explained the need for updating the procedures. All proposers discussed in length and decide that a harmonization is required to meet the requirements of work items. Editor and proposers have created the framework and editor presented the document DCN #21-10-0049-01-0sec on Tuesday, March 16, 2010.
Q: Do we need to change the procedures?

A: We do need to change the procedures since the proposers came up with a harmonized proposal and editor presented the summary. Now the TG needs to decide if these options are acceptable or not. 

Q: Does this process help produce the document early?

A: We think so

One member commented that the procedure should not be changed as much as possible. Chair mentioned that he will discuss with the member to find out the best plan.

2.3  Summary of Proposed Security Solutions (DCN# 21-10-0049-02-0sec) by Lily Chen

Lily presented the updated summary slides (DCN# 21-10-0049-02-0sec), continued from Tuesday’s discussion. There was a fair amount of discussion on reducing the number of options. Chair mentioned to have a straw poll on each option. 
3. Thursday, March 18th, 2010, 10:30am – 12:30pm
Chair started the meeting with some agenda changes. (DCN# 21- 10-0050-02-0sec). Agenda is approved. 
3.1  Revised Selection Procedure (DCN# 21-10-0067-00-0sec) by Chair

Chair presented the document (DCN # 21-10-006-00-0sec) that describes the revised timeline and procedures. 

There were a good amount of discussions about options and relationship with the timeline. At the end, the Task group agreed with the current time line and a vote was conducted based on the updated version DCN # 21-10-0067-02-0sec.  Result: 13 (Y); 0 (N) and 0(A). 
3.2  Summary of Proposed Security Solutions (DCN# 21-10-0049-03) by Lily Chen
Lily presented the DCN # 21-10-0049-03-0sec and explained the rationale for the summary proposal and gave some harmonization background.  Members expressed their interests on seeing the text.  It was decided that more text would be required to have the selection. Lily explained how TLS works  with Option III.  EAP  was also discussed in length. 
A straw poll was conducted for work item #2 on the options that were included in the summary slide. The result of the straw poll was Option II: 7/0/1 and Option III: 2/2/5. 
4. Thursday, March 18th, 2010, 1:30pm - 3:30pm

Chair started the meeting with some agenda changes. (DCN # 21- 10-0050-03-0sec). Agenda is approved. 

4.1  Summary of Proposed Security Solutions (DCN# 21-10-0049-03) by Lily Chen
Lily again presented the DCN # 21-10-0049-03-0sec and explained the rationale for the summary proposal for work item #1. Members discussed that for each work item the ideal case would be to select one. A straw poll was conducted for option A and option B. 
Option A: 6/0/0 

Option B:  0/3/2 

Lily also presented DCN #21-09-0179-00 that describes the document structure. It was discussed how the document text can be provided.  A tentative assignment was made to produce the draft text.
Work item #2:  Option 1:  Option 2  Subir, et al ; Option 3: Rafa 

Work item #1 Option A : Dapeng;  Option B:  Rafa, Subir 
4.2  Chair concluded the meeting with the closing notes (DCN #21-10-0070-0Sec).

