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IEEE P802.21 Media Independent Handover Services

Teleconference Minutes of the IEEE P802.21a Security Task Group 
Chair: Yoshihiro Ohba

Editor: Lily Chen

Minutes taken by Subir Das 

Date: February 02, 2010, 9:00 am -11:00 am,  US EST

Chair called the teleconference to order, reminded the IEEE-SA patent policy and introduced the participants:
List of Participants:

Rafael Marín-López (University of Murcia)
Fernando (University of Murcia)

Kern Randall (Randall Consulting and NSA-IAD) 
Subir Das (Telcordia)

Lily Chen (NIST) 

Yoshihiro Ohba (Toshiba Corporation)
 Chair called the teleconference  to order and introduced the participants. Also reminded the IEEE SA patent and policy procedures. 

Lily Chen presented 21-10-0037-00-0sec that raises few questions that need to be discussed and clarified. 

Comment: The questions raised here may not correctly reflect the discussions that happened in Jan meeting. 
Q: What is the meaning of  key hierarchy in slide #3?  Is it derived from network access authentication.
A: Yes,  the key hierarchy is from network access authentication and it is EAP

Q: What is PAIK and why is needed?
A:  PAIK is derived after successful EAP authentication and  used to protect the MIH messages 
Q:  Which key is used by (D) TLS? Is it the key obtained from EAP?

A: MSK or rMSK obtained from EAP 

Q: Then PAIK may not be needed? 

A: Yes, you may be correct provided we do not want to protect initial MIH messages. 

Comment: Another approach could be to use the PAIK to protect MIH messages without using TLS.
Q:  For access control what kind of authentication server is used
A:   It is assumed to be AAA server 
Q: But there could be different AAA servers for different access technology
A:  Yes, that is true but no such deployment assumptions are made here. 
Q: Which aspect do we need to select during March?
A:  Both the options that are discussed in Jan meeting. 
Q: Is document #102 will be updated?
A:  Yes, the contributors plan to update a version 
Comment: It may be a good idea to resolve the issues and then see which part of the text makes sense for the draft specification instead of going to the rigorous process of down selection and voting.
Chair:  Yes that is possible as long as Task Group agrees on it. 
It was suggested to have the offline discussions and have some presentation ready for the next teleconference to explain both options. Contributors will work with the members and come up with the updated text. 
Teleconference ended at 10:35 am. 
