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IEEE P802.21 Media Independent Handover Services

Teleconference Minutes of the IEEE P802.21a Security Task Group 
Chair: Yoshihiro Ohba

Editor: Lily Chen

Minutes taken by Subir Das  and Rafa Marin Lopez
Date: January 12th, 2010, 3:00 pm -5:00 pm 
Chair called the meeting to order and the agenda (DCN #21-10-0007-01-0sec) is approved by unanimous consent.
Opening note by Chair (DCN # 21-10-0016-00-0sec) 

Chair mentioned that the November meeting was approved with WG meeting minutes and therefore no separate approval is required. 
Teleconference minutes (DCN # 21-10-0010-01-0sec) for Jan 05, 2010 was approved by unanimous consent.

Rafa presented  DCN # 21-09-0164-07-0sec and explained the background. 

Q:  Slide #8, the logical boxes are correct. Do you think the arrow that pushing the key 
Q: Is AAA in slide #8 is media independent framework or media independent AAA? 

A:  It is a normal AAA server.  However, there could be tow different credentials. For example, Wi-Fi may have one and Wi-MAX may have another one. 

Q:  Do we need separate credential for MIA?

A: It is not necessary. There is no need for a separate credential for MIA

Q:  Are MSK` and MSK different?

A: Yes.

Q: How is the original MAC operation? 
A; it is the same as key installation in normal MAC for example, PMK cache in regular 802.11

Q: For reactive key distribution,  MSA needs to send the EAP message to local server 

A:  Yes. The local server can also route to the correct  server which handles the MIA
Q: What is the difference between Push key and proactive pull key distribution?

A: There is no EAP authentication in Push key distribution.  Also there is no key hierarchy for proactive pull key distribution. 

Q:  Network PoS is a media specific authenticator.  Is there is an IP communication available, do we need an MIA?

A:  There may not be a direct IP connection available for media specific authenticator. In some scenarios PoS will be treated as media independent authenticator. 
Q:  One should go to the end users who will use the architecture

A: Yes, we would do this.

Q:  If you introduce a new entity in the network, then you should go the appropriate group. You should also send a liaison to the appropriate group. 
Chair mentioned that he will start talking with WiMAX Forum members and try to socialize the idea.

Discussion took place for a long and  Rafa clarified the questions.  Because of time, Chair suggested that Rafa should continue the presentation tomorrow and then present the different architecture alternatives.

Jan 13th, 2010, 1:00-3:00
Agenda is updated and approved  (DCN #21-10-0007-01-0sec)

Rafa presented DCN# 21-09-0164-07-0sec. 
Comment: Slide #10, there could be two models. In one case PoS is EAP authenticator and in another case it may not be an authenticator

A:  Yes it is correct.

Q:  WiMAX forum has defined the Single radio handover. What is the value of adding 802.21a

A:  If  WiMAX Forum is not using MIH protocol then there is nothing we can force but if they are using MIH protocol then .21 can bring the value. 

It was suggested to have an offline discussion with WiMAX Forum

Chair will initiate an offline discussion with WiMAX Forum folks 

Rafa presented DCN #21-10-0026-00-0000  that discusses the pros and cons between different architectures. 
Rafa presented DCN #21-10-0027-00-0000  that gives the snap shot of different architecture alternatives

Chair discussed the draft conclusion DCN #21-10-0028-00-0000) and will send the editor for her comments. The document will be again discussed tomorrow morning and Chair will wait for Lily’s comments.  
Subir presented DCN #21-10-0022-00-0000 for discussion.  The main objective was to show the audience that there is no need of additional entities in the proposals presented in 802.21a about key distribution in contrast with the architecture for single radio handover in WiMAX Forum. This tries to clarify a comment  about whether there was in need of a new entity taking into account  802.21a architecture and  current WiMAX single radio handover architecture.

In particular, the presentation shows  a direct mapping between proposals for working #1 and the WiMAX architecture for single radio handover. What it is called MIA in IEEE 802.21a is indeed the WiFi SFF. W1 and Ry interfaces are also depicted matches with the proposal in IEEE 802.21a. Thus IEEE 802.21a does not add new entities more than those defined in WiMAX architecture.
Q: what it is the added value of 802.21a taking into account that WiMAX forum has sketched a single radio handover architecture. 
A lot of discussions took place and following is a brief summary:

· There is no problem with working item #2 and single radio handover architecture. (802.21a chair notes that recent discussion in the TG may lead to a solution where working item #2 can provide assistance to carry out working item #1.
· The question is more related with working item #1 and Vivek  mentioned that what are the benefits of working item #1 in the context of WiMAX single radio handover. 

· Rafa commented that  that working item #1 can further improve the authentication time performed during single radio handover. The technical reason is that even when the media-specific authentication is performed proactively in single radio handover, if that takes a lot of time (e.g. EAP-TLS is used and fragmentation is needed) it may not be finished at the time the MN performs the handoff. Thus, there are technical benefits in the proposals in working item #1 that can add value to the single radio handover architecture.
· Taking into account second bullet, the suggestion is to go WiMAX Forum and tells them about these benefits. The possibility of sending a liaison to WiMAX forum was considered
Jan 14th, 2009, 8:00-10:00 am
Subir presented DCN #21-10-0029-00-0000-0Sec to clarify the question asked regarding TLS

Vivek presented DCN #21-10-0030-00-0Sec  

Q: Does this presentation affect the down selection in March?  Is there any proposal to address these use cases?

A: Possibly there is no impact to the down selection. However, we should think these are industry need and .11u is addressing these problems in more details for hotspots. The purpose of this presentation is to make aware of these problems, activities and then see if 802.21a can address some of these problems. Author will try to make a detailed presentation in March meeting and after that the task group can see the relevance and then we can discuss next steps. 
Chair presented DCN # 21-10-0031-0000 as closing notes and the summary is:

Work Item #1 architecture (21-09-{0164,0026, 0027,0028})

· Identified all possible solution alternatives (in terms of key hierarchy and key distribution) and their implications

· Two types of solutions should be allowed:

· Solution 1 with a new key hierarchy for WI#1 keys generated from WI#2 are used for generating keys for WI#1

· Solution 2 without a new key hierarchy for WI#1 keys for WI#1 are generated independently of keys generated for WI#2

· The new terms “MIA-KH” and “MSA-KH” do not have to be introduced (“PoS” and “PoA” should be fine)

Work Item #2 

· Use of TLS for protecting MIH signaling is feasible for the computing and storage limited mobile devices (21-10-0028)

· Need for secure information access for WiFi hot spot clients in unauthenticated state is emphasized (21-10-0030)
The meeting was adjourned at 9:30 am.

