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IEEE P802.21 Media Independent Handover Services

Teleconference Minutes of the IEEE P802.21a Security Task Group 
Chair: Yoshihiro Ohba

Editor: Lily Chen

Minutes taken by Subir Das 

Date: February 16, 2010, 9:00 am -11:00 am,  US EST

Chair called the teleconference to order, reminded the IEEE-SA patent policy and introduced the participants:
List of Participants:

Rafael Marín-López (University of Murcia)
Fernando (University of Murcia)

Subir Das (Telcordia)

Lily Chen (NIST) 

Yoshihiro Ohba (Toshiba Corporation)
 Chair called the teleconference  to order and introduced the participants. Also reminded the IEEE SA patent and policy procedures. 

Rafa presented 21-10-0041-00-0sec which describes the options for discussion and some conclusions

Q:  In Approach-I, is it assumed that the transport is TCP or UDP?
A:  Yes 
Q: How do we protect the MIH when transported over link layer frames? 

A:  This is not possible using (D)TLS session protection
Conclusion: Approach –I will not provide MIH message protection when transported over L2 frames, for example, Ethernet.  

Q: What is the difference between I.a and I.b?
A:  In I.a  PoS is not and EAP authenticator but in I.b PoS is an EAP authenticator while do  not introduce any new key hierarchy.
Q: Can we add layers in Approach-II for MIH protection? 
A:  Do we need this since MIH can be transported over L3 and L2?  
Q: It may be a good idea to clarify this
A:  Ok, we will do it. 
Q: In Approach –II, are we transporting the TLS record over MIH?
A: Yes
Comment:  We assume an unsecured link over MIH.  We transport TLS record over MIH. After TLS handshake, the record header is protected. Now MIH is outer header and the content can be more than the record header and that needs to be protected as well. 

Q: Can we draw details on record layer and MIH header to understand it better?
A:  Yes, let’s plan to do it for next version. 
Conclusion: Approach-II can work over both L3 and L2 transports as opposed to Approach-I. However, we may need to have some additional discussions whether to transport the keys after the successful TLS  or using MIH inner or outer header as proposed in doc #102. 
Q: I do not see any difference between Approach-III.b and III.c  on the comparison table
A:  Yes, that’s correct, we will add some explanations. 
Q: Can we say that Approach III.b case 1 and Approach III.b case 2  may use different ASes?
A:  Yes, we will do that. 
Some initial Conclusions: 
Approach –I:  there are issues with lower layer transport. 

Approach –II:  there need to have more investigations regarding TLS and MIH inner and 

                         outer header

Comment:  In Approach III, there are many things missing, for example, it does not define which specific way the MIH messages will be protected, which algorithms, how they are negotiated, Crypto agility and so on…
Approach –III:  It may not be possible to have any conclusion since it does need to have additional things as described above. 

Comment:  Is it possible to add IEs or PoS discovery to the summary proposal? 
Chair suggested that the proposers should continue the discussion and come up with some proposals that will help the Task Group to understand the goal in March meeting.  
Comment: Let’s target the March meeting to present the summary and proposed approaches. 

The participants of today’s telecon think that the down selection should be based on the summary that will be presented  in March meeting and other proposers would be requested to check whether their proposed approach is still included or not in this summary. 
Chair will work on the process and notify to the Task Group.

