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	Without Key Hierarchy
	With Key Hierarchy

	Push
	Pros
	· Less complexity in key derivation
	- Just a single EAP authentication performed at media-independent level

	· 
	Cons
	· Need for a standard protocol for push
· Need for integration with media-specific spec. 
· Need distinct EAP auth for every MSA
· Need for maintain a state in MIA
· Need for separate auth for MIH protection
	· Need for a standard protocol for push

· Define the key derivation process

	Reactive Pull
	Pros
	N/A
	- No changes to the media-specific wireless technology spec are required.
- No change in the configuration parameters in the deployed MSA-KHs if they routes to the local AAA proxy. 

	· 
	Cons
	N/A
	-Use of an EAP method or EAP fast-reauthentication mechanism  based on symmetric keys.
-Add a route entry in the target MSA-KH if a direct contact with the MIA is required.
- MIA has to act AAA server

	Proactive Pull
	Pros
	· Less complexity in key derivation
· No need for AAA server on MIA

· No need for separate auth for MIH protection
	-  The time to perform the proactive pull key distribution is further reduced.



	· 
	Cons
	· Need modification to MSA for processing L2 frame tunneled between MIA and MSA

· Need tunneling protocol between MIA and MSA
	· MSA-KH must be modified to accept L2 frames over the wired link.

· A protocol to transport these L2 frames is required.
· The MIA acts as AAA server
· An EAP method or EAP fast-reauthentication mechanism  based on symmetric keys must be used.
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