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IEEE P802.21 Media Independent Handover Services

Teleconference Minutes of the IEEE P802.21a Security Task Group 
Chair: Yoshihiro Ohba

Editor: Lily Chen

Minutes taken by Subir Das 

Date: January 5th, 2010, 10:00 am -12:06 pm EST

Chair called the teleconference to order, reminded the IEEE-SA patent policy and introduced the participants:
List of Participants:

Rafael Marín-López (University of Murcia)
Fernando Bernal (University of Murcia)

Kern Randall (Randall Consulting and NSA-IAD) 
Subir Das (Telcordia)

Lily Chen (NIST) 

Yoshihiro Ohba (Toshiba Corporation)
Da Peng Lu (China Mobile) 
Chair called the teleconference  to order and introduced the participants. Also reminded the IEEE SA patent and policy procedures. 

Lily Chen presented 21-09-0199-02-0sec with some background information. 
. 

Q: Slide #6, although full authentication is performed in higher layer but EAP is carried over lower layer, EAPOL. So it is not truly a higher layer, correct?
A: Yes
Q: Is there any impact to the 802.11 standard  if  a new MIA key hierarchy is added or is it just an implementation interface since 802.11 standards does not define the interface between R0 and R1.
A:  Yes
Q:  Slide #7, basically, MIA can send an MSK to PMK-R0 key holder
A: Yes, that is correct
Q: Slide #7 is the push key distribution
A:  Yes, that may be correct but this slide is not meant for key distribution discussion.
Q:  Are you saying that in 802.16e, two different BSes can share the same AKs?
A:  Yes that’s my understanding. 
Q:  Slide #9,  you say that MIA may deliver the MSK to the BS, is this correct?
A:  It should be authenticator not BS. 
Q: Is the interface between authenticator and BS a standard interface?
A:  I believe no.
Comment: In WiMAX, ASN-GW is authenticator and there is a defined interface between ASN-GW and BS.
Q: For proactive authentication, MIA can be used for establishing R0-PMK during proactive authentication for fast BSS transition for 802.11, is this understanding correct?

A:  Yes
Q: The decision about EAP method is in the EAP server as policy, it is neither decided by MN or pass through authenticator
A:   Yes, that is correct and it is operator’s policy. 
Comment:  It seems the assumption in slide #17 is different that Fernando and Rafa had.  In their assumption, R0 key holder needs to be involved 
Q: According to slide #17, the assumption is that MIA is acting as proxy of key distribution, correct?
A:  Yes
Q:  Is the assumption is EAP authentication is performed over MIH and replacing the MSA authentication, correct? 
A: Yes. 
Q: You mean media specific parameters are carried over MIH
A: Yes. 
Q: Is the understanding correct that media specific authentication is done differently via MIA? 
A: Yes, but the authentication parameters and methods are media specific. 

Rafa couldn’t present his contribution because of time. 

Chair suggested that Rafa and Lily should have some offline discussions before next week meeting. Rafa has agreed to do so and will have a presentation during next week Interim meeting in San Diego.
