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IEEE P802.21 Media Independent Handover Services

Tentative Minutes of the IEEE P802.21 Working Group 
Session #34 Meeting, Big Island, HI, USA
Chair: Vivek Gupta

Vice Chair: Subir Das

Secretary: H Anthony Chan

(Version:  Technical corrections from last version are as marked in red.)

1. First Day AM2 Meeting: Kona 1; Monday, September 21, 2009
1.1  802.21 WG Opening Plenary (Chair of IEEE 802.21WG): Meeting is called to order by Vivek Gupta, Chair of IEEE 802.21WG at 10:35AM with opening notes (21-09-0149-00).
1.2  Approval of the May 2009 Meeting Agenda (21-09-0136-02-0000)

1.2.1 There are 9 timeslots.  
1.2.2 Additional sessions, if needed, may be added. 

1.2.3 802.19 will finish on Thursday

1.2.4 Agenda (21-09-0136-02) is approved with unanimous consent.
1.3  IEEE 802.21 Session #34 Opening Notes 

1.3.1 WG Officers

1.3.1.1 Chair:
Vivek Gupta

1.3.1.2 Vice Chair:
Subir Das

1.3.1.3 Secretary:
Anthony Chan

1.3.1.4 Editor: David Cypher

1.3.1.5 802.11 Liaison: Clint Chaplin

1.3.1.6 802.16 Liaison:
Peretz Feder

1.3.1.7 IETF Liaison:
Yoshihiro Ohba
The WG has 34 voting members as of this meeting. 
1.3.2 Network information for the documents

1.3.2.1 https://mentor.ieee.org/802.21/documents
1.3.3 Session Times

The session times have been changed to the following 
	 
	Monday
	Tuesday
	Wednesday
	Thursday

	AM-1
	Joint Opening Plenary
	 
	Security TG
	

	AM-2
	802.21 WG Opening Plenary
	
	Security TG
	

	PM-1
	802.21 WG
	HBS TG
	
	

	PM-2
	HBS TG
	Security TG
	802.21 WG Closing Plenary
	 

	Eve
	Smart Grid Workshop
	 
	Social
	 


(Note: this schedule will be superceded by subsequent changes, e.g., in 2.4 below)
1.3.4 Attendance and voting membership are presented.

1.3.4.1 Attendance is taken electronically ONLY at http://murphy.events.ieee.org/imat   

1.3.4.2 There are 9 sessions total including 802 plenary is included, but not the tutorial. There is extra credit for Extra credit for ES-ECSG sessions. One needs at least 75% attendance for the attendance at this plenary to count towards voting status. 
1.3.4.3 Reciprocal attendance include 802.16/18/20 etc., but must mark 802.21 in order to count towards 802.21.
1.3.4.4 Voting membership is described in DCN 21-06-075-02-0000

1.3.4.5 Maintenance of Voting Membership

Two plenary sessions out of four consecutive plenary sessions on a moving window basis

One out of the two plenary session requirement could be substituted by an Interim session
1.3.4.6 Members are expected to vote on WG LBs. Failure to vote on 2 out of last 3 WG LBs could result in loss of voting rights
1.3.5 Miscellaneous Meeting Logistics are presented.

1.3.6 Rules on registration and media recording policy are presented.

1.3.7 Rules on Membership & Anti-Trust are presented

1.3.8 Rules to inform about patents are presented as follows:
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Participants, Patents, and Duty to Inform

All participants in this meeting have certain obligations under the IEEE-SA Patent 

Policy.  Participants: 

–

“Shall inform the IEEE (or cause the IEEE to be informed)” of the identity of each 

“holder of any potential Essential Patent Claims of which they are personally aware”

if the claims are owned or controlled by the participant or the entity the participant 

is from, employed by, or otherwise represents

•

“Personal awareness” means that the participant “is personally aware that the holder may 

have a potential Essential Patent Claim,” even if the participant is not personally aware of 

the specific patents or patent claims

–

“Should inform the IEEE (or cause the IEEE to be informed)” of the identity of “any 

other holders of such potential Essential Patent Claims” (that is, third parties that 

are not affiliated with the participant, with the participant’s employer, or with 

anyone else that the participant is from or otherwise represents)

–

The above does not apply if the patent claim is already the subject of an Accepted 

Letter of Assurance that applies to the proposed standard(s) under consideration by 

this group

Quoted text excerpted from IEEE-SA Standards Board Bylaws subclause 6.2

•

Early identification of holders of potential Essential Patent Claims is strongly encouraged

•

No duty to perform a patent search

Slide #1
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Patent Related Links

All participants should be familiar with their obligations under

the IEEE-SA Policies & Procedures for standards development.

Patent Policy is stated in these sources:

IEEE-SA Standards Boards Bylaws

http://standards.ieee.org/guides/bylaws/sect6-7.html#6

IEEE-SA Standards Board Operations Manual

http://standards.ieee.org/guides/opman/sect6.html#6.3

Material about the patent policy is available at

http://standards.ieee.org/board/pat/pat-material.html

Slide #2

If you have questions, contact the IEEE-SA Standards Board Patent Committee 

Administrator at patcom@ieee.org or visit http://standards.ieee.org/board/pat/index.html

This slide set is available at http://standards.ieee.org/board/pat/pat-slideset.ppt
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Call for Potentially Essential Patents

• If anyone in this meeting is personally aware of 

the holder of any patent claims that are potentially 

essential to implementation of the proposed 

standard(s) under consideration by this group and 

that are not already the subject of an Accepted 

Letter of Assurance: 

– Either speak up now or

– Provide the chair of this group with the identity of the holder(s) of 

any and all such claims as soon as possible or

– Cause an LOA to be submitted

Slide #3


1.3.9 Chair asked whether there are any .21 WG participants to identify any potentially essential patent claims. None. 

1.3.10 Other guidelines for IEEE WG meetings, including discussions that are inappropriate are presented. 
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Other Guidelines for IEEE WG Meetings

•

All IEEE-SA standards meetings shall be conducted in compliance with all 

applicable laws, including antitrust and competition laws. 

–

Don

’

t discuss the interpretation, validity, or essentiality of patents/patent claims. 

–

Don

’

t discuss specific license rates, terms, or conditions.

• Relative costs, including licensing costs of essential patent claims, of different technical 

approaches may be discussed in standards development meetings. 

– Technical considerations remain primary focus

–

Don

’

t discuss or engage in the fixing of product prices, allocation of customers, or 

division of sales markets.

–

Don

’

t discuss the status or substance of ongoing or threatened litigation.

–

Don

’

t be silent if inappropriate topics are discussed 

…

do formally object.

---------------------------------------------------------------

See IEEE-SA Standards Board Operations Manual, clause 5.3.10 and “Promoting Competition and Innovation: What You 

Need to Know about the IEEE Standards Association's Antitrust and Competition Policy” for more details.
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1.3.11 LMSC Chair’s guidelines on commercialism at meeting are presented.

1.3.12 Rules on copyright are presented. Note that the copyright procedures are being updated. 
1.3.13 Chair: How many people are attending the IEEE 802.21 WG meetings for the first time? Floor: counted 0
1.4  Summary of the Completed Work

1.4.1 802.21 base Specification

1.4.1.1 Std 802.21-2008 has been published in January 2009.

1.4.2 Task Group Status

1.4.2.1 802.21a Security TG: Proposals under discussion

1.4.2.2 802.21b Handover with Broadcast Services: Call for Proposals
1.4.3 Other Activities

1.4.3.1 Discussions on Single Radio Handovers/Revision PAR  

1.4.3.2 Update from FMCA on Interoperability and plug-fest

1.5  Objectives for the September Meeting

1.5.1 Task Group Activities
1.5.1.1 802.21a: Security Extension to MIH Services
Presentation of Proposals

1.5.1.2 802.21b: Handovers with Broadcast Services

Presentation of Proposals

1.5.2 Other Activities

Single Radio Handover PAR

MRPM PAR

FMCA Update

ES-ECSG
1.6  Handover scenarios

1.6.1 WiMAX (( WiFi 

1.6.2 WiMAX (( WiMAX 3GPP/2 

WiMAX Forum is responsible for certification and interoperability of all WiMAX devices and network equipment. WiFi Alliance responsible for certification and interoperability of all WiFi devices and network equipment. IEEE needs to work with WiMAX Forum and WiFi Alliance to enable these scenarios.

1.6.3 WiFi (( 3GPP 
3GPP I-WLAN and UMA specifications have been developed for this scenario.

1.7  July Plenary Meeting Minutes (21-09-0134-00-0000).

1.7.1 The minutes are approved with unanimous consent
1.8  802.21a Security task group update (21-09-0151-00) is presented by Yoshihiro Ohba

1.8.1 Progress so far:

January 2009: The 1st 802.21a meeting: Initial CFP discussion

Between Jan and March: Two Teleconferences

March 2009: Issued CFP: 7 proposals were submitted in response to CFP

May 2009: Proposal Presentation I: The 7 proposals were presented and discussed

Between May and July 2009: Three teleconferences

July 2009: Proposal Presentation II

Between July and Sept 2009: Two teleconferences
1.8.2 Agenda for September meeting:

1.8.2.1 Tuesday, September 22nd , 2009,  PM2

Proposal Presentations (two presentations)

1.8.2.2 Wednesday, September 23rd, 2009, AM1 & AM2

Key distribution discussion

Study on 802.11r approach

Editor’s exercise presentation for generating a 21a baseline
1.8.3 Main Objectives of this meeting:
The third (and last) Proposal Presentation to present and discuss 802.21a proposals

Reach consensus on key distribution approach

Achieve harmonization among proposals as much as possible before Down-selection in November meeting.
1.9  802.21b broadcast handover (21-09-0150-00) presented by Juan Carlos Zuniga
1.9.1 Proposals
2 proposals received so far are to be presented in this meeting.
1.9.1.1 Hongseok Jeon presentation on Monday (21-09-0143)
1.9.1.2 Catherine Livet presentation on Tuesday (21-09-0141)

1.9.2 Next steps to be discussed
1.10  Updates from 802 EC Workshop

Emergency Service is out of 802.21 .
MRPM is considered to be close to handovers and hence can be considered as part of 802.21. 
1.11  Emergency Services ECSG Plans for September

Taking the PAR from July and update it based on received inputs.
1.12  TVWS Plans for September

802.19 is coordinating the use by 802.11 and 802.22 etc. 
802.11 and 802.22 are looking at how their devices are using the TVWS band. 
Feedback to their PAR’s may be submitted to the respective WGs. 
1.13  Smart Grid Plans for September

Workshop organized by 802.11 on Monday evening

1.14  Liaison Update.

802.21 appointed Gideon Reid an FMCA liaison, but he is no longer with BT/FMCA so that the liaison is no longer applicable. 

802.16 liaison is not participating in IEEE 802.16 and 802.21. Need to check whether replacement is needed. 
1.15  Recess at 12:22PM 

2. First Day PM1 Meeting: Kona 1; Monday, September 21, 2009
2.1  Meeting is called to order by Vivek Gupta, Chair of IEEE 802.21WG at 1:30

2.2  Single Radio Handover PAR (21-09-0146-01-0000) is presented by Shubhranshu Singh
2.2.1 Explanatory note on single radio handovers (21-09-0145-00-0000)
2.2.2 Discussion:

The feedback from people in other WGs is generally favorable.

802.21 base spec does not prohibit single radio handover, but does not specify how to enable single radio handover.

Service continuity means no need to restart session (session continuity).
More discussion is requested. 
2.3  MRPM PAR (21-09-0021-04-mrpm) is presented by Anthony Chan
2.3.1 Presentation to explain MRPM is made to  (21-09-0069-03)

MRPM is not limited to handover.
The mention in Single radio handover PAR about power refers to reducing the peak power drawn from the battery  And that has an impact on the size of the battery required.
2.4  Agenda change

The following change is needed to accommodate time for PAR discussion.
	 
	Monday
	Tuesday
	Wednesday
	Thursday

	AM-1
	Joint Opening Plenary
	 
	Security TG
	

	AM-2
	802.21 WG Opening Plenary
	
	Security TG
	

	PM-1
	802.21 WG
	802.21 WG
	HBS TG
	

	PM-2
	HBS TG
	Security TG
	802.21 WG Closing Plenary
	 

	Eve
	Smart Grid Workshop
	 
	Social
	 


The following items are also moved to the Tuesday WG meeting. 3GPP Update; WiMAX Forum Update.
Changes are approved with unanimous consent.

2.5  Recess at 3:20PM 
3. Second Day PM1 Meeting: Kona 1; Tuesday, September 22, 2009
3.1  802.21 WG Meeting called to order by Vivek Gupta, Chair of IEEE 802.21WG at 1:33PM.

3.2  Single radio handover PAR (21-09-0146-02-0000) is presented by Shubhranshu Singh
3.2.1 Motion the 902.21 WG to approve the PAR and 5C as described in Document 21-09-0146-02 amd submit it to 802EC for further consideration in Nov 2009 meeting
3.2.1.1 Discussion: Interest on use of single radio handover has already been indicated in other standard bodies.
Moved by Shubhranshu Singh
Second by H Anthony Chan

Yes: 6

No: 0

Abstain: 1

Result: Motion passes

3.3  Discussion on MRPM PAR (21-09-0021-04-mrpm) 

3.3.1 Presentation to explain MRPM is made to  (21-09-0069-03)

The technology is initially for 802 networks but could be used by other technologies.
In addition to providing user experience, consider adoption of green technology

Is network assisted power management mentioned anywhere?

Suggest to provide use case in a separate document.
Suggest to document possible solution.
3.4  3GPP CT1 Update by Vivek Gupta
After 3GPP has adopted OMA, 3GPP has continued with OMA, defined OMA objects, already defined Inter-RAT handovers with 3GPP2 and 802.11/16

There were only 6 votes for 802.21 versus about 40 votes for OMA. The documents are:

http://webstats.3gpp.org/ftp/tsg_ct/WG1_mm-cc-sm_ex-CN1/TSGC1_55/Docs/

Contribution: C1-083435 captures decision on choice of communication protocol between UE and ANDSF

Presented at 3GPP CT1-55 Aug-2008

Ericsson, Infineon, ZTE, Nokia, Nokia Siemens Networks, Vodafone, Qualcomm, NTT DOCOMO, Telia Sonera, Research In Motion, Motorola, Verizon

~ 40 votes with major operators prefer OMA as opposed to 802.21

http://webstats.3gpp.org/ftp/tsg_ct/WG1_mm-cc-sm_ex-CN1/TSGC1_54/Docs/

Contribution C1-082793 presents Overview of 802.21

Presented at 3GPP CT1-54 June-2008

Intel, Telcordia, Toshiba America Research, InterDigital, Panasonic, BT 

6 votes support for 802.21
It was mentioned that 802.21 WG members don’t have much influence in 3GPP.

3.5  WiMAX Forum Update
The WiMAX documents are available to the WiMAX Forum members only 
3.6  Recess at 3:09PM 

4. Third Day PM2 Meeting: Kona 1; Wednesday, September 23, 2009
4.1  802.21 WG Meeting called to order by Vivek Gupta, Chair of IEEE 802.21WG at 4: 05PM.
5. 802.21 Closing Plenary

5.1  TV Whitespace Study Groups update is briefed by Vivek Gupta
TV Whitespace PAR from 11 and 19 are approved and being forwarded to 802EC. 802.22 is also updating their base PAR and also developing another new PAR. 
5.2  Emergency Services ECSG update is briefed by Vivek Gupta
Work on PAR is continuing with a few people participating. 
5.3  FMCA update is briefed by Juan Carlos Zuniga
5.4  802.21a Task Group Update (21-09-0154-01) is presented by Yoshihiro Ohba 
5.4.1 802.21a Report

5.4.2 Progress in September 2009 meeting

5.4.2.1 Completed proposal presentation III with detailed text

5.4.2.2 EAR-FRM 

5.4.2.3 Proactive auth and MIH Security

5.4.2.4 Key distribution and MIA/MSA discussions

Identified that pull model may not require any changes
5.4.2.5 Made exercise on generating an 802.21a document

5.4.3 Plan for November 2009 meeting

5.4.3.1 No down-selection in November.

5.4.3.2 More discussion on work item 1 with more detailed and comprehensive analysis on MIA/MSA architecture 

5.4.3.3 Continue the exercise for generating 802.21a document: each proposal is expected to have suggested document structure using the 802.21 syntax. 

5.4.4  Teleconferences

5.4.4.1 Oct 15 (Thursday) 10AM-noon Eastern Time

5.4.4.2 Oct 29 (Thursday) 10PM- Eastern Time

5.5  802.21b Task Group Update (21-09-0156-00) is presented by Juan Carlos Zuniga 

5.5.1 Progress

5.5.1.1 Call for proposals issues in July

New proposals are accepted in September and November

5.5.1.2 Two proposals received in November’s meeting

Hongseok  Jeon (ETRI)

Catherine Livet (InterDigital)

5.5.2 Next Steps

5.5.2.1 Proposals to be revised and presented again in November based on feedback received

5.5.2.2 New proposals still accepted in November
5.6  802.21 Single Radio Handover PAR

https://mentor.ieee.org/802.21/dcn/09/21-09-0146-02-SingleRadioHandovers-Par-5c.doc

Approved and to be forwarded to 802EC for consideration in Nov-2009 meeting

5.7  802.21 MRPM PAR

Good discussion with Cisco, feedback being incorporated

Use case document being prepared

15 day WG LB authorized to vote on this PAR for consideration during Nov 802EC meeting

=> Documents not available in time and hence LB rescinded

5.8  802.16 update is briefed by Vivek Gupta

16h and 16m are the two active projects.
Expecting letter ballot recirculation on draft for 16m.

5.9  802.11 update (21-09-0161-00) 
802.11u, v both go through sponsored ballot.

2 PAR’s are coming. 

Whitespace work is going on.

QoS amendment SG formed.

11s is still resolving security issues

(Report is not yet available at this time and the 802.11 meetings are still continuing. Clint Chaplin uploaded the report to server afterwards.)

5.10  Liaison report from IETF (21-09-0157-00) by Yoshihiro Ohba

5.10.1 MIPSHOP WG 

5.10.1.1 DHCP option for 802.21 mobility server (MoS) discovery

draft-ietf-mipshop-mos-dhcp-options-14

Status: RFC editor queue
5.10.1.2 Locating Mobility Servers using DNS 

draft-ietf-mipshop-mos-dns-discovery-07
Status: RFC editor queue
5.10.2 HOKEY WG

5.10.2.1 Pre-authentication Problem Statement 

draft-ietf-hokey-preauth-ps-09.txt

status: publication requested
5.10.2.2 HOKEY key distribution

draft-ietf-hokey-key-mgm-08.txt

status: IESG evalution

5.10.2.3 Re-charter discussion

802.21a is mentioned: “4) Assistance to the 802.21a group in specifying the integration of EAP
pre-authentication with IEEE 802.21a. The Hokey Working Group shall perform tasks that are complementary to and do not duplicate work being done in IEEE 802.21a.”
5.10.3 MEXT WG

5.10.3.1 Multi-CoA support (multiple CoAs bound to same HoA)

I-D.ietf-monami6-multiplecoa 

Status: RFC editor queue

5.10.3.2 RFC 3775bis

Extended WGLC

5.10.3.3 Secure BU mechanism as alternative to IKEv2/IPsec
Problem Statement: I-D.patil-mext-mip6issueswithipsec

Solution candidate I-D.korhonen-mext-mip6-altsec (Use of HTTPS for bootstrapping IPsec) 

Active discussions
5.10.3.4 Binding revocation binding
I-D. ietf-mext-binding-revocation

Status: IESG Evaluation, 3 DISCUSSES; More Security Considerations needed

5.10.3.5 Flow binding (mapping between flow and CoA)

I-D.ietf-mext-flow-binding defines transport of the mapping

Status: Got TSV Directorate Review and Ready for WGLC 

I-D. ietf-mext-binary-ts as flow description format

Status:  New WG draft
5.10.4 NETLMN WG

5.10.4.1 PMIPv6 heartbeat (between MAG and LMA)

I-D. ietf-netlmm-pmipv6-heartbeat

Status: RFC Ed. Queue

5.10.4.2 GRE Key Option for Proxy Mobile IPv6

I-D.ietf-netlmm-grekey-option

Status: RFC Ed Queue

5.10.4.3 IPv4 support for PMIPv6

I-D. ietf-netlmm-pmip6-ipv4-support: network-based IPv4 mobility support for MN

Status: Under IESG evaluation: 1 DISCUSS (IANA considerations)
5.10.5 NETEXT WG (Extenstions to PMIPv6)

5.10.5.1 Localized Routing

Problem statement: I-D.liebsch-netext-pmip6-ro-ps

5.10.5.2 Bulk Refresh

I-D.premec-netlmm-bulk-re-registration

5.10.5.3 LMA Redirection

I-D.korhonen-netext-redirect

5.10.6 BOFs 

5.10.6.1 NETEXT2: See their minutes http://www.ietf.org/proceedings/75/minutes/netext2.txt
5.10.6.2 MPTCP (Multipath TCP): See their minutes http://www.ietf.org/proceedings/75/minutes/mptcp.txt
5.11  Teleconference Schedule

The 802.21a teleconferences are:

Oct 15 (Thursday) 10AM Eastern Time

Oct 29 (Thursday) 10PM Eastern Time
5.12  WG motions
5.12.1 Motion: Having resolved issues and updated MRPM PAR/5C as 21-09-0021-07 Approve a 15-day WG procedural Ballot asking the procedural question “Should the MRPM PAR/5C, 21-09-0021-07 be forwarded to the IEEE 802 LMSC Executive Committee for its approval in Nov 2009?”

5.12.1.1 Moved: Junghoon Jee

5.12.1.2 Second: H Anthony Chan

5.12.1.3 Yes: 5

5.12.1.4 No: 0

5.12.1.5 Abstain: 3 

5.12.1.6 Motion passes 

5.13  Future session information

5.13.1 Plenary: Nov 15-20, 2009, Hyatt Regency, Atlanta, GA 

Co-located with all 802 groups
5.13.2 Interim: Jan 11-14, 2010  San Diego

Meeting co-located with 802.16 (16 starts at 1PM on Monday, ends on Thursday 6PM)
5.13.3 Plenary: March 14-19, 2010, Caribe Royale, Orlando

Co-located with all 802 groups

5.13.4 Interim: May, 2010,  Bangalore India
Meeting co-located with 802.16 (Registration fee: $400-500)
5.13.5 Plenary: July 11-16, 2010, Manchester Grand Hyatt, San Diego, CA

Co-located with all 802 groups

5.13.6 Interim: Sept, 2010 Location TBD

Meeting co-located with 802.16

5.13.7 Plenary: Nov 7-12, 2010, Hyatt Regency, Dallas, Texas

Co-located with all 802 groups
5.14  Adjourn at 5:12PM until November 2009 Plenary in Atlanta
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IEEE P802.21 Media Independent Handover Services

Tentative Minutes of the IEEE P802.21a Security Task Group 
Chair: Yoshihiro Ohba

Editor: Lily Chen

H Anthony Chan is taking the minutes
6. Second Day PM2 Meeting: Kona 1; Tuesday, September 22, 2009
6.1  Meeting called to order by Yoshihiro Ohba, Chair of IEEE 802.21a Security Task Group Chair at 4:00PM 

6.2  Meeting Agenda (21-09-0144-02-0sec) 

The agenda is as follows:

For PM2 on Tuesday, September 22nd , 2009:
	Subject
	Contributor
	Time

	Security TG  Meeting Called to Order
	Yoshihiro Ohba
	04:00pm

	Agenda for September 2009 Meeting
	Yoshihiro Ohba
	04:02pm

	Opening Note
	Yoshihiro Ohba
	04:05pm

	Approval of  outstanding meeting minutes
	Group
	04:15pm

	802.21a Proposal (0104-02)
	Rafa Marin Lopez
	04:20pm

	802.21a Proposal (0066-02/ 0102-02 / 142-00)
	Subir Das
	05:10pm

	Recess
	
	06:00pm


For AM1 and AM2 on Wednesday

	Subject
	Contributor
	Time

	Key Distribution Discussion (0126-02)
	Rafa & Subir
	08:00am

	A Study on IEEE 802.11r Approach (0148-01)
	Lily Chen
	09:00am

	Editor’s assessment on generating a 21a document
	Lily Chen
	09:30am

	Recess for Coffee Break
	
	10:00am

	Proposals harmonization discussion
	Proposers
	10:30am

	Closing Note
	Yoshihiro Ohba
	12:10pm

	Adjourn
	
	12:30pm


The agenda is approved by unanimous consent.

6.3  Opening Notes (meeting notes 21-09-0153-00-0sec)

6.3.1 Progress So Far
6.3.1.1 January 2009: The 1st 802.21a meeting

Initial CFP discussion

6.3.1.2 Between Jan and March: Two Teleconferences

6.3.1.3 March 2009: Issued CFP

7 proposals were submitted in response to CFP

6.3.1.4 May 2009: Proposal Presentation I

The 7 proposals were presented and discussed

6.3.1.5 Between May and July 2009: Three teleconferences

6.3.1.6 July 2009: Proposal Presentation II

6.3.1.7 Between July and Sept 2009: Two teleconferences
6.3.2 Main Objective of This Meeting
6.3.2.1 The third (and last) Proposal Presentation to present and discuss 802.21a proposals

6.3.2.2 Reach consensus on key distribution approach

6.3.2.3 Achieve harmonization among proposals as much as possible before Down-selection in November meeting 

6.3.3 List of 802.21a Revised Proposals 

6.3.3.1 Group 1: Work item #1 only

21-09-0060 (Security Related IEs)

21-09-0103 (Authenticator Discovery Mechanism)

21-09-0104 (EAP-FRM) to be presented in September meeting

6.3.3.2 Group 2: Work item #2 only

21-09-0059 (Protecting the IS e2e with hash tree)

21-09-0107 (Packet Level Authentication)

6.3.3.3 Group 3: Work items #1 and #2

21-09-0105 (Solution Proposal for 802.21a )

21-09-0066/ 0102  (Proactive Auth and MIH Security) to be presented in September meeting
6.4  July plenary meeting minutes (21-09-0138-00), and July  Teleconference minutes (21-09-0147-00)

These outstanding minutes are unanimously approved. 

6.5  802.11a proposal (21-09-104-02) is presented by Rafa Marin Lopez
6.5.1 21-09-0139-00 was also presented to explain received comments and the proposers’ response to the comments on the proposal.

6.5.2 Discussion

Comment that the proposed EAP method (i.e., EAP-FRM) should be defined in IETF.

Comment that there is already an Internet-Draft for the proposed EAP method.

Presenter agreed to ask IETF to publish the Internet-Draft as an Informational or Experimental RFC.
6.6  Answers to 802.11a proposal in (21-09-0142-00) is presented by Subir Das 

6.6.1 Updated proposal documents: (21-09-0066-02, 21-09-0102-02)
6.6.2 Answers to comment on how are keys derived.   

6.6.2.1 Section 3.4 describes the key generation algorithm whereby POA link address and MN link addresses are used 

MS-PMK =KDF(MI-PMK, “MS-PMK” | MN_LINK_ID | POA_LINK_ID | length)]

6.6.2.2 Keys are generated after successful authentication 

6.6.2.3 The POA-Link-Addr-List and MN-Link-Addr_List are represented as LIST(Link_ID) and the link end point in IEEE 802.21-2008 is L2 end point

6.6.2.4 MN can know the POA link layer address via IS
6.6.3 Answers to comment on whether pro-auth request and response in Figure 5 are integrity protected.   

6.6.3.1 Initial pro-auth request and response messages are not integrity protected 

6.6.3.2 IC TLV description is missing. Added them in 21-09-0066-02-0sec and also IC TLV is defined (reference slide #36)

6.6.3.3 Candidate authenticator can initiate the pre-authentication. 
6.6.4 Answers to comment on how pull mechanism works in Figure 13.  

6.6.4.1 The model of having MIA-KH as EAP server, MSA-KH as pass through authenticator, and MN as EAP peer, the pull mechanism would work

6.6.4.2 For push things seem to be complex since it needs media support

6.6.4.3 Further discussion:
The need of MIA-KH may be exemplified to enable MN to pro-authentication to a target network. 

The logical function of MIA-KH may be located in ERP server. 
The 802.21a TG Chair made a comment that it is OK for 802.21a proposals to *not* be deployable. We just need to include them in the specifications. 
6.7  Recess at 6:20PM

7. Third Day AM1 Meeting: Kona 1; Wednesday, September 23, 2009 
7.1  Meeting called to order by Yoshihiro Ohba, Chair of IEEE 802.21 Security Task Group Chair at 8:00AM
7.2  Agenda change (to be updated to 21-09-0144-03-0sec):

Added slot for Shubhranshu

For AM1 and AM2 on Wednesday

	Subject
	Contributor
	Time

	Key Distribution Discussion (0126-02)
	Rafa & Subir
	08:00am

	A Study on IEEE 802.11r Approach (0148-01)
	Lily Chen
	09:00am

	Editor’s assessment on generating a 21a document
	Lily Chen
	09:30am

	Recess for Coffee Break
	
	10:00am

	Proposals harmonization discussion
	Proposers
	10:30am

	PKMv2 discussion
	Shubhranshu Singh
	11:00am

	Closing Note
	Yoshihiro Ohba
	12:10pm

	Adjourn
	
	12:30pm


Change is unanimously approved.
7.3  Key Distribution Discussion (21-09-0126-02) is presented by Rafa Marin Lopez and Subir Das 

7.3.1 Background was in (21-09-0066-01) 

Refer to Architecture example A in slide 12
7.3.1.1 Given the authentication keys, the issue is how to provide keys to MN:

MN is first turned on, perform authentication for network access with MSA-KH using media-specific authentication mechanism. MIA-KH is not involved in this media-specific authentication.. 

Then MN performs .MIH authentication with MIA-KH.
MN now moves to a target network.

The key in the target network is in general different from that of the previous network. 

Pre-authentication: MN provides its credential to new network through previous attachment.
7.3.1.2 Pull: 
After performing pre-authentication, MN may go to the target network. It then requests media-specific authentication keys from MIA-KH via MSA-KH.  
7.3.1.3 Push: 

After performing pre-authentication, the media-specific authentication keys are pushed to MSA-KH when MN actually goes to the target network.

7.3.2 Options: 
7.3.2.1 Co-locate MIA-KH with existing AAA proxy/server For pull, no change in existing link-layer specifications or implementations is needed for the pull mechanism. Push requires changes.

7.3.2.2 Not co-locating MIA-KH with existing proxy/server. For pull, no change in existing link-layer specifications is needed, but changes in AP/BS implementations may be needed for routing AAA messages to MIA-KH or existing AAA proxy/server depending on whether media-specific authentication key is pulled from MIA-KH or existing AAA proxy/server. . Push requires changes.

7.3.3 Pull key distribution: 

Refer to Key distribution figure in slide 9 of 21-09-0126-02

7.3.3.1 Conclusion: For pull model, there is no need to change existing link layer specifications. In addition, if MIA is co-located with existing AAA proxy/server, there may be no need to change link layer AP/BS implementations.
7.4  A Study on IEEE 802.11r Approach (21-09-0148-02) is presented by Lily Chen

7.4.1 IEEE 802.11 4-way handshake 

After EAP authentication (not in 802.11), MSK is distributed from EAP server to authenticator. It then performs 4-way handshake using the 2 sets of keys: STA-PMK and AP-PMK.
802.11r key distribution: 802.21r states that “The protocol for distribution of keying material from the R0KH to the R1KH is outside the scope of this standard.”
7.4.2 What we learn:

7.4.2.1 Key distribution is not a part of IEEE 802.11r.

7.4.2.2 A specific EAP method is not a part of IEEE 802.11. 

7.4.2.3 It is independent to whether it is a Pre-authentication; Re-authentication; or Full-authentication. 
7.4.3 Do we have to introduce specific EAP methods in IEEE 802.21a?  
7.4.3.1 No. EAP methods are specified by IETF and included in specific WG drafts.
7.4.4 Shall MIHF or any IEEE 802.21 entities handle specific authentication? 

7.4.4.1 If it is in EAP layer or above, then we will need to add function of a peer, an authenticator, or a server the 21 entity. 

7.4.4.2 If it is a lower layer, then it cannot be media independent.
7.4.5 Need to address these fundamental questions, even if we need to change the schedule. 
7.4.5.1 There is no clear consensus on requirements and what 802.21a needs to accomplish.
7.4.6 Editor’s assessment on generating a 21a document (21-09-0155-00) is deferred to AM2 section

7.5  Recess at 10:05PM

8. Third Day AM2 Meeting: Kona 1; Wednesday, September 23, 2009
8.1  Meeting called to order by Yoshihiro Ohba, Chair of IEEE 802.21 Security Task Group Chair at 10:42AM 

8.2  Editor’s assessment on generating a 21a document (21-09-0155-00) is presented by Lily Chen

8.2.1 Exercise for Work item 1: add modifications to each existing clause, e.g., 
8.2.1.1 Terminologies (Clause 3);

8.2.1.2 New IEs and services (Clause 6);

8.2.1.3 New primitives (Clause 7);

8.2.1.4 MIH function and new messages (Clause 8);

8.2.1.5 New interface(?).  

8.2.2 Each proposer:

8.2.2.1 Identify the changes needed for each clause in IEEE 802.21-2008 to accommodate the proposed mechanisms – To see which way a given proposal can be included..
8.2.3 Exercise for Work Item 2

8.2.3.1 Add a new clause “Security” to cover MIH security: May need to introduce some new terminologies in Clause 3.

8.2.3.2 For protecting MIH (remote) message, multiple options may be included with specific recommendations, depending on the deployment environment. E.g. 
Define MIH specific protections (with MIH specific authentication); (With or without MIH specific authentication; or Integrity and/or confidentiality. Peer to peer model or cache/distribute model.)
Recommend transport layer protection such as TLS.
8.3  Proposal harmonization discussion

8.3.1 Discussions in previous presentations were already part of harmonization discussion. No additional harmonization discussion happened.
8.4  PKMv2 discussion (21-09-159-00) by Shubhranshu Singh
8.4.1 In WiMAX network reference model, ASN-GW is an EAP authenticator. BS as Authentication Relay transparently forwards EAP messages between MS and ASN-GW over R6 interface. 

8.4.2 Once EAP authentication is successful, AK is distributed from ASN-GW to BS using a key distribution message defined in a WiMAX Forum specification.
8.5  Closing Notes (21-09-0154-00) by Yoshihiro Ohba

8.5.1 Progress in September 2009 meeting

8.5.1.1 Completed proposal presentation III with detailed text

8.5.1.2 EAR-FRM: Proposer agreed to ask IETF to publish EAP-FRM Internet-Draft as Informational or Experimental RFC.  

8.5.1.3 Proactive auth and MIH Security: Detailed usage of IC TLV is added.
8.5.1.4 Key distribution and MIA/MSA discussions

Identified that pull model may not require any changes to link-layer specifications or implementations.
8.5.1.5 Made exercise on generating an 802.21a document

8.5.2 Plan for November 2009 meeting

8.5.2.1 No down-selection in November. 
8.5.2.2 More discussion on work item 1 with more detailed and comprehensive analysis on MIA/MSA architecture 

8.5.2.3 Continue the exercise for generating 802.21a document: each proposal is expected to have suggested document structure using the 802.21 syntax. 
8.5.3  Teleconferences
8.5.3.1 Oct 15 (Thursday) 10AM-noon Eastern Time

8.5.3.2 Oct 29 (Thursday) 10PM-midnight Eastern Time

8.6  Adjourn at 12:30PM until November plenary



9. Attendees

9.1  802.21 Attendees

	Name
	Affiliation
	Percentage

	H Anthony Chan 
	Huawei Technologies 
	90

	Lidong  Chen 
	NIST 
	50

	Subir  Das 
	Telcordia 
	80

	Reinhard  Gloger 
	Nokia Siemens Networks 
	80

	Gregory  Henderson 
	Research In Motion 
	90

	Junghoon  Jee 
	ETRI  
	80

	Hongseok  Jeon 
	ETRI  
	80

	Jin  Lee 
	LG ELECTRONICS 
	90

	Catherine  Livet 
	 InterDigital 
	80

	Michael  Lynch 
	 MJ Lynch and Associates
	100

	Rafa  Marin-Lopez 
	University of Murcia 
	20

	Roger  Marks 
	WiMAX Forum 
	60

	Shantidev  Mohanty 
	Intel 
	80

	Yoshihiro  Ohba 
	Toshiba  
	90

	Karen T Randall 
	NSA/IAD 
	80

	Shubhranshu  Singh 
	Samsung Electronics 
	90

	Juan  Zuniga 
	InterDigital  
	90



















































































