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IEEE P802.21 Media Independent Handover Services

Teleconference Minutes of the IEEE P802.21a Security Task Group 
Chair: Yoshihiro Ohba

Editor: Lily Chen

Minutes taken by Subir Das 

Date: September 02, 2009, 10:00 am -12:00 noon, EST

Chair called the teleconference  to order and introduced the participants:
List of Participants:

Rafa Lopez – Univ. of Murcia

Lily Chen – NIST

Da Peng Lu -  China Mobile 

Subir Das – Telcordia 

Yoshihiro Ohba – Toshiba  

Chair introduced the purpose of the call

Rafa presented the document : 21-09-0126-01-0sec. This document was prepared to trigger additional discussions on MIA-KH and MSA_KH interface. 
Q:  Does the EAP authenticator mean a pass through authenticator
A: Yes
Q:  How peer (MN) will know  which target MSA to go to?
A:  Peer needs to discover it, For example, by IS discovery
Q:  How the target MSA will know which AAA server to route the request?
A: In case of  ERP, it uses NAI TLV and for EAP-FRM we propose to use a userid TLV
Q:  If  MIA is a local ERP server, then do we need to change anything for ERP?
A: No. 
Q:  In case of EAP-FRM, what needs to be changed?
A:  The message from Target MSA to Candidate MIA needs to be updated
Q:  What is the purpose of double arrow in the MIH-Pre-auth/Proactive Re-auth 
A: To indicate that peer has performed the pre-auth earlier but it can be modified to reflect that this is not necessary to have this exchange for every time MN performs the handover.  It is true that there is no need to have this exchange as long as MN is served by the same MIA. 
Q:  Can slide #9 and Slide #10 be collapsed?
A: Yes, it can be done but we need to mention that peer needs to have the MSK.  One way would be to add some clarifying texts
Q:  Regarding slide #11 and #12, from MN’s perspective, whether the authenticator is centralized or distributed, it should be transparent.  If MIA-KH and MSA-KH are provided by separate vendors then some interoperability and protocol for interworking is needed
A:  Before we discuss this, our assumption is that there should not be any change in the current media specific authenticators. They control the port and interface and if they do not change, it will be hard to push the keys. 
Q:  What you mentioned, it seems that this is similar to alternative I
A: In alternative I, we assume that we work with other WG and introduce the push interface. 
Q:  It is better to remove the bullet 4 in slide #12
A: Yes, it is possible 
Q:  We can still discuss the push model and propose an interface and may be different for different WG
A: Yes, that is possible..
Q:  Recommendations to whom?

A: To other WG or vendors or whatever

Q:  Do you think 802.21a document will include some Push key distribution?

A:  Yes, we should include some requirements on this and if someone wants to support the Push mechanisms they should follow the requirements and they can use their own protocol. 

Comment: So what you  are saying that define the requirements for the interface and leave it that way.

Q:   So are we defining the interface or not?

A: For Pull key yes but for Push it is not

Q:  If something is defined already, do we need to define anything else?

A:  So far it is defined as Pull not Push.
Chair suggested that Rafa, Subir, Shubhranshu and Rafa should discuss this more and prepare  a presentation  during September meeting. 

Rafa presented the document : 21-09-0139-00-0sec. This document was prepared to answer the questions that were raised during July plenary 

Q:  I think before September meeting, we should answer that are we going to define as fast authentication protocol?
A: Yes, that’s true. There can be several choices in terms of methods: will there be one or multiple choices. Can we use MIH IS to determine which fast authentication protocol is supported?
Q:  In 802.21a, we have two projects: signaling security and MIH security.  What we all talked about here is on the first project. We need to make sure that we stay within the scope of the project
A: Our proposal is on the first project. 
Q:   I heard you mentioned about IS
A:  The reason IS was mentioned to figure out what options are being supported. 
Q:  What you said is correct but I need to read 802.21 Standard and understand it better.  This is a question for me as well.
A: No problem and we can discuss more if this is within the scope or not. 
Comment:  It seems that there are some concerns and the proposal would be to have some offline discussions.
Q:  There is no problem with a specific proposal but I think it is important to understand the scope.
Chair mentioned about Hokey re-chartering. There are some texts related to 802.21a work. It is good to have some opinions in the Hokey mailing list from IEEE members. We can have also some discussions during September meeting too. Does member has any  suggestions or comments?
Some members are willing to send questions/answers since some parts are not clear. At this point individual comments would be good. 

Chair asked if there are any additional questions today. Seeing none, the teleconference ended at 12:14 pm.















