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Minutes for IEEE P802.21a May 27, 2009 Teleconference 

Agenda for May 27 teleconference:

 - Distributed IS server model (by proposer of 21-09-0059)

 - Authenticator architecture (by proposer of 21-09-0066)

The following individuals participated in the call:

Anirudh Bhatt

Lily Chen

David Cypher

Subir Das

Nada Golmie

Anotnio Izquierdo

Rafa Marin Lopez 

Yoshihiro Ohba

Ajay Rajkumar

Shubhranshu Singh

Louis Taff

Lily Chen from NIST presented contribution 0059. She described the need for a distributed information service with the use of many POSs. Since the mobile node is moving, it needs to learn about its environment – neighbor information, service, security requirements.  The mobile node will receive information from a neighboring POS. This POS will provide authenticity and the MN will need to know where the information comes from to confirm the authenticity of the information it received. Every attacker can pretend to be a POS. However if the authenticity of the information can be verified, the MN can use the information.

There were questions about what mechanisms should be included in order for a POS to generate information locally in addition to information it relays from some other information servers, and for the ability of the MN to differentiate between the two cases. The chair asked that a detailed trust model is clarified especially for the mixed mode where the local POS has its own information server and how the POS obtains information from a central server. Also the chair asked for further investigations of the security threats. It was agreed that the discussion on this topic will continue in July.

Subir Das from Telcordia presented contribution 066 about the use of an MIH authenticator. It was agreed to update the presentation in order to show relevant performance trade-offs and benefits of the proposal. Additional discussions on the topic will resume in July.
