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1 Introduction

The information service specified in IEEE 802.21-2008 uses information elements (IEs) to carry necessary information to facilitate fast handover.  These information elements are described in Section 6.5.4, defined in Section 6.5.5. Their representation and query methods are specified in Section 6.5.6. 
Those information elements defined in IEEE 802.21-2008 do not include security related information about the potential candidate networks for a MN to handover to. However, security related information is crucial to make a handover decision and to prepare a fast handover such as fast authentication options (e.g. pre-authentication, proactive re-authentication, etc) supported by the network, which the candidate PoA is associated with.  This proposal introduces a set of security related information elements which may be included in 802.21a. The proposal also presents two options in defining the security related IEs for discussion. 
At this stage, the proposal is not intent to provide a complete list for the information elements to be included in 800-21a. Additional security related information elements, introduced and needed for the security mechanisms and features defined in 802-21a, may be further included. 
2 Security Related Information Service
Before a handover decision is made and a handover is executed, the following information may be needed for both the MN and the relevant network entities.  
· Authentication options:
· Authentication protocols 
· Extensible Authentication Protocol (EAP) 
· EAP-TLS

· EAP-TTLS

· EAP-GPSK

· EAP-AKA

· etc

· 3GPP AKA 
· etc

· Authenticator’s information – If EAP is used as the authentication protocol, then each PoA must be associated with an authenticator

· IP address;

· L2 address (If the authenticator is collocated with the PoA, then it may have the same L2 address as the PoA.);
· etc

· Fast authentication options – In order to make fast handover, it may execute a fast authentication through the following options:
· Pre-authentication 
· Direct pre-authentication 
· Indirect pre- authentication
· Re-authentication

· etc
· Layer 3 authentication and key establishment options
· MOBIKE (IKEv2 Mobility and Multihoming Protocol) 
· etc

· Security policies and infrastructure 
· Identity of CAs

· Identity of EAP server

· Support of tunnel based authentication

· Allow password based authentication
· Etc. 
The information will be represented by information elements. These information elements should be included in the 802-21a as additional IEs. 
3 Define Additional Security Related IEs in 802.21a
There are at least two options to define the aforementioned security related IEs.  
1 Add the IEs to existing containers;

2 Define a security container for the new IEs. 

In order to explore the pros and cons for each option and to make a decision in the future, we will provide the tentative text for each option. Please consider the listed information elements as place holders. The inclusion, representation, and completion will be finalized in the future. 
3.1 Add the IEs to Existing Containers
6.5.4 Information elements
Insert the following Information Elements in Table 10
:

	Name of information element
	Description
	Data type

	General information elements

	…
	 
	 

	Access network specific information elements

	IE_SEC_OPEN_AUTH 
	 Whether the security policy allows open authentication.
	BOOLEAN

	IE_SEC_PASSWORD
	 Whether the security policy allows password based authentication.
	Tbd

	IE_SEC_CA
	 Certificate authority ID
	Tbd

	PoA-specific information elements

	IE_SEC_AUTH_PROTOCOL
	 Which authentication protocol is supported for access authentication
	Tbd

	IE_SEC_EAP_METHODS
	 If it is EAP, then which EAP methods are supported
	Tbd

	IE_SEC_EAP_REAUTH
	 Whether to support re-authentication
	BOOLEAN

	IE_SEC_EAP_PREAUTH
	 Whether to support pre-authentication
	BOOLEAN

	PoA-specific higher layer service information elements

	IE_SEC_MOBIKE
	 Whether to support MOBIKE
	BOOLEAN


3.2 Define a Security Container
6.5.4 Information elements

Change the following text as indicated: 

The Information Service elements are classified into the following three groups:
a) General Information and Access Network Specific Information: These information elements give a general overview of the different networks providing coverage within an area. For example, a list of available networks and their associated operators, roaming agreements between different operators, cost of connecting to the network and network security and quality of service capabilities.
b) PoA Specific Information: These information elements provide information about different PoAs for each of the available access networks. These IEs include PoA addressing information, PoA location, data rates supported, the type of PHY and MAC layers and any channel parameters to optimize link-layer connectivity. This also includes higher layer services and individual capabilities of different PoAs.
c) Other information that is access network specific, service specific, or vendor/network specific.

d) Security information: These information elements provide information on authentication protocols, authenticator information associated with a specific PoA, fast authentication options, EAP methods, security policies, and other security related information. 

Insert the following Information Elements in Table 10:

	Name of information element
	Description
	Data type

	Security  information elements

	IE_SEC_OPEN_AUTH 
	 Whether the security policy allows open authentication.
	BOOLEAN

	IE_SEC_PASSWORD
	 Whether the security policy allows password based authentication.
	Tbd

	IE_SEC_CA
	 Certificate authority ID
	Tbd

	IE_SEC_AUTH_PROTOCOL
	 Which authentication protocol is supported for access authentication
	Tbd

	IE_SEC_EAP_METHODS
	 If it is EAP, then which EAP methods are supported
	Tbd

	IE_SEC_EAP_REAUTH
	 Whether to support re-authentication
	BOOLEAN

	IE_SEC_EAP_PREAUTH
	 Whether to support pre-authentication
	BOOLEAN

	IE_SEC_MOBIKE
	 Whether to support MOBIKE
	BOOLEAN


6.5.6.2.1 IE Containers
Insert the following bullet and table at the end of 6.5.6.2.1: 

· IE_CONTAINER_SEC – contains security related information as shown in Table 15. 

Table 15 – IE_CONTAINER_SEC definition

	Information element ID = (see Table G.1) 
	Length = variable 

	IE_SEC_OPEN_AUTH

	IE_SEC_PASSWORD

	IE_SEC_CA

	IE_SEC_AUTH_PROTOCOL

	IE_SEC_EAP_METHODS

	IE_SEC_EAP_REAUTH

	IE_SEC_EAP_PREAUTH

	IE_SEC_MOBIKE


4 Decisions to Make and Next Steps
In order to move forward, we will need to make the following decisions. 
1. Whether to add the security related IEs to the existing containers as demonstrated in Section 3.1 or define a new container as demonstrated in Section 3.2.  What are the pros and cons for each of the options? 

2. Besides introducing the related terminologies in Clause 3 and 4, shall we add one sub-clause in Clause 5.1 about security in the handover? 

3. What other security IEs are needed?  
4. Any other changes are needed for introducing the new IEs? 

� Here, the original defined information elements in each container are omitted. In 802.21a, it will replace table 10 with added information elements. 





5

