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IEEE P802
Media Independent Handover Services

Meeting Minutes of the IEEE P802.21 Security Study Group

Chair: Yoshihiro Ohba
Secretary: Y. Cheng
Mineral Hall F: Wednesday MT, July 16th, 2008
1. Security study group discussion 1 (AM1 8:00 AM)

1.1. Meeting called to order by Yoshihiro Ohba, Chair of IEEE 802.21 Security Study Group Chair at 8:10AM

1.2. Meeting Agenda
Document:

https://mentor.ieee.org/802.21/file/08/21-08-0204-02-0sec-security-sg-agenda.ppt
Presenter: Yoshihiro Ohba (Chair)
· Since the meeting started a little bit late, the starting time was updated for agenda 21-08-0204-01-0sec-security-sg-agenda.ppt uploaded as 21-08-0204-02-0sec-security-sg-agenda.ppt.

· Chair: Any comments or objections for the agenda?
· No response from the floor.
· Chair: The agenda has been approved.
1.3. Opening Notes
Document:

https://mentor.ieee.org/802.21/file/08/21-08-0222-00-0sec-security-sg-opening-notes.ppt

Presenter: Yoshihiro Ohba (Chair)
· The editor just got married in India last week, so cannot attend this meeting. 

1.4. Approval of May 2008 Meeting and June Teleconference Meeting Minutes
Document:

https://mentor.ieee.org/802.21/file/08/21-08-0173-00-0sec-may-meeting-minutes.doc
https://mentor.ieee.org/802.21/file/08/21-08-0175-01-0sec-june-5-teleconference-minutes.doc

https://mentor.ieee.org/802.21/file/08/21-08-0185-01-0sec-june-19th-teleconference-minutes.doc

Presenter: Yoshihiro Ohba (Chair)
· Chair: There was an update on the June 5th and June 19th teleconferences meeting minutes to add in Chair’s name for comments that the Chair commented as an individual based on a request by a member.
· Chair: Any objects for approving the meeting minutes

· No response from the floor.
· Chair: The minutes have been approved.
1.5. Discussion on PAR/5C Feedback

Document:
https://mentor.ieee.org/802.21/file/08/21-08-0223-00-0sec-par-feedback-response.doc

Presenter: Yoshihiro Ohba (Chair)
· This document is a response from the SG to the WG and EC.

· The comment number is assigned just for ease of address.
· Comment: The changes to the PAR should be tracked. This facilitates the EC to know what the differences were. Tracking changes should be done during the discussion. 

· Comment #1:

· Are we depending on “completion” or the “approval” of the 802.21 standard?

· Since the word is “completion” in the PAR form, we should address it as “complete.”
· Depending on the completion doesn’t mean it cannot start before the completion.

· No additional comments from the floor.

· Comment #2: Agree with the comment.

· Comment #3: Both 802.20 and LMSC chair have the same concerns.
· Update the text to address the purpose.
· Since the document title is “Security Extension,” shouldn’t the order be addressing the MIH protocol security first before minimizing the handover delay?

· The first purpose is to address the delay in the current IEEE 802 technologies while performing the handover in the security aspect. This is improving the 802.21 WG work.

· The second purpose is to increase the security of the MIH protocol.

· What is the difference between the “purpose” and the “need”?

· The “purpose” section is optional in the standards, but not optional in the PAR.

· Comment #4: This is from the email exchange within IEEEE 802.11 members.

· In IEEE 802.21 WG, the “heterogeneous” is for different media. We should not redefine “heterogeneous” differently.
· The P802.21 PAR also uses the term “heterogeneous”.
· The “heterogeneous” can be defined as different access networks.
· Chair: The updated document will be uploaded to the server.

· Chair: We will continue the discussion in AM2 slot (starting at 10:30AM).

1.6. Meeting ended at 10:09 AM.

Mineral Hall F: Wednesday MT, July 16th, 2008
2. Security study group discussion 2 (AM2 10:00 AM)

2.1. Meeting call to order by Yoshihiro Ohba, Chair of IEEE 802.21 Security Study Group at 10:38AM
Chair: The updated document is uploaded; we will continue the discussion of the changes.
2.2. Discussion on PAR/5C Feedback (continued)
Document:
https://mentor.ieee.org/802.21/file/08/21-08-0225-00-0sec-par-for-security-extensions.doc
Presenter: Yoshihiro Ohba (Chair)
· Displayed the IEEE 802.21 PAR to update the purpose sub-clause. (http://standards.ieee.org/board/nes/projects/802-21.pdf)
· Displayed the response email from other groups. (https://mentor.ieee.org/802.11/file/08/11-08-0880-01-0vht-reponse-to-official-comments.ppt)

· Removed any concerns on using the word “signaling” in the 5C section.

· Sub-clause 1.2 does not address standard for what.

· This is same as it is addressed by other submitted PARs.

· Motion 1
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Motion

• Motion: The 802.21 Security SG to Approve the PAR and 5C as described

in document https://mentor.ieee.org/802.21/file/08/21-08-0225-01-0sec-par-

for-security-extensions.doc for consideration by 802.21 WG

Moved by: Yoshihiro Ohba

Seconded by: Behcet Sarikaya

Yes: 19

No: 0

Abstain: 4

Result: Motion passes


· Motion 2

· IEEE 802.21 WG Chair: We can do the extension within the WG in an ad-hoc way. If the EC rejects it, then we can take back and discuss it. If the NesCom rejects it, then it’s probably because the 802.21 draft is not done.

· What does it imply if there is no security SG extension?

· We don’t want to go over the process on creating the Security SG.
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Motion

• Motion: The 802.21 Security SG to Approve an extension of 

the SG until next Plenary Meeting in November 2008 for 

consideration by 802.21 WG

Moved by: Subir Das

Seconded by: Ajay Rajkumar

Yes: 15

No: 1

Abstain: 4

Result: Motion passes


2.3. Status of TR Issues
Document: https://mentor.ieee.org/802.21/file/08/21-08-0145-04-0sec-security-tr-issue-list.doc

Presenter: Yoshihiro Ohba (Chair)
· We still need volunteers for general requirements, but the SG is ending this time. This is what all we can do.
2.4. Security Threat Analysis 
Document: https://mentor.ieee.org/802.21/file/08/21-08-0209-00-0sec-change-request-to-21-08-0107-02-0sec.doc
Presenter: Subir Das (Telcordia)

· The original contributor cannot attend, presenting on behalf of the authors. The document updates are based on the discussion result in the June teleconferences.
· Page 6. Identity Spoofing besides authenticating the MIHFID, has IPsec been discussed?

· This document does not address the actual solution.

· Page 8. Information Disclosure, the mediation can happen with other techniques also.
· No objection in adding this document into the TR.

· Chair: This will close the issues 2 and 12.

2.5. MIH Security Use Cases

Document: https://mentor.ieee.org/802.21/file/08/21-08-0181-02-0sec-mih-security-use-case.doc
Presenter: Lily Chen (NIST)

· This is a follow up from the Jacksonville meeting. The change request is to add text on further describing the use case already agreed.
· The blue colored texts are the changes.
· No objection in adding this document into the TR.
2.6. Analysis of EAP authenticator discovery 
Document: https://mentor.ieee.org/802.21/file/08/21-08-0202-00-0000-analysis-of-eap-authenticator-discovery.ppt
Presentor: Hui Den (China Mobile)

· Would like to receive more comments and discussion on how to determine the EAP authenticator.
· Is it common to use EAP notification as other means than success/failure?
· Does the approach on how to discover the authenticator belong to IEEE 802.21 WG?
· It would depend on whether the approach is for discovery of the authenticator or for providing a means to extend the EAP security mechanisms.
2.7. Closing

Document: http://mentor.ieee.org/802.21/file/08/21-08-0237-00-0sec-security-sg-closing-report-july-2008.ppt

Presenter: Yoshihiro Ohba (Chair)
· In the afternoon, the motion on approving the updated PAR will be brought to the WG.

· The TR document will be updated based on today’s discussion by the editor as the final outcome of the study group.

Meeting ended at 12:29PM

3. Attendance
3.1. Wednesday AM1
	Name
	Affiliation

	Babut, George
	Rogers Communications Inc.

	Bajko, Gabor
	Nokia Corporation

	Chan, Anthony
	Huawei Technologies Co., Ltd.

	Chaplin, Clint
	Samsung Electronics

	Chen, Lidong
	National Institute of Standards and Technology

	Cheng, Yuu Heng
	Telcordia

	Chiu, Ran-Fun
	Hewlett-Packard

	Das, Subir
	Telcordia Technologies Inc

	Deng, Hui
	China Mobile

	Gloger, Reinhard
	Nokia Siemens Networks

	Golmie, Nada
	NIST

	Han, James Jia
	Motorola Inc

	Kato, Toyoyuki
	ANRITSU ENGINEERING CO.,LTD

	Khatibi, Farrokh
	Qualcomm Incorporated

	Lyles, Joseph
	Telcordia Technologies

	Noll, Kevin
	Time Warner Cable

	Ohba, Yoshihiro
	Toshiba

	Rajkumar, Ajay
	ALCATEL-LUCENT

	Sarikaya, Behcet
	Huawei Technologies Co., Ltd.

	Simsek, Burak
	Fraunhofer Institute

	Tachikawa, Hitoya
	Kyocera

	Taff, Louis
	Ericsson

	Wu, Yingzhe
	ZTE Corp.

	Yokota, Tomoyoshi
	Kyocera

	Zuniga, Juan Carlos
	InterDigital Communications, LLC


3.2. Wednesday AM2
	Name
	Affiliation

	Babut, George
	Rogers Communications Inc.

	Bajko, Gabor
	Nokia Corporation

	Chan, Anthony
	Huawei Technologies Co., Ltd.

	Chen, Lidong
	National Institute of Standards and Technology

	Cheng, Yuu Heng
	Telcordia

	Chiu, Ran-Fun
	Hewlett-Packard

	Das, Subir
	Telcordia Technologies Inc

	Deng, Hui
	China Mobile

	Grigat, Michael
	Deutsche Telekom AG

	Han, James Jia
	Motorola Inc

	Kato, Toyoyuki
	ANRITSU ENGINEERING CO.,LTD

	Khatibi, Farrokh
	Qualcomm Incorporated

	Lyles, Joseph
	Telcordia Technologies

	Noll, Kevin
	Time Warner Cable

	Ohba, Yoshihiro
	Toshiba

	Rajkumar, Ajay
	ALCATEL-LUCENT

	Sarikaya, Behcet
	Huawei Technologies Co., Ltd.

	Simsek, Burak
	Fraunhofer Institute

	Tachikawa, Hitoya
	Kyocera

	Taff, Louis
	Ericsson

	Williams, Michael
	Nokia Corporation

	Wu, Yingzhe
	ZTE Corp.

	Yokota, Tomoyoshi
	Kyocera

	Zuniga, Juan Carlos
	InterDigital Communications, LLC
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