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1 Comment #2 in SB Recirc-4 from Tony Jeffree
· Comment: In your (revised) response to my comment #145 on the second recirc you state: "The MIH Protocol is interoperable at both L2 and L3. At L2 the MIH Protocol uses an ethertype as specified by MIH Protocol Ethertype to achieve interoperability. The IEEE 802.21 WG has applied for this ethertype with the IEEE ethernet assignment body. At L3 the MIH Protocol frames are encapsulated within IP frames using a transport protocol such as UDP/TCP/SCTP. Please refer to subclause 5.7. for more details on transport considerations. The protocol behavior is specified in clause 8." Firstly, if you haven't yet been allocated an Ethertype, then the specification is incomplete and cannot be published; please note that this isn't simply an administrative/editorial issue, as the Ethertype allocation process involves technical vetting of the protocol specification by the IEEE RA's consultant. Secondly, the specification of the protocol doesn't appear to make any clear statements about how L2 addressing is used "...when destination MIHF ID is not known to a sending MIHF" (8.3.1.) The following sentence in 8.3.1 states: "When MIH protocol message with broadcast MIHF ID is transmitted over data plane, the MIH protocol message is broadcasted over either L2 or L3 data plane." If what you are suggesting is that the protocol makes use of the broadcast MAC address (all F's), then think again; this is not a great idea in a LAN environment, as the scope of that address is literally every station on the LAN. No self-respecting protocol specification uses the broadcast MAC address these days. If you mean to use one or more of the reserved group addresses specified in Clause 8 of IEEE Std 802.1Q that have defined transmission scopes within LAN environments, then you'd better specify which addresses you plan to use, and in what circumstances.

· This contribution addresses only second part of comment. 
· Proposed resolution by commenter – consider the resolved group addresses specified by IEEE 802.1Q
2 Text Changes
Text changes are made for two purposes. 
(1) The first purpose is for addressing the comment #2. For this purpose, one of the reserved group MAC addresses in P802.1aj is considered for MIH function discovery over L2. 
(2) The other purpose is to correctly reflect media specific MIHF discovery mechanisms which are already adopted in the draft standard (IEEE P802.11u) and published standard (IEEE Std 802.16g-2007). 
[1] In order to correctly reflect what is accepted in 802.11 and 802.16, make the following modifications for clarification:

5.7.4.2 Controlled port blocked state Until authentication has been completed, the controlled port is in blocked state so that MIH messages cannot go through. However, in IEEE 802.11 and IEEE 802.16 networks, MIH messages (MIH messages are limited to Information Service Query Request/Response, Event Service and Command Service capability discovery only) can be transported via the management plane prior to authentication.
[2] Text in 5.7.5 is not correct according to the approved 802.16 standard (IEEE Std 802.16g-2007 or merged Rev2 draft standard- please refer to 14.2.2 of latest IEEE 802.16 Rev2 draft). PKMv2 control messages can never be transmitted over CS_SAP. Delete the subsection 5.7.5.
5.7.5 802.16 using privacy and key management (PKMv2) and negotiated cipher suite 
In an IEEE 802.16 network using privacy and key management (PKMv2) and negotiated cipher suite, message exchange between peer MIHF may be supported by MAC service through CS_SAP in addition to IP transport. Before authentication and association, only MIH information service and MIH capability discovery messages can be transported using M_SAP via the management plane.
 [3] Change Clause 6.2.3 as follows to better describe mechanisms defined in 802.11 and 802.16:

6.2.3 MIH capability discovery
The MIH Capability Discovery procedure is used by an MIH User to discover a local or remote MIHF's capabilities in terms of MIH Services (Event Service, Command Service, and Information Service). MIH Capability Discovery of a peer node is performed either through the MIH protocol or through media-specific mechanisms (i.e., IEEE 802.11 Beacon frames, IEEE 802.16 DCD, IEEE 802.11 management frame, or IEEE 802.16 MAC management messages).
[4] Update Table 21 as follows (Include Destination Identifier TLV and Classify unicast and multicast)
	     Table 21—State Machines to be searched for outgoing message



	Operation code


	Destination identifier TLV
	State machine instances to be searched: 
transaction source state machine (S) or

transaction destination state machine (D)

	Request (0x1) / Indication (0x3)
	
	S

	Response (0x2)
	Broadcast Multicast
	S

	
	Unicast
	D


[5] Update Table 22 as follows :
	· State Machines to be searched for incoming message


	Operation code
	Destination Identifier TLV
	ACK-Rsp bit
	Contains MIH service specific

TLVs or a fragment payload
	State machine instances to be searched: 
transaction source state machine (S) or

transaction destination state machine (D)

	Request (0x1) / Indication (0x3)
	-
	0
	
	D

	
	-
	1
	
	S

	Response (0x2)
	Broadcast Multicast
	-
	-
	S

	
	Unicast
	0
	-
	S

	
	
	1
	Yes
	S

	
	
	
	No
	D


[6] Put the following original text to Clause 8.2.3.4:

c) BOOLEAN IsMulticastMsg(MIH_MESSAGE)- This procedure outputs TRUE if the input message has a multicast destination MIHF ID. Otherwise outputs FALSE.
[7] Put the following original text with following modifiation:

8.2.3.7.1 Intra-state-machine variables
IsMulticast - This variable's type is BOOLEAN. When its value is TRUE it indicates that a message has a multicast destination MIHF ID. Otherwise, its value is FALSE.
[8] Make the following changes to Figure 23:

· Put the original text with following modification: “IsMulticastcast=IsMulticastcastMsg(MsgOut);” from INIT state.

· Change from “StartAckRequestor=(MsgOut.ACK-Req==1?TRUE:FALSE);” to “StartAckRequestor=(MsgOut.ACK-Req==1?TRUE:FALSE) && !IsMulticast;” in INIT state 

· Put the original state transition arrow from PROCESS_MSG state to WAIT_RESPONSE_MSG, together with the following condition “IsMulticast”.

· Put the state transition condition “!IsMulticast” tag from  the transition arrow connected from PROCESS_MSG state to SUCCESS state.

[9] Make the following changes to Figure 24:

· Put the original text with following modification “IsMulticast=IsMulticastMsg(MsgOut);” from INIT state.

· Change from “StartAckResponder=(MsgIn.ACK-Req==1 ? TRUE : FALSE);” in INIT state to “StartAckResponder=(MsgIn.ACK-Req==1 ? TRUE : FALSE) &&!IsMulticast;”
[10] Change Clause 8.2.4.3.1 and 8.2.4.3.2 as follows in order to use a group MAC address:

8.2.4.3.1 General
The MIHF discovery refers to the procedure that allows one MIHF to discover its peer MIHFs (e.g., an MN discovers available peer MIHFs in an access network). MIHF discovery is done either at layer 2 or layer 3. MIHF discovery at L2 is performed either in media-specific manner (i.e., using IEEE 802.11 beacon frames, IEEE 802.16 DCD) or using  multicast data frames as described in the 8.2.4.3.2 and 8.2.4.3.3. MIHF discovery at layer 3 is specified by IETF [B24],[B25],[B26].. 
8.2.4.3.2 Combined MIH function discovery and capability discovery over data plane

Combined MIH function discovery and capability discovery is performed to discover the MIHF ID, the peer MIHF transport address, and MIHF capabilities at the same time. As stated in 6.2.3, MIHF Discovery can be implicitly performed using the MIH Capability Discovery when both MIH nodes are residing in the same broadcast multicast domain (where an MIH node’s multicast data frame can be delivered using a group MAC address). If MIHF ID and transport address are known, e.g., pre-configured, MIHF uses MIH_Capability_Discover messages to discover MIHF capabilities only. The following subclauses refer to the MIH Capability Discovery both as a means to discover the MIHF and its capabilities.
[11] For some reason, text in 8.2.4.3.4 is copied into 8.2.4.3.3 in D12. Delete mistakenly inserted text and put the original text in 8.2.4.3.3. of  D11 with following modifications:

8.2.4.3.3 Unsolicited MIH capability discovery 
An MIHF (the requestor) discovers its peer MIH capability by sending an MIH_Capability_Discover request message to the peer MIHF. When a peer MIH function (the responder) receives the MIH_Capability_Discover request message, it sends MIH_Capability_Discover response message back to the requestor. The response is sent by using the same transport type over which the request message was received. When the requestor receives the MIH_Capability_Discover response message, it learns the responder's MIHF ID by checking the source ID of MIH_Capability_Discover response. For complete operation, the requestor sets a timer at the time of sending an MIH_Capability_Discover request during which time the requestor is in waiting state for a response from the responder. When the response message is received while the timer is running, the requestor stops the timer and finishes the MIH function and capability discovery procedure. When the timer expires without receiving a response message, the requestor terminates the capability discovery procedure.
An MIHF discovers peer MIHF entities and their capabilities either by listening to media-specific broadcast management messages or media independent MIH capability broadcast multicast messages over L2 data frames. For example, by listening to a media-specific broadcast message such as a Beacon frame in IEEE 802.11 or a DCD in IEEE 802.16, link layers on an MN forward the received message to its MIHF. 
8.2.4.3.2 Solicited MIH capability discovery 
An MIHF (the requestor) discovers its peer MIH functions and its capabilityies by broadcasting multicasting or unicasting an MIH_Capability_Discover request message to either its broadcast multicast domain or a known MIHF ID and address, respectively. Only MIH network entities respond to a broadcasted  multicast MIH_Capability_Discover request. When a peer MIH function (the responder) receives the MIH_Capability_Discover request message, it sends MIH_Capability_Discover response message back to the requestor. The response is sent by using the same transport type over which the request message was received. When the requestor receives the unicast MIH_Capability_Discover response message, it learns the responder’s MIHF ID by checking the source ID of MIH_Capability_Discover response. For complete operation, the requestor sets a timer at the time of sending an MIH_Capability_Discover request during which time the requestor is in waiting state for a response from the responder. When the response message is received while the timer is running, the requestor stops the timer and finishes the MIH function and capability discovery procedure. When the timer expires without receiving a response message, the requestor tries the combined MIH function discovery and capability discovery procedure by using a different transport or terminate the MIH function and capability discovery procedure. 
If the MIH capability discovery generation of this message is invoked upon receiving MIH capability advertisement in unauthenticated state through media specific broadcast message, such as Beacon frame and DCD, destination MIHF ID is filled with broadcast multicast MIHF ID and this message is transmitted over the control plane using a L2 management frame, such as a 802.11 management action frame or a 802.16 MIH MAC management message. This message contains the SupportedMihEventList, SupportedMihCommandList, SupportedISQuery- TypeList, SupportedTransportList, and MBBHandoverSupport TLVs to enable the receiving MIHF to discover the sending MIHF's capability. Therefore, peer MIHF entities can discover each other's MIH capability by one MIH protocol message transaction. When the requestor receives the unicast MIH_Capability_Discover response message which is embedded in the media specific control message, it retrieves the responder’s MIHF ID by checking the source ID of MIH_Capability_Discover response.
[12] Put the original text in 8.3.1 of D11 with following modifications:
8.3.1 MIHF ID
MIHF Identifier (MIHF ID) is an identifier that is required to uniquely identify an MIHF entity for delivering the MIH services. MIHF ID is used in all MIH protocol messages. This enables the MIH protocol to be transport agnostic. MIHF ID is assigned to the MIHF during its configuration process. The configuration process is outside the scope of the standard. Multicast MIHF ID is defined as an MIHF ID of zero length. A multicast MIHF ID can be used when destination MIHF ID is not known to a source  MIHF. The MIHF ID is of type MIHF_ID (See F.3.11).MIHF ID of zero length is reserved for MIH Capability Discovery through media-specific L2 messages. Detailed usages on MIH ID of zero length are outside the scope of this standard. The MIHF ID is of type MIHF_ID (See F.3.11).
Broadcast MIHF ID is defined as an MIHF ID of zero length. A broadcast MIHF ID can be used when des-tination MIHF ID is not known to a sending MIHF. When MIH protocol message with broadcast MIHF ID is transmitted over data plane, the MIH protocol message is broadcasted over either L2 or L3 data plane.
 [13] Change 8.6 as following: 

All MIH messages carry a source MIHF ID followed by a destination MIHF ID as the first two TLVs of the MIH protocol payload part of the message. Multicast MIHF ID can be used in MIH_Capability_Discover request and response message as its destination MIHF ID.
[14] Change Clause 8.6.1.1 as follows and move the deleted paragraph below to the section 8.2.4.3.2 with proper modification. 
8.6.1.1 MIH_Capability_Discover request
The corresponding MIH primitive of this message is defined in 7.4.1.1. 
If a requesting MIHF entity knows the destination MIHF entity's MIHF ID, the requesting MIHF entity fills its destination MIHF ID and sends this message to the peer MIHF over the data plane, either L2 or L3. If a requesting MIHF entity does not know the destination MIHF entity's MIHF ID, the requesting MIHF entity may fill with its destination MIHF ID with reserved broadcast multicast MIHF ID (the use of which is outside the scope of this document) and use the media specific mechanism, if available, to send this capability discover message. 
If the generation of this message is invoked upon receiving MIH capability advertisement in unauthenticated state through media specific broadcast message, such as Beacon frame and DCD, destination MIHF ID is filled with broadcast MIHF ID and this message is transmitted over the control plane using a L2 management frame, such as a 802.11 management action frame or a 802.16 MIH MAC management message. This message contains the SupportedMihEventList, SupportedMihCommandList, SupportedISQuery- TypeList, SupportedTransportList, and MBBHandoverSupport TLVs to enable the receiving MIHF to discover the sending MIHF's capability. Therefore, peer MIHF entities can discover each other's MIH capability by one MIH protocol message transaction.
[15] Change the Clause 8.6.1.2 as following:

8.6.1.2 MIH_Capability_Discover response 

The corresponding MIH primitive of this message is defined in 7.4.1.3. An MIHF capable network entity responds with an MIH_Capability_Discover response to the received MIH_Capability_Discover request with a multicast MIHF ID. 

[16] Change the Clause F.3.11 as following:

The MIHF Identifier: MIHF_ID is a network access identifier (NAI). NAI shall be unique as per IETF RFC 4282. If L3 communication is used and MIHF entity resides in the network node, then MIHF_ID is the fully qualified domain name or NAI-encoded IP address (IP4_ADDR or IP6_ADDR) of the entity that hosts the MIH Services. If L2 communication is used then MIHF_ID is the NAI-encoded link layer address (LINK_ADDR) of the entity that hosts the MIH services. In an NAI-encoded IP address or link layer address, each octet of binary-encoded IP4_ADDR, IP6_ADDR and LINK_ADDR data is encoded in the username part of the NAI as "\" followed by the octet value. A multicast MIHF identifier is defined as an MIHF ID of zero length. When MIH protocol message with multicast MIHF ID is transmitted over L2 data plane, a group MAC address (01-80-C2-00-00-0E) shall be used. The maximum length is 253 octets. [Add reference to IEEE P802.1aj/D2.2]
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