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1 Comment #2
· Comment: In your (revised) response to my comment #145 on the second recirc you state: "The MIH Protocol is interoperable at both L2 and L3. At L2 the MIH Protocol uses an ethertype as specified by MIH Protocol Ethertype to achieve interoperability. The IEEE 802.21 WG has applied for this ethertype with the IEEE ethernet assignment body. At L3 the MIH Protocol frames are encapsulated within IP frames using a transport protocol such as UDP/TCP/SCTP. Please refer to subclause 5.7. for more details on transport considerations. The protocol behavior is specified in clause 8." Firstly, if you haven't yet been allocated an Ethertype, then the specification is incomplete and cannot be published; please note that this isn't simply an administrative/editorial issue, as the Ethertype allocation process involves technical vetting of the protocol specification by the IEEE RA's consultant. Secondly, the specification of the protocol doesn't appear to make any clear statements about how L2 addressing is used "...when destination MIHF ID is not known to a sending MIHF" (8.3.1.) The following sentence in 8.3.1 states: "When MIH protocol message with broadcast MIHF ID is transmitted over data plane, the MIH protocol message is broadcasted over either L2 or L3 data plane." If what you are suggesting is that the protocol makes use of the broadcast MAC address (all F's), then think again; this is not a great idea in a LAN environment, as the scope of that address is literally every station on the LAN. No self-respecting protocol specification uses the broadcast MAC address these days. If you mean to use one or more of the reserved group addresses specified in Clause 8 of IEEE Std 802.1Q that have defined transmission scopes within LAN environments, then you'd better specify which addresses you plan to use, and in what circumstances.

· Proposed Resolution by the commenter: (1.) Specify the Ethertype value in the draft. This is a pre-(not post-) condition for getting the standard approved, for the reasons stated in the comment. (2.) Specify, in detail, how individual and group MAC addressing is used in support of this protocol.
· This contribution addresses proposed resolution (2). 

2 Answer to the Commenter
Peer MIHF node discovery is either supported by media specific mechanisms such as IEEE 802.11 Beacon frames, IEEE 802.16 DCD or higher layer mechanisms such as DHCP or DNS at L3.   Cellular technologies are defining their own MIHF discovery mechanisms. Given the variety of mechanisms that exist at different layers, there was no need for MIH protocol to use broadcast messages.
Proposed Resolution
[1] Change Clause 6.2.3 as follows:

6.2.3 MIH capability discovery
The MIH Capability Discovery procedure is used by an MIH User to discover a local or remote MIHF's capabilities in terms of MIH Services (Event Service, Command Service, and Information Service). MIH Capability Discovery of a peer node is performed either through the MIH protocol or through media-specific mechanisms (i.e., IEEE 802.11 Beacon frames, IEEE 802.16 DCD).

[2] Change Clause 6.5.2 as follows:

6.5.2 Access information service before authentication 

It is important to note that, with certain access networks an MN should be able to obtain IEEE 802.21 related information elements before the MN is authenticated with the PoA. These information elements are used by the handover policy function to determine if the PoA can be selected. In order to enable the information query before authentication, individual link technologies provide an L2 or media-specific transport or a pro-tocol message exchange that makes this MIIS query exchange possible between the user equipment (MN) and a certain MIHF in the network. It should be noted that the pre-authentication query facility is provided only for MIH information query and cannot be used for carrying other MIH protocol services except MIHF capability discovery query using MIH_Capability_Discover embedded into media specific management frames. Additionally, any MIHF within the net-work can request for the set of information elements from a peer MIHF located in the same or a different network using the MIH protocol. 

Allowing access of information service before authentication carries certain security risks such as denial-of-service attacks and exposure of information to unauthorized MNs. In such scenarios the information service provider limits the scope of information accessible to an unauthenticated MN. 

After authentication and attachment to a certain PoA, the MIH protocol is used for information retrieval by use of data frames specific to that media technology

[3] Update Table 21 as follows (The second column about destination MIHF ID has been removed because we don’t specify usage for broadcast MIHF ID):
	     Table 21—State Machines to be searched for outgoing message



	Operation code


	State machine instances to be searched: 
transaction source state machine (S) or

transaction destination state machine (D)

	Request (0x1) / Indication (0x3)
	S

	Response (0x2)
	D


[4] Update Table 22 as follows (Note: The second column about destination MIHF ID has been removed because we don’t specify usage for broadcast MIHF ID. The revised table also considers changes suggested by comment #58 and https://mentor.ieee.org/802.21/file/08/21-08-0182-00-0000-d11-table22.doc)

	· State Machines to be searched for incoming message


	Operation code


	ACK-Rsp bit
	Contains MIH service specific

TLVs or a fragment payload
	State machine instances to be searched: 
transaction source state machine (S) or

transaction destination state machine (D)

	Request (0x1) / Indication (0x3)
	0
	-
	D

	
	1
	-
	S

	Response (0x2)
	0
	-
	S

	
	1
	Yes
	S

	
	
	No
	D


[5] Remove the following text from Clause 8.2.3.4:

c) BOOLEAN IsBroadcastMsg(MIH_MESSAGE)- This procedure outputs TRUE if the input mes-sage has a broadcast destination MIHF ID. Otherwise outputs FALSE.
[6] Remove following text:

8.2.3.7.1 Intra-state-machine variables
IsBroadcast - This variable's type is BOOLEAN. When its value is TRUE it indicates that a message has a broadcast destination MIHF ID. Otherwise, its value is FALSE.
[7] Make the following changes to Figure 23:

· Remove “IsBroadcast=IsBroadcastMsg(MsgOut);” from INIT state.

· Change “StartAckRequestor=(MsgOut.ACK-Req==1?TRUE:FALSE) && !IsBroadcast;” in INIT state to “StartAckRequestor=(MsgOut.ACK-Req==1?TRUE:FALSE);”
· Remove the state transition arrow connected from PROCESS_MSG state to WAIT_RESPONSE_MSG state and “IsBroadcast” tag associated with the arrow.

· Remove “!IsBroadcast” tag from  the transition arrow connected from PROCESS_MSG state to SUCCESS state.

[8] Make the following changes to Figure 24:

· Remove “IsBroadcast=IsBroadcastMsg(MsgOut);” from INIT state.

· Change “StartAckResponder=(MsgIn.ACK-Req==1 ? TRUE : FALSE) && !IsBroadcast;” in INIT state to “StartAckResponder=(MsgIn.ACK-Req==1 ? TRUE : FALSE);”
[9] Change Clause 8.2.4.3 as follows:

8.2.4.3 MIHF discovery
The MIHF discovery refers to the procedure that allows MIHF to discover its peer MIHFs (e.g., an MN discovers available peer MIHFs in an access network). MIHF discovery is done either at layer 2 or layer 3. MIHF discovery at L2 is performed in media-specific manner  (i.e., using IEEE 802.11 beacon frames, IEEE 802.16 DCD). MIHF discovery at layer 3 is specified by IETF. Please refer to  [reference to MIPSHOP DNS/DHCP Discovery drafts].

8.2.4.3.1 Unsolicited MIH capability discovery 
An MIHF discovers peer MIHF entities and their capabilities  by listening to media-specific  messages  such as a Beacon frame in IEEE 802.11 or a DCD in IEEE 802.16.

 8.2.4.3.2 Solicited MIH capability discovery 
An MIHF (the requestor) discovers its peer MIH capability by sending  an  MIH_Capability_Discover request message to the peer MIHF. 

When a peer MIH function (the responder) receives the MIH_Capability_Discover request message, it sends MIH_Capability_Discover response message back to the requestor. The response is sent by using the same transport type over which the request message was received. When the requestor receives the  MIH_Capability_Discover response message, it learns the responder’s MIHF ID by checking the source ID of MIH_Capability_Discover response. 

For complete operation, the requestor sets a timer at the time of sending an MIH_Capability_Discover request during which time the requestor is in waiting state for a response from the responder. When the response message is received while the timer is running, the requestor stops the timer and finishes the MIH function and capability discovery procedure. When the timer expires without receiving a response message, the requestor  terminates the capability discovery procedure.

[10] Change Clause 8.3.1 as follows:

8.3.1 MIHF ID

MIHF Identifier (MIHF ID) is an identifier that is required to uniquely identify an MIHF entity for delivering the MIH services. MIHF ID is used in all MIH protocol messages. This enables the MIH protocol to be transport agnostic.
MIHF ID is assigned to the MIHF during its configuration process. The configuration process is outside the scope of the standard.
MIHF ID of zero length is reserved for MIH Capability Discovery through media-specific L2 messages. Detailed usages on MIH ID of zero length are outside the scope of this standard.

The MIHF ID is of type MIHF_ID (See Annex C.3.11).
[11] Change the 5th paragraph of Clause 8.6 as follows:

All MIH messages carry a source MIHF ID followed by a destination MIHF ID as the first two TLVs of the MIH protocol payload part of the message. Broadcast MIHF ID is allowed in an MIH_Capability_Discover request and response message as its destination MIHF ID.
[12] Change Clause 8.6.1.1 as follows:

8.6.1.1 MIH_Capability_Discover request
The corresponding MIH primitive of this message is defined in 7.4.1.1. 

If a requesting MIHF entity knows the destination MIHF entity’s MIHF ID, the requesting MIHF entity fills its destination MIHF ID and sends this message to the peer MIHF over the data plane, either L2 or L3. 

If a requesting MIHF entity does not know the destination MIHF entity’s MIHF ID, the requesting MIHF entity may fill with  its destination MIHF ID with reserved broadcast MIHF ID (the  use of which is outside the scope of this document) and use the media specific mechanism, if available, to send  this  capability discover message.

If the generation of this message is invoked upon receiving MIH capability advertisement in unauthenticated state through media specific broadcast message, such as Beacon frame and DCD, destination MIHF ID is filled with broadcast MIHF ID and this message is transmitted over the control plane using a L2 management frame, such as a 802.11 management action frame or a 802.16 MIH MAC management message. 

This message contains the SupportedMihEventList, SupportedMihCommandList, SupportedISQuery- TypeList, SupportedTransportList, and MBBHandoverSupport TLVs to enable the receiving MIHF to dis-cover the sending MIHF's capability. Therefore, peer MIHF entities can discover each other's MIH capability by one MIH protocol message transaction.

[13] Change Clause 8.6.1.2 as follows:

8.6.1.2 MIH_Capability_Discover response 

The corresponding MIH primitive of this message is defined in 7.4.1.3. 
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